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1298. Frage
‘Which technique can be used to make an encryption scheme more resistant to a known plaintext attack?

A. Hashing the data before encryption

B. Compressing the data after encryption
C. Hashing the data after encryption

D. Conmpressing the data before encryption

Antwort: A

Begrindung;
Section: Security Architecture and Engineering
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1299. Frage
Which of the following statements is true about data encryption as a method of protecting data?

A. It requires careful key management

B. It makes few demands on system resources

C. It should sometimes be used for password files
D. It is usually easily administered

Antwort: A

Begriindung;

In cryptography, you always assume the "bad guy" has the encryption algorithm (indeed, many algorithims such as DES, Triple DES,
AES, etc. are public domain). What the bad guy lacks is the key used to complete that algorithm and encrypt/decrypt information.
Therefore, protection of the key, controlled distribution, scheduled key change, timely destruction, and several other factors require
careful consideration. All of these factors are covered under the umbrella term of "key management".

Another significant consideration is the case of "'data encryption as a method of protecting data" as the question states. Ifthat data is
to be stored over a long period of time (such as on backup), you must ensure that your key management scheme stores old keys for
as long as they will be needed to decrypt the information they encrypted.

The other answers are not correct because:

"It should sometimes be used for password files." - Encryption is often used to encrypt passwords stored within password files, but
it is not typically effective for the password file itself. On most systens, if a user cannot access the contents of a password file, they
cannot authenticate. Encrypting the entire file prevents that access.

"It is usually easily admmistered." - Developments over the last several years have made cryptography significantly easier to manage
and administer. But it remains a significant challenge. This is not a good answer.

"It makes few demands on system resources." - Cryptography is, essentially, a large complex mathematical algorithm In order to
encrypt and decrypt information, the system must perform this algorithm hundreds, thousands, or even millions/billions/trillions of
tines.

This becomes system resource intensive, making this a very bad answer.

Reference:

Official ISC2 Guide page: 266 (poor explanation)

Allin One Third Edition page: 657 (excellent explanation)

Key Management - Page 732, Allin One Fourth Edition

1300. Frage
Due to system constraints, a group of system administrators must share a high-level access set of credentials.
Which of'the following would be MOST appropriate to implement?

A. A credential check-out process for a per-use basis

B. Reduce the group in size

C. Increased console lockout times for failed logon attempts
D. Full logging on affected systems

Antwort: A

Begriindung;
Explanation
Section: Security Operations

1301. Frage
Which choice below is NOT a recommended step to take when resuming
normal operations after an emergency?

A. Protect undamaged property.

B. Conduct an investigation.

C. Account for all damage-related costs.

D. Re-occupy the damaged building as soon as possible.



Antwort: D

Begrindung;

Re-occupying the site of a disaster or emergency should not be undertaken until a full safety inspection has been done, an
nvestigation into the cause of the emergency has been completed, and all damaged property has been salvaged and restored. During
and after an emergency, the safety of personnel must be monitored, any remaining hazards must be assessed, and security must be
maintained at the scene. After all safety precautions have been taken, an inventory of damaged and undamaged property must be
done to begin salvage and restoration tasks. Also, the site must not be re-occupied until all investigative processes have been
completed. Detailed records must be kept of all disaster-related costs and valuations must be made of the effect of the business
interruption. Source: Emergency Management Guide for Business and Industry, Federal Emergency Management Agency, August
1998.

1302. Frage
A company is moving from the V model to Agile development. How can the information security department BEST ensure that
secure design principles are implemented in the new methodology?

A. Information security requirements are captured in mandatory user stories.

B. All developers receive a mandatory targeted information security training.

C. The nformation security department perforns an information security assessment after each sprint.
D. The non-financial information security requirements remain mandatory for the new model.

Antwort: A

Begrindung;

The best way to ensure that secure design principles are implemented in the new methodology of Agile development is to capture the
nformation security requirements in mandatory user stories.

Agile development is a software development methodology that follows an iterative, incremental, and collaborative approach, where
the software is developed and delivered in small and frequent cycles, called sprints. Agile development emphasizes the values of
customer satisfaction, working software, adaptive planning, continuous improvement, and cross- functional teamwork. Agile
development uses user stories to define the features or finctionalities of the software from the perspective of the end user. User
stories are short and simple descriptions of what the user wants or needs from the software, written in the format of "As a [role], I
want [feature], so that [benefit]." User stories also include the acceptance criteria, which are the conditions or tests that must be met
for the user story to be completed or satisfied. To ensure that secure design principles are implemented in Agile development, the
mformation security requirements should be captured in mandatory user stories, which means that the user stories must include the
security features or functionalities that are essential for the software to be secure, such as authentication, authorization, encryption, or
logging. The nformation security requirements should also be prioritized and aligned with the business goals and risks, and should be
verified and validated at each sprint. By capturing the information security requirements in mandatory user stories, the security can be
integrated and embedded in the software development process, rather than added or patched as an afterthought.

1303. Frage
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