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To become a Google Cloud Certified Professional Cloud Network Engneer, candidates need to pass the Professional-Cloud-
Network-Engmneer Certification Exam. Google Cloud Certified - Professional Cloud Network Engineer certification exam is
designed to validate the candidate's skills and knowledge in networking and cloud computing and provides them with a globally
recognized credential that can enhance their career prospects.

Google Cloud Certified - Professional Cloud Network Engineer Sample
Questions (Q102-Q107):

NEW QUESTION # 102
You have created an HTTP(S) load balanced service. You need to verify that your backend instances are responding properly.
How should you configure the health check?

¢ A Set request-path to a specific URL used for health checking, and set response to a string that the backend service will
always return in the response body.

¢ B. Set proxy-header to the default value, and set host to include a custom host header that identifies the health check.

e C. Set request-path to a specific URL used for health checking, and set proxy-header to PROXY V1.

e D. Set request-path to a specific URL used for health checking, and set host to include a custom host header that identifies
the health check.

Answer: D

NEW QUESTION # 103
You built a web application with several containerized microservices. You want to run those microservices on Cloud Run. You must
also ensure that the services are highly available to your customers with low latency. What should you do?

¢ A Deploy the Cloud Run services to muiltiple availability zones. Create Cloud Endpoints that point to the services. Create a
global HTTPS load balancer, and attach the Cloud Endpoints to its backend

¢ B. Deploy the Cloud Run services to multiple availability zones. Create a global TCP load balancer. Add the Cloud Run
endpoints to its backend service.

¢ C. Deploy the Cloud Run services to multiple regions. Create serverless network endpoint groups (NEGs) that pomnt to the
services. Create a global HTTPS load balancer, and attach the serverless NEGs as backend services of the load balancer.

¢ D. Deploy the Cloud Run services to multiple regions. Configure a round-robin A record in Cloud DNS.

Answer: C

NEW QUESTION # 104

Your company's current network architecture has two VPCs that are connected by a dual-NIC instance that acts as a bump-in-the-
wire firewall between the two VPCs. Flows between pairs of subnets across the two VPCs are working correctly. Suddenly, you
receive an alert that none of the flows between the two VPCs are working anymore. You need to troubleshoot the problem. What
should you do? (Choose 2 answers)

e A Verify that a VPC Service Controls perimeter has not been enabled for the project that contains the two VPCs and the
dual-NIC instance.

e B. Verify that a public [P address has not been assigned to any network interface of the dual-NIC instance.

e C. Verify that the dual-NIC instance has the --can-ip-forward attribute enabled.

e D. Use Cloud Logging to verify that there were no modifications to the VPC firewall rules or policies that were applied to the
two network interfaces of the dual-NIC instance.

e E. Verify that the dual-NIC instance has not been added to a backend service.

Answer: C,D

Explanation:

Explanation: You should check Cloud Logging to see if any firewall rules or policies were modified, as these could block traffic
between the VPCs. Additionally, the --can-ip-forward attribute must be enabled for the dual-NIC instance to allow forwarding
traffic between the nterfaces.

: Google Cloud Dual-NIC Instance Configuration
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NEW QUESTION # 105

Your organization's security team recently discovered that there is a high risk of malicious activities originating from some of your
VM comnected to the internet. These malicious activities are currently undetected when TLS commumication is used. You must
ensure that encrypted traffic to the internet is inspected. What should you do?

e A Use Cloud NGFW Essentials. Create a firewall rule for egress traffic and enable VPC Flow Logs with the TLS inspect
option. Analyze the output logs content and block the outputs that have malicious activities.

¢ B. Use Cloud NGFW Enterprise. Create a firewall rule for egress traffic with the tls-inspect flag and associate the firewall
rules with the VM.

e C. Enable Cloud Armor TLS inspection policy, and associate the policy with the backend VMs.

e D. Configure a TLS agent on every VM to intercept TLS traffic before it reaches the internet. Configure Sensitive Data
Protection to analyze and allow/deny the content.

Answer: B

Explanation:
Cloud NGFW Enterprise provides TLS inspection to detect and manage threats within encrypted traffic. Configuring firewall rules
for TLS inspection enables granular monitoring and filtering, ensuring secure internet traffic.

NEW QUESTION # 106

Your organization uses a hub-and-spoke architecture with critical Compute Engine instances in your Virtual Private Clouds (VPCs).
Youare responsible for the design of Cloud DNS in Google Cloud. You need to be able to resolve Cloud DNS private zones from
your on-premises data center and enable on-premises name resolution from your hub-and-spoke VPC design. What should you do?

e A. Configure a DNS policy in the hub VPC, and configure the on-premises DNS as an alternate DNS server.
Configure the spoke VPCs with a private zone, and set up DNS peering to the hub VPC.

¢ B. Configure a private DNS zone in the hub VPC, and configure DNS forwarding to the on-premises server.
Configure DNS peering from the spoke VPCs to the hub VPC.

e C. Configure a DNS policy in the spoke VPCs, and configure your on-premises DNS as an alternate DNS server.
Configure the hub VPC with a private zone, and set up DNS peering to each of the spoke VPCs.

e D. Configure a DNS policy in the hub VPC to allow nbound query forwarding from the spoke VPCs.
Configure the spoke VPCs with a private zone, and set up DNS peering to the hub VPC.

Answer: C

NEW QUESTION # 107
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