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Palo Alto Networks Network Security Professional Sample Questions (Q61-
Q66):

NEW QUESTION # 61

A network administrator obtains Palo Alto Networks Advanced Threat Prevention and Advanced DNS Security subscriptions for
edge NGFWs and is setting up security profiles. Which step should be included in the initial configuration of the Advanced DN'S
Security service?

e A Enable Advanced Threat Prevention with default settings and only focus on high-risk traffic.
e B. Configure DNS Security signature policy settings to sinkhole malicious DNS queries.
e (. Create overrides for all company owned FQDNSs.
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e D. Create a decryption policy rule to decrypt DNS-over-TLS / port 853 traffic.
Answer: B

Explanation:

Advanced DNS Securityuses a signature policy tosinkholemalicious DNS queries and prevent them from resolving.

"The DNS Security service integrates with Anti-Spyware profiles, and you must configure signature policy settings to sinkhole
malicious queries. This proactively stops traffic to known malicious domains." (Source: Configure DNS Security) Sinkholing ensures
that DNS queries to malicious FQDNSs are redirected to a safe IP, preventing compromise.

NEW QUESTION # 62
Which firewall attribute can an engineer use to simplify rule creation and automatically adapt to changes in server roles or security
posture based on log events?

A. Dynamic Address Groups
B. Address objects
C. Predefined IP addresses

D. Dynamic User Groups

Answer: A

Explanation:

Dynamic Address Groupsenable the firewall to automatically adjust security policies based on tags assigned dynamically (via log
events, APL, etc.). This eliminates the need for manual updates to policies when server roles or IPs change.

"Dynamic Address Groups allow you to create policies that automatically adapt to changes in the environment. These groups are
populated dynamically based on tags, enabling automated security policy updates without manual intervention." (Source: Dynamic
Address Groups)

NEW QUESTION # 63
A network engineer pushes specific Panorama reports of new Al URL category types to branch NGFWs. Which two report types
achieve this goal? (Choose two.)

A. Custom

B. SNMP

C. PDF summary
D. CSV export

Answer: A,C

Explanation:

Panorama allows engineers to createcustomreportsand generatePDF summaryformats for consistent reporting across NGFWs.
Custom Reports

"Custom Reports provide tailored reporting based on URL categories, application usage, and threat visibility.

They are generated within Panorama and can include data on newly categorized Al URL types." (Source: Panorama Reports) PDF
Summaries

"You can generate PDF summary reports to distribute these insights across branch firewalls, providing an easy-to-read format for
compliance and operational review." (Source: Export Reports as PDF) Together, these options provide aconsistent, standardized
methodto push insights about Al-based URL categories to branch devices.

NEW QUESTION # 64
What is a necessary step for creation of a custom Prisma Access report on Strata Cloud Manager (SCM)?

A. Configure a dashboard.

B. Open a support ticket.

C. Generate a PDF summary report.
D. Set up Cloud Identity Engine.

Answer: A



Explanation:

To create custom Prisma Access reports withnSCM, you first configure adashboardthat aggregates the relevant logs and analytics.
This allows you to define the data points you want to include.

"Dashboards in SCM can be customized to include Prisma Access data sources, enabling you to create and generate reports that
meet specific business and security requirements." (Source: SCM Dashboards and Reporting) Once configured, you can export the
dashboard as acustom report.

"Use the dashboard's data visualization to create custom reports for Prisma Access, which can be exported as PDFs for
distribution." (Source: SCM Report Customization)

NEW QUESTION # 65
In which two applications can Prisma Access threat logs for mobile user traffic be reviewed? (Choose two.)

A. Prisma Cloud dashboard

B. Service connection firewall

C. Strata Logging Service

D. Strata Cloud Manager (SCM)

Answer: C,D

Explanation:

Threat logs for Prisma Access mobile users can be reviewed in bothStrata Cloud Manager (SCM)andStrata Logging Service.
Prisma Cloud and service connection firewalls are not directly tied to mobile user traffic logs.

"Prisma Access logs are available in the Strata Cloud Manager and can also be sent to the Strata Logging Service for detailed
analysis and threat visibility." (Source: Prisma Access Admmistration Guide)

NEW QUESTION # 66
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