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WGU Digital Forensics in Cybersecurity (D431/C840) Course Exam Sample
Questions (Q42-Q47):
NEW QUESTION # 42 
Which Windows component is responsible for reading the boot.ini file and displaying the boot loader menu on Windows XP during
the boot process?

A. NTLDR
B. BCD
C. Winload.exe
D. BOOTMGR

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
NTLDR (NT Loader) is the boot loader for Windows NT-based systems including Windows XP. It reads the boot.ini configuration
file and displays the boot menu, initiating the boot process.
* Later Windows versions (Vista and above) replaced NTLDR with BOOTMGR.
* Understanding boot components assists forensic investigators in boot process analysis.
Reference:Microsoft technical documentation and forensic training materials outline NTLDR's role in legacy Windows systems.

NEW QUESTION # 43 
A forensics investigator is investigating a Windows computer which may be collecting data from other computers on the network.
Which Windows command line tool can be used to determine connections between machines?

A. Xdetect
B. Telnet
C. Openfiles
D. Netstat

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Netstatis a standard Windows command line utility that displays active network connections, routing tables, and network interface
statistics. It is widely used in forensic investigations to identify current and past TCP/IP connections, including IP addresses and port
numbers associated with remote hosts. This information helps investigators identify if the suspect computer has active connections to
other machines potentially used for data collection or command and control.
* Telnet is a protocol used to connect to remote machines but does not display current network connections.
* Openfiles shows files opened remotely but not network connection details.
* Xdetect is not a standard Windows tool and not recognized in forensic investigations.
Reference:According to NIST SP 800-86 and SANS Digital Forensics guidelines,netstatis an essential tool for gathering network-
related evidence during system investigations.

NEW QUESTION # 44 
Which law is related to the disclosure of personally identifiable protected health information (PHI)?

A. Health Insurance Portability and Accountability Act (HIPAA)
B. Electronic Communications Privacy Act (ECPA)
C. The Privacy Protection Act (PPA)
D. Communications Assistance to Law Enforcement Act (CALEA)

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
HIPAA establishes standards to protect sensitive patient health information (PHI) and regulates the use and disclosure of such
information. Forensic investigators dealing with health data must comply with HIPAA to avoid legal violations.



* HIPAA compliance is critical when handling medical records in investigations.
* Breach of PHI privacy can result in civil and criminal penalties.
Reference:HIPAA is widely referenced in cybersecurity and forensic policies relating to healthcare data protection.

NEW QUESTION # 45 
Which tool should a forensic investigator use to determine whether data are leaving an organization through steganographic methods?

A. Data Encryption Standard (DES)
B. Netstat
C. Forensic Toolkit (FTK)
D. MP3Stego

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Netstatis a command-line network utility tool used to monitor active network connections, open ports, and network routing tables.
In the context of detecting data exfiltration potentially using steganographic methods, netstat can help a forensic investigator identify
suspicious or unauthorized network connections through which hidden data may be leaving an organization.
* While netstat itself does not detect steganography within files, it can be used to monitor data flows and connections to external
hosts, which is critical for identifying channels where steganographically hidden data could be transmitted.
* Data Encryption Standard (DES)is a cryptographic algorithm, not a forensic tool.
* MP3Stegois a steganography tool for embedding data in MP3 files and is not designed for detection or monitoring.
* Forensic Toolkit (FTK)is a forensic analysis software focused on acquiring and analyzing data from storage devices, not network
monitoring.
Reference:NIST Special Publication 800-86 (Guide to Integrating Forensic Techniques into Incident Response) emphasizes the
importance of network monitoring tools like netstat during forensic investigations to detect unauthorized data transmissions. Although
steganographic detection requires specialized analysis, identifying suspicious network activity is the first step in uncovering covert
channels used for data exfiltration.

NEW QUESTION # 46 
An organization believes that a company-owned mobile phone has been compromised.
Which software should be used to collect an image of the phone as digital evidence?

A. Forensic Toolkit (FTK)
B. PTFinder
C. Data Doctor
D. Forensic SIM Cloner

Answer: A

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
Forensic Toolkit (FTK) is a widely recognized and trusted software suite in digital forensics used to acquire and analyze forensic
images of devices, including mobile phones. FTK supports the creation of bit-by-bit images of digital evidence, ensuring the integrity
and admissibility of the evidence in legal contexts. This imaging process is crucial in preserving the original state of the device data
without alteration.
* FTK enables forensic investigators to perform logical and physical acquisitions of mobile devices.
* It maintains the integrity of the evidence by generating cryptographic hash values (MD5, SHA-1) to prove that the image is an
exact copy.
* Other options such as PTFinder or Forensic SIM Cloner focus on specific tasks like SIM card cloning or targeted data extraction
but do not provide full forensic imaging capabilities.
* Data Doctor is more aligned with data recovery rather than forensic imaging.
Reference:According to standard digital forensics methodologies outlined by NIST Special Publication 800-
101(Guidelines on Mobile Device Forensics) and the SANS Institute Digital Forensics and Incident Response guides, forensic tools
used to acquire mobile device images must be capable of bit-stream copying with hash verification, which FTK provides.
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