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NEW QUESTION # 33
Why is it important to identify all impacted hosts during the eradication phase?

¢ A To facilitate recovery efforts
¢ B. To optimize hardware performance
¢ C. To enhance overall security

Answer: A

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

During the eradication phase of the information security incident management process, identifying all impacted hosts is essential to
ensure that every element affected by the incident is addressed before proceeding to recovery. According to ISO/IEC 27035-
22016, Clause 6.4.5, the eradication phase involves removing malware, disabling unauthorized access, and remediating
vulnerabilities that led to the incident.

Identifying all impacted hosts ensures:

Comprehensive removal of malicious artifacts

Prevention of reinfection or further propagation

A smooth and conplete transition into the recovery phase

This directly supports recovery planning because it helps teams understand which systens need to be restored, rebuilt, or validated.
Option B (optimizing hardware performance) is not a goal of incident management, and Option C (enhancing overall security) is a
long-term objective but not the immediate goal of the eradication phase.

Reference:

ISO/IEC 27035-2:2016, Clause 6.4.5: "During eradication, it is important to identify all affected systens so that root causes and
malicious components are removed prior to recovery." Correct answer: A

NEW QUESTION # 34
Which action is NOT mnvolved in the process of improving controls in incident management?

e A Implementing new or updated controls
¢ B. Documenting risk assessment results
¢ C. Updating the incident management policy

Answer: B

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Improving controls in incident management is a proactive activity focused on directly adjusting and strengthening existing defenses.
As per ISO/IEC 27035-2:2016, Clause 7.4, this process typically involves identifying deficiencies, updating or implementing new
technical or procedural controls, and revising policies.

While risk assessments inform control decisions, simply documenting their results does not constitute direct improvement of controls.
Hence, Option A is not part of the control improvement process itself.

Reference:

ISO/IEC 27035-2:2016 Clause 7.4: "Actions to improve controls include analyzing causes of incidents and updating procedures and
policies accordingly." Correct answer: A

NEW QUESTION # 35
Which of the following statements regarding the principles for digital evidence gathering is correct?

e A Sufficiency means that only a minimal amount of material should be gathered to avoid unnecessary auditing and justification
efforts

e B. Relevance means that the DEFR should be able to describe the procedures followed and justify the decision to acquire
each item based on its value to the investigation

e (. Reliability implies that all processes used in handling digital evidence should be unique and not necessarily reproducible

Answer: B



Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

Digital evidence gathering, as outlined in ISO/IEC 27037 and referenced in ISO/IEC 27035-2, must adhere to several core
principles-reliability, sufficiency, relevance, and integrity. Relevance, in particular, means that the Digital Evidence First Responder
(DEFR) must ensure that any item collected has direct or potential bearing on the investigation.

Relevance also requires:

Clear justification for why an item was acquired

Ability to trace the decision-making process

Alignment with investigation objectives

Option A misrepresents "sufficiency," which does not mean minimal collection but rather collecting enough evidence to support
conclusions without overburdening the investigation. Option B contradicts the principle of reliability, which requires that processes be
standardized and reproducible.

Reference:

ISO/IEC 2703722012, Clause 6.2.2.4: "Relevance is determined by the value of the digital evidence in addressing the objectives of
the investigation." ISO/IEC 27035-2:2016 references this standard in Clause 7.4.4 regarding forensic evidence handling.

Correct answer: C

NEW QUESTION # 36
How is the impact of an information security event assessed?

¢ A By identifying the assets affected by the event
¢ B. By determning if the event is an information security incident
¢ (. By evaluating the effect on the confidentiality, integrity, and availability of mformation

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

The impact of an information security event is assessed by evaluating how the event affects the CIA triad- Confidentiality, Integrity,
and Availability-of information assets. This findamental concept underpins all ISO/IEC 27000-series standards, including ISO/IEC
27035.

ISO/IEC 27035-1:2016, Clause 6.2.3 explicitly states that an event's severity and urgency are to be assessed by evaluating its
actual or potential impact on the organization's information security objectives, namely:

Confidentiality: Protection from unauthorized disclosure

Integrity: Protection from unauthorized modification

Availability: Assurance of timely and reliable access

This approach ensures consistent and risk-based decision-making during incident assessment. Options A and B are important steps,
but they are part of the broader process; they do not directly measure impact.

Reference:

ISO/IEC 27035-1:22016, Clause 6.2.3: "The impact should be assessed based on the effect on confidentiality, integrity, and
availability of the information assets affected." Correct answer: C

NEW QUESTION # 37
What is one of the requirements for an organization's technical means in supporting information security?

e A Immediate deletion of all incident reports for security purposes
e B. Public disclosure of contact register details for transparency
e (. Quick acquisition of mformation security event/incident/vulnerability reports

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract:

According to ISO/IEC 27035-2:2016, one of the technical requirements to support effective incident management is the capability
to rapidly detect, collect, and process information about security events, incidents, and vulnerabilities. Timely acquisition of this data
allows the organization to assess threats, determine the scope of incidents, and execute response measures quickly.

Clause 7.4.1 emphasizes the need for adequate tools and infrastructure to support the detection and acquisition of information



security events and vulnerability reports. The collected data becomes the foundation for risk assessment, root cause analysis, and
corrective action planning.

Option A (public disclosure of contact details) might be relevant for CERT/CSIRT public coordination but is not a core requirement
in technical incident response. Option B (immediate deletion of reports) is contrary to best practices, as incident reports are critical
for audits, compliance, and continuous improvement.

Reference Extracts:

ISO/IEC 27035-2:2016, Clause 7.4.1: "Organizations should ensure that technical means are in place to allow quick acquisition and
analysis of mformation related to events, incidents, and vulnerabilities." Correct answer: C

NEW QUESTION # 38
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