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B #465

You have 20 Azure subscriptions and a security group named Group1. The subscriptions are children of the root management
group.

Each subscription contains a resource group named RGI.

Youneed to ensure that for each subscription RG1 meets the following requirements:

The members of Group1 are assigned the Owner role.

The modification of permissions to RG1 is prevented.

What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Configure role-based access control (RBAC)
role assignments by using:

Azure Blueprints
Azure Pollcypr
Azure S i

Prevent the modification of permissi s‘cex A 4
RG1 by using: 6

A resource lock
A role-based access control (RBAC) role assignment

. | at the resaaree group level ) _
M I c 5 @gﬁn assignments in locking mode

Configure role-based access control (RBAC)
role assignments by using: Azure Blueprints
ure Policy T,
Azure Securty Center
Prevent the modification of permissions to £0 - | v
RG1 by using: A resource lock

Arole-based access control (RBAC) role assignment

.4\ N t urce group level
D M IC rO lueprint assignments in locking mode
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You have Azure virtual machines that have Update Management enabled. The virtual machines are configured as shown in the
following table.

Name Operati e | Resource group
VM1 Windows Server 2012 Elhg - I ; RG1
VM2 | Windows Server 2012 R2 WestUS. RG1
VM3 | Windows Server 2016_° West US RG2
VM4 | Ubuntu 1804LTS West US RG2
VM5 Red Hat E Linux 7.4 EastUS RG1
VM6 | CentOS 7.5 EastUS RG1

You schedule two update deployments named Updatel and Update2. Updatel updates VM3. Update2 updates VM6.

‘Which additional virtual machines can be updated by using Updatel and Update2? To answer, select the appropriate options in the
answer area.

NOTE: Each correct selection is worth one point.

Update1: | v
VM2 only

VM4 only 0((\

VM1 and VM2 only

VM1, VM2, VM&(VMS5, and VM6

o3

Update2: ';\e:* | v
TR

1. VM1 and VMS only

VM4 and VM5 only

VM1, VM2, and VM5 only

VM1, Mm:am and VM5

IEf#:



il

fiE A«

Update1: v

VM2 only
VM4 only

VM1 and VM2 only

VMT, VM2, VM4, VM5, and VM6
Update2: ) | v

L VIS -only
VM1 and VM5 only

VM4 and VM5 only

VM1, VM2, and VM5 only
VM1, VM2, ViM3; VM4, and VM5

IVIICT VOUIT L

Reference:
httpsz/docs.microsoft.conven-us/azure/automation/automation-update-management
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You are evaluating the security of the network commumication between the virtual machines in Sub2.
For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area
Statements Yes No
From VM1, you can successfully fing the public TP address of VM2. O
From VM1, you ean suecessfully ping the private IP address of VM3, O
FromW/M1, you can successtully pinNmTrlilatéIPra_éasssof VOMSft O O
EfE:
Answer Area
Statements Yes No
From VM1, you can successfully ping the publie!P address of VM2, 0] D
From VM, yBu €an stiecessfully ping the private IP address of VM3,
i c ‘0\ Mi ccsr«cjﬁg 10 ft'lvate IP address of VMS. O
St
B #468

You have an Azure subscription that contains the virtual networks shown in the following table.




l' A rracets
[ Name | Location | Peered with |
VMet1 | East US ViNet2
ViNet2 West LS Yiet1

The subscription contains the subnets shown in the following table.

You plan to create an Azure web app named WebApp?2 that will have the following configurations:
* Region: East US

* VNet integration: Enabled

* Scale out; Autoscale to up to 10 instances

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Statements

WebApp2 canfbeiptagrated with Subnet11

WebAPp? Can be integrated with Subnet12

WebApp2 can be integrated with Subnet21

g Viicrosoft

WebApp2 cangbfjot@yrated with Subnet11
W_enﬁgpi.-cén be integrated with Subnet12

WebApp2 can be integrated with Subnet21
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You have an Azure Active Directory (Azure AD) tenant that contains the users shown in the following table.

Member of ti-factor authentication (MFA) status
Group1, Group?2 Enabled
Group1 Disabled
Group1 Disabled

You create and enforce an Azure AD Identity Protection sign-in risk policy that has the following settings:
Assignirents: Include Group1, exclude Group2

Conditions: Sign-in risk level: Medium and above

Access Allow access, Require multi-factor authentication

You need to identify what occurs when the users sign in to Azure AD.

‘What should you identify for each user? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.



When User1 signs in framran anhghymous IP/address, i v
the user will:

Be blocked
Be prompted for MFA
Sign in by using a username and password only
When User2 signs in from an unfamiliar location, v
the user will: Be blocked
Be prompted for MFA
Signin by using a username and password only
When User3 signs in from an infected device, v
the user will: Be blocked
Be prompted for MFA
Signin by using a username and password only
Ef#:
fi e -
When User1 signs in from ananonyigus IP-address L’ ‘ v
the user will: e
Be blocked
Be prompted for MFA
©Ign In by using a username and password only
When User2 signs in from an unfamiliar location, v
the user will: 56 biocked
Be prompted for MFA
Sign in by using a username and password only
Vhen User3 signs in from an infected device, v
he user will: rBe s
Be prompted for MFA
Sian in by usina a username and password only
Reference:

http//www.rebeladmin.conv/2018/09/step-step- guide-configure-risk-based-azure-conditional-access-policies/
httpsz/docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity- protection-policies
httpsz/docs.microsoft.com/en-us/azure/active-directory/identity-protection/concept-identity- protection-risks
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