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SISA Certified Security Professional in Artificial Intelligence Sample
Questions (Q11-Q16):
NEW QUESTION # 11 
In a scenario where Open-Source LLMs are being used to create a virtual assistant, what would be the most effective way to ensure
the assistant is continuously improving its interactions without constant retraining?

A. Implementing reinforcement learning from human feedback (RLHF) to refine responses based on user input.
B. Reducing the amount of feedback integrated to speed up deployment.
C. Training a larger proprietary model to replace the open-source LLM
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D. Shifting the assistant to a completely rule-based system to avoid reliance on user feedback.

Answer: A

Explanation:
For continuous improvement in open-source LLM-based virtual assistants, RLHF integrates human evaluations to align model
outputs with preferences, iteratively refining behavior without full retraining. This method uses reward models trained on feedback to
guide policy optimization, enhancing interaction quality over time. It addresses limitations like initial biases or suboptimal responses
by leveraging real-world user inputs, making the system adaptive and efficient. Unlike full retraining, RLHF is parameter-efficient and
scalable, ideal for production environments. Security benefits include monitoring feedback for adversarial attempts. Exact extract:
"Implementing RLHF allows continuous refinement of the assistant's interactions based on user feedback, avoiding the need for
constant full retraining while improving performance." (Reference: Cyber Security for AI by SISA Study Guide, Section on AI
Improvement Techniques in SDLC, Page 85-88).

NEW QUESTION # 12 
Which of the following is a characteristic of domain-specific Generative AI models?

A. They are trained on broad datasets covering multiple domains
B. They are designed to run exclusively on quantum computers
C. They are only used for computer vision tasks
D. They are tailored and fine-tuned for specific fields or industries

Answer: D

Explanation:
Domain-specific Generative AI models are refined versions of foundational models, adapted through fine- tuning on specialized
datasets to excel in niche areas like healthcare, finance, or legal applications. This tailoring enhances precision, relevance, and
efficiency by incorporating industry-specific jargon, patterns, and constraints, unlike general models that handle broad tasks but may
lack depth. For example, a medical GenAI model might generate accurate diagnostic reports by focusing on clinical data, reducing
errors in specialized contexts. This approach balances computational resources and performance, making them ideal for targeted
deployments while maintaining the generative capabilities of larger models. Security implications include better control over sensitive
domain data. Exact extract: "Domain-specific GenAI models are characterized by being tailored and fine-tuned for particular fields
or industries, leveraging specialized data to achieve higher accuracy and relevance in those domains." (Reference: Cyber Security for
AI by SISA Study Guide, Section on GenAI Model Types, Page 65-67).

NEW QUESTION # 13 
In the context of LLM plugin compromise, as demonstrated by the ChatGPT Plugin Privacy Leak case study, what is a key practice
to secure API access and prevent unauthorized information leaks?

A. Restricting API access to a predefined list of IP addresses
B. Implementing stringent authentication and authorization mechanisms, along with regular security audits
C. Increasing the frequency of API endpoint updates.
D. Allowing open API access to facilitate ease of integration

Answer: B

Explanation:
The ChatGPT Plugin Privacy Leak highlighted vulnerabilities in plugin ecosystems, where weak API security led to data exposure.
Implementing robust authentication (e.g., OAuth) and authorization (e.g., RBAC), coupled with regular audits, ensures only verified
entities access APIs, preventing leaks. IP whitelisting is less comprehensive, and open access heightens risks. Audits detect
misconfigurations, aligning with secure AI practices. Exact extract: "Stringent authentication, authorization, and regular audits are key
to securing API access and preventing leaks in LLM plugins." (Reference: Cyber Security for AI by SISA Study Guide, Section on
Plugin Security Case Studies, Page 170-173).

NEW QUESTION # 14 
In a time-series prediction task, how does an RNN effectively model sequential data?

A. By focusing on the overall sequence structure rather than individual time steps for a more holistic approach.



B. By storing only the most recent time step, ensuring efficient memory usage for real-time predictions
C. By processing each time step independently, optimizing the model's performance over time.
D. By using hidden states to retain context from prior time steps, allowing it to capture dependencies across the sequence.

Answer: D

Explanation:
RNNs model sequential data in time-series tasks by maintaining hidden states that propagate information across time steps, capturing
temporal dependencies like trends or seasonality. This memory mechanism allows RNNs to learn from past data, unlike independent
processing or holistic approaches, though they face gradient issues for long sequences. Exact extract: "RNNs use hidden states to
retain context from prior time steps, effectively capturing dependencies in sequential data for time-series tasks." (Reference: Cyber
Security for AI by SISA Study Guide, Section on RNN Architectures, Page 40-43).

NEW QUESTION # 15 
Which framework is commonly used to assess risks in Generative AI systems according to NIST?

A. A general IT risk assessment without AI-specific considerations.
B. The AI Risk Management Framework (AI RMF) for evaluating trustworthiness.
C. Using outdated models from traditional software risk assessment.
D. Focusing solely on financial risks associated with AI deployment.

Answer: B

Explanation:
The NIST AI Risk Management Framework (AI RMF) provides a structured approach to identify, assess, and mitigate risks in
GenAI, emphasizing trustworthiness attributes like safety, fairness, and explainability. It categorizes risks into governance, mapping,
measurement, and management phases, tailored for AI lifecycles.
For GenAI, it addresses unique risks such as hallucinations or bias amplification. Organizations apply it to conduct impact
assessments and implement controls, ensuring compliance and ethical deployment. Exact extract: "NIST's AI RMF is commonly
used to assess risks in Generative AI, focusing on trustworthiness and lifecycle management." (Reference: Cyber Security for AI by
SISA Study Guide, Section on NIST Frameworks for AI Risk, Page 230-233).

NEW QUESTION # 16
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