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VMware vDefend Security for VCF 5.x Administrator Sample Questions
(Q81-Q86):

NEW QUESTION # 81
Which interface is used to configure the Gateway Firewall policies in VMware NSX?
Response:

A. NSX Manager Tier-1/Tier-0 Gateway Policy View
B. ESXi CLI

C. vSAN Health Dashboard

D. vCenter Host Client

Answer: A
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NEW QUESTION # 82
What component must be enabled to perform flow-based behavioral analysis for NDR in NSX?
Response:

A. NSX Federation Global Manager
B. vCenter Alarns

C. NSX Intelligence

D. NSX Edge Load Balancer

Answer: C

NEW QUESTION # 83

Which three capabilities does vDefend provide to implement Zero Trust security for container environments?
(Choose three)

Response:

A. Packet-level analysis at the hardware NIC level

B. Persistent storage snapshots for container security

C. Granular policy enforcement per pod or namespace

D. Identity-based access control for API traffic

E. Contextual segmentation based on Kubernetes attributes

Answer: C,D,E

NEW QUESTION # 84

Which three capabilities are available through NSX IDPS threat signature configuration?
(Choose three)

Response:

A. Apply threat profiles to specific workloads
B. Define signature-based segmentation policies
C. Enable or disable specific attack signatures
D. Customize threshold values for alert triggers
E. Assign severity levels to IDS alerts

Answer: A,C.E

NEW QUESTION # 85
‘What mechanism allows the vDefend firewall to dynamically adjust firewall policies based on real-time workload metadata?
Response:

A. Integration with Active Directory OU structures

B. Manual update of firewall rules through CLI

C. Static rule import via CSV

D. Dynamic grouping using VM tags and NSX inventory data

Answer: D

NEW QUESTION # 86
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