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AB I E (Q127-Q132):

R #127
Which statement BEST describes the Target Security Protection Ratings?

A. They measure the cost-effectiveness of security investments or implementation measures.

B. They define the levels of security requirements fillfilled through implementation measures.

C. They outline the desired levels of system security requirements to be fulfilled during operation.
D. They represent the actual security levels achieved at a time during operation.

Ef#E: C
i

Target Security Levels (SL-T) or Target Security Protection Ratings are defined as the desired security levels that must be achieved
for a specific zone or conduit, based on risk assessment and business requirements.
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"The Target Security Level (SL-T) represents the desired level of protection against threats for a zone or conduit, to be fulfilled
through appropriate security measures."

- ISA/IEC 62443-3-2:2020, Clause 6.5.2 - Target SL Vector Determmnation They are not the actual achieved level (SL-A), nor are
they a measure of cost-effectiveness. SL-Ts guide system designers and implementers in selecting appropriate security controls.
References:

ISA/IEC 62443-3-2:2020 - Clause 6.5.2

ISA/IEC 62443-1-1 - Security Level Types: SL-T, SL-A, SL-C

M #128
Which steps are part of implementing countermeasures?
Available Choices (select all choices that are correct)

A. Establish the risk tolerance and update the business continuity plan.

B. Select common countermeasures and collaborate with stakeholders.

C. Select common countermeasures and update the business continuity plan.
D. Establish the risk tolerance and select common countermeasures.

Ef#E: D

-

According to the ISA/IEC 62443-3-2 standard, implementing countermeasures is one of the steps in the security risk assessment for
system design. The standard defines a comprehensive set of engineering measures to guide organizations through the process of
assessing the risk of a particular industrial automation and control system (IACS) and identifying and applying security
countermeasures to reduce that risk to tolerable levels. The standard recommends the following steps for implementing
countermeasures:

Establish the risk tolerance: This step involves determining the acceptable level of risk for the organization and the system under
consideration, based on the business objectives, legal and regulatory requirements, and stakeholder expectations. The risk tolerance
can be expressed as a target security level (SL-T) for each zone or conduit in the system.

Select common countermeasures: This step involves selecting the appropriate security countermeasures for each zone or conduit,
based on the SL-T and the existing security level (SL-A) of the system. The standard provides a list of common countermeasures for
each security level, covering the domains of physical security, network security, system security, and application security. The
selected countermeasures should be documented and justified in the security risk assessment report. References: ISA/IEC 62443
Cybersecurity Series Designated as IEC Horizontal Standards, Cybersecurity Risk Assessment According to ISA/IEC 62443-

3-2

B #129
In a defense-in-depth strategy, what is the purpose of role-based access control?

Available Choices (select all choices that are correct)

A. Ensures that users can access systenms from remote locations

B. Ensures that users can access only certain devices on the network

C. Ensures that users can access only the functions they need for their job
D. Ensures that users correctly manage their username and password

EfE: C

B #130
What are the two sublayers of Layer 2?
Available Choices (select all choices that are correct)

e A HIDS and NIDS

e B. OPC and DCOM
e C. VLAN and VPN

e D.LLC and MAC



Layer 2 of the OSI model is the data link layer, which is responsible for transferring data frames between nodes on a network
segment. The data link layer is divided into two sublayers: logical link control (LLC) and media access control (MAC). The LLC
sublayer deals with issues common to both dedicated and broadcast links, such as framing, flow control, and error control. The
MAC sublayer deals with issues specific to broadcast links, such as how to access the shared medium and avoid collisions. The
LLC and MAC sublayers are not related to the ISA/IEC 62443 cybersecurity standards, which focus on the security of industrial
autormation and control systems (IACS). References:https:/www.baeldung.convcs/data-link-sub-layers

https7//bing convsearch?q=Layer+2-+sublayers

ER #131
Which is a commonly used protocol for managing secure data transmission on the Internet?

Available Choices (select all choices that are correct)

A. Microsoft Point-to-Point Encryption

B. Secure Telnet

C. Datagram Transport Layer Security (DTLS)
D. Secure Sockets Layer

EfE: C. D

Rt

Datagram Transport Layer Security (DTLS) and Secure Sockets Layer (SSL) are both commonly used protocols for managing
secure data transmission on the Internet. DTLS is a variant of SSL that is designed to work over datagram protocols such as UDP,
which are used for real-time applications such as voice and video.

SSL is a protocol that provides encryption, authentication, and integrity for data transmitted over TCP, which is used for reliable and
ordered delivery of data. Both DTLS and SSL use certificates and asymmetric cryptography to establish a secure session between
the communicating parties, and then use symmetric cryptography to encrypt the data exchanged. DTLS and SSL are widely used in
web browsers, email clients, VPN, and other applications that require secure communication over the Internet. References:

* ISA/IEC 62443 Standards to Secure Your Industrial Control System, Module 3: Introduction to Cryptography, pages 3-5 to 3-7
* Using the ISA/IEC 62443 Standards to Secure Your Control System, Chapter 6: Securing Commumications, pages 125-126
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