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HM #93
Which of'the following best describes the purpose of the containment phase in an ICS incident response process?

A. To disable system updates

B. To increase production speed

C. To prevent the spread of an incident to other systems
D. To monitor system usage

Ef#: C

R #94
How can threat hunters ensure that identified threats are mitigated effectively in ICS environments?

¢ A. By escalating identified threats to incident response teams for immediate action
¢ B. By elimmating all detection tools
¢ C. By ignoring low-risk threats
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¢ D. By disabling all network devices
EE: A

HH #95
Which phase of the incident response lifecycle nvolves identifying that an incident has occurred?

A. Detection and Analysis
B. Post-Incident Activity
C. Containment

D. Recovery

Ef#: A

M #96
Why is it critical to perform incident response in ICS environments without disrupting critical processes?

A. To delay systemupgrades

B. To ensure the safety and reliability of critical infrastructure
C. To reduce energy costs

D. To increase system latency

Ef#: B

) #97

What is the primary objective of incident response i an ICS environment?

A. To reduce system performance

B. To perform system backups

C. To monitor billing usage

D. To mitigate the impact of an incident and restore normal operations as quickly as possible

IEf#: D
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