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Fortinet FCSS—Advanced Analytics 6.7 Architect Sample Questions (Q32-
Q37):
NEW QUESTION # 32 
What are two functions of numpoints in a rule and profile database? (Choose two.)

A. To track the hour of the day for each data value
B. To fetch only values from the profile database that have numPoints greater than a certain threshold
C. To ensure that the data points do not exceed a threshold value
D. To prevent premature triggering of a rule before a baseline is set and becomes active

Answer: B,D

Explanation:
In FortiSIEM, numPoints is a parameter used in rules and the profile database to ensure the reliability of statistical baselines and
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prevent anomalies from being falsely triggered due to insufficient data.
1. To prevent premature triggering of a rule before a baseline is set and becomes active.
2. To fetch only values from the profile database that have numPoints greater than a certain threshold.

NEW QUESTION # 33 
Refer to the exhibit.

Which statement about the rule filters events shown in the exhibit is true?

A. The rule filters events with an event type that belong to the Domain Account Locked CMDB group and a user that belongs
to the Domain Controller applications group.
B. The rule filters events with an event type that equals Domain Account Locked and a reporting IP that equals Domain
Controller applications.
C. The rule filters events with an event type that belong to the Domain Account Locked CMDB group or a reporting IP that
belong to the Domain Controller applications group.
D. The rule filters events with an event type that belong to the Domain Account Locked CMDB group and a reporting |P that
belong to the Domain Controller applications group.

Answer: D

NEW QUESTION # 34 
Refer to the exhibit.

If the Z-score for this rule is greater than or equal to three, what does this mean?

A. The rate of firewall connection is below historical average value.
B. The rate of firewall connection is above the current average value.
C. The rate firewall connection is above the historical average value.
D. The rate of firewall connection is optimum.

Answer: C

Explanation:
The Z-score formula in the expression builder calculates how many standard deviations the current value is from the historical
average. The formula used is:



AVG(Firewall Session)represents the current firewall session rate.
STAT_AVG(AVG(Firewall Session);112)represents the historical average over a 112-time unit window.
STAT_STDDEV(AVG(Firewall Session);112)represents the historical standard deviation over the same period.
AZ-score # 3indicates that the current firewall session rate issignificantly higherthan the historical average (3 standard deviations
above the mean), signaling ananomaly.

NEW QUESTION # 35 
Refer to the exhibit.

Which scenario is not a supported nested query scenario?

A. The outer query is the CMDB query, and the inner query is the event query.
B. The outer query is the event query, and the inner query is the CMDB query.
C. The outer query is the event query, and the inner query is the event query.
D. The outer query is the CMDB query, and the inner query is the CMDB query.

Answer: D

Explanation:
FortiSIEM does not allow CMDB queries to be nested within other CMDB queries. CMDB data is static information, and nesting
would not add value or function properly in query execution.

NEW QUESTION # 36 
What happens to UEBA events when a user is off-net?

A. The agent will upload the events to the Worker if it cannot upload them to a FortiSIEM collector
B. The agent will cache events locally if it cannot upload them to a FortiSIEM collector
C. The agent will upload the events to the Supervisor if it cannot upload them to a FortiSIEM collector
D. The agent will drop the events if it cannot upload them to a FortiSIEM collector

Answer: B

NEW QUESTION # 37
......
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