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prepare for the WGU certification exam. WGU Cybersecurity- Architecture-and- Engineering Web-based software offers computer-
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procedure. The stylish and user-friendly interface works with all browsers, including Mozilla Firefox, Google Chrome, Opera, Safari,
and Internet Explorer. It will make your certification exam preparation simple, quick, and smart. So, rest certain that you will
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Ifyou're still studying hard to pass the WGU Cybersecurity- Architecture-and- Engineering exam, ActualPDF help you to achieve
your dream. We provide you with the best WGU Cybersecurity- Architecture-and- Engineering exam materials. It passed the test of
practice, and with the best quality. It is better than WGU Cybersecurity- Architecture-and- Engineering tutorials and any other related
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WGU Cybersecurity Architecture and Engineering (KFO1/D488) Sample
Questions (Q180-Q185):

NEW QUESTION # 180

A security analyst for a financial institution is in the process of planning to upgrade the institution's IT infrastructure to meet current
industry standards. There are various potential risks associated with the upgrade, including data breaches, system outages, and cost
overruns. The analyst is tasked with managing these risks to ensure a successful upgrade.

What is the first step in the risk management life cycle in this scenario?

o A Review
e B. Assess
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o C. Identify
e D. Control

Answer: C

Explanation:

The correct answer is D - Identify.

According to WGU Cybersecurity Architecture and Engineering (KFO1 / D488), the first step in risk management is identifying
potential risks. Only once risks are identified can they be assessed, controlled, and reviewed. In this case, identifying potential data
breaches, outages, and cost issues is the starting point.

Assess (A) happens after identification. Control (B) involves implementing responses. Review (C) happens later to check
effectiveness.

Reference Extract from Study Guide:

"The first phase of risk management is risk identification, where potential threats and vulnerabilities are recognized and documented.”
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Risk Management Life Cycle

NEW QUESTION # 181
How are IT and globalization related?

A. IT allows businesses to have a global reach.

B. IT allows businesses to create tax havens for global companies.

C. IT allows businesses to create a global common gateway interface (CGI).
D. IT allows businesses to reach global HIPAA compliance.

Answer: A

Explanation:

Information Technology (IT) has revolutionized the way businesses operate, enabling them to reach global markets and audiences.
IT facilitates communication, data exchange, and operational efficiency across borders, allowing companies to manage global
operations and engage with international customers seamlessly. This global reach is a critical aspect of modern business strategies,
driven by advancements in IT infrastructure and services.

NEW QUESTION # 182

A healthcare organization would like to nteroperate with another healthcare organization without needing to maintain individual
accounts for members of the other organization.

‘Which technology concept should the company use?

A. Single Sign-On (SSO)

B. Cloud Identity Provider

C. Federated Authentication

D. Multi-Factor Authentication (MFA)

Answer: C

Explanation:

Federated authenticationallows two or more organizations to share access credentials based ontrusted identity providers. This
enables users from one domain to access systems in another without creating separate accounts.

NIST SP 800-63C (Digital Identity Guidelines - Federation):

"Federated identity allows users to access multiple services across security domains using a single identity, reducing the
administrative burden of account duplication." This is essential in B2B or inter-organizational environments likehealthcare information
exchange.

#WGU Course Alignment:

Domain:Access Control and Identity Management

Topic:Implement federated identity systens for cross-organizational access

NEW QUESTION # 183
Which type of services are Google Apps, Dropbox. and GoToMeeling?



A. Software-as-a-Service (SaaS)
B. Infrastructure-as-a-Service (laaS)
C. Security-as-a-Service (SECaaS)
D. Platform-as-a-Service (PaaS)

Answer: A

Explanation:

Google Apps, Dropbox, and GoToMeeting are examples of Software-as-a-Service (SaaS). SaaS provides software applications
over the internet as a service. Users can access the software through a web browser without needing to install and maintain the
software on their local devices, making it convenient and cost-effective for both individuals and businesses.

NEW QUESTION # 184

An IT organization has recently implemented a hybrid cloud deployment. The server teamis deploying a new set of domain-joined
Windows servers on cloud-based virtual machines. Users must be able to use their Active Directory credentials to sign in to
applications regardless of whether they are running on Windows servers in the cloud or on-premises.

A. Privileged identity management

B. Identity federation

C. Two-step verification

D. Challenge-Handshake Authentication Protocol (CHAP)

Answer: B

Explanation:

Identity federationallows authentication credentials to be used across multiple systens or domains- includingon-premises and cloud
platforms-without duplicating user databases.

NIST SP 800-63C (Federated Identity Guidelines):

"Federation enables users to access multiple, disparate services using a single digital identity that can be shared securely across
organizational boundaries." This approach is essential in hybrid architectures where cloud VMs and on-prem servers must recognize
acentralized identity providerlike Active Directory.

#WGU Course Alignment:

Domain:Access Control and Identity Management

TopicImplement federated identity in hybrid and multi-cloud environments

NEW QUESTION # 185
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