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¢ Admunistration: This section evaluates the ability of network and security analysts to configure
admunistrative access and manage Administrative Domains (ADOM ). It covers tasks such as setting user

bEY 71 permissions, managing backups, and disk quotas, and ensuring secure and efficient management of

admunistrative privileges within FortiAnalyzer systems.

¢ Logs and Reports Management: This part of the exam measures the candidate's ability to handle log data
and generate reports using FortiAnalyzer. Network and security analysts must show proficiency in

hEY 72 managing, analyzing, and reviewing logs to ensure effective system monitoring and auditing processes are in

place.

¢ Device Management: Here, Fortinet network and security analysts are evaluated on their ability to handle
devices linked to FortiAnalyzer. This includes adding new devices, managing them efficiently, and

FEY 23
7 troubleshooting commumication issues.
¢ System Configuration: This section assesses the capabilities of network and security analysts in managing
FNEY 2 4 FortiAnalyzer systens. It includes tasks like performing initial configurations, setting up high-availability

systens, and configuring RAID for storage.

>>FCP_FAZ AD-7.4f& kMR BB <<



https://drive.google.com/open?id=1EDpfIoDzOCLvGZBDZggnzhbJlqVtl1j8
https://www.xhs1991.com/FCP_FAZ_AD-7.4.html
https://www.jpexam.com/FCP_FAZ_AD-7.4_exam.html

NA RAR L — b DFCP_FAZ AD-7.4% R 5 B — Bl & 8- 1IEFER) &
FCP_FAZ AD-7.43Bixt 5

FCP FAZ AD-TA%E A A4 FOBM & B HMELFABTL 2. FCP_FAZ AD-TAREA A ik, & &%
BEKABCERT 2 EIDCHEBRELL 2V~ BRCHEL2ERT 20K LE 3. JHORG
d. BDELRZEHMERML £5. 45 3A. FCP FAZ AD-7T40EEOEMIE . 2 —F— il 2 8E

HREBEGTEL . RBCHET 2RFEROIRMEL £ 4. FCP FAZ AD-740 ER 2 #btid . fho ikt & v
VEVWHEIVE L6 THEEY LV TT. ROLIS. b 2BATLE S

Fortinet FCP - FortiAnalyzer 7.4 Administrator 38 X FCP_FAZ AD-7.4 &
B RE (Q120-Q125):

HR #120
Refer to the exhibit, which shows the HA configuration settings of a FortiAnalyzer device.

FortiAnalyzer HA cluster settings

Cluster Settings
Operation Mode Standalone Active-Active
Preferred Role SOLERY Primary
Cluster Virtual IP

IP Address and Interface IP Address Interface Action

192.168.101.222 portd v« X +

Cluster Settings

Peer IP and Peer SN Peer IP Peer SN Action
10.0.1.210 FAZ-VMO000065040 X +
Group Name Training
Group ID 1 1-255
Password ssssnnes ¢
iR TINET. =
Heart Beat Interface portl . -

Failover Threshold

Priority 120 (80-120

Log Data Sync [ o]

The administrator wants to join this FortiAnalyzer to an existing HA cluster. What can you conclude from the configuration
displayed?

e A. Affer jomning the cluster, this FortiAnalyzer will forward received logs to its peers.

e B. This FortiAnalyzer will join the existing HA cluster as the secondary.

e C. This FortiAnalyzer is configured to route HA traffic through a gateway.

e D. This FortiAnalyzer will trigger a failover after losing commumication with its peers for 10 seconds.

s

page 138 of'the FortiAnalyzer 7.4 Admn Study Guide. If there is an existing primary device, then this device becomes a secondary
device. The default role is Secondary, so that the device can synchronize with the primary device. A secondary device cannot
become a primary device unit it is synchronized with the current primary device.
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M #121
‘What is the best approach to handle a hard disk failure on a FortiAnalyzer that supports hardware RAID?

A. Shut down FortiAnalyzer and replace the disk.

B. Run execute format disk to format and restart the FortiAnalyzer device.
C. Performa hot swap of the disk.

D. There is no need to do anything because the disk will self-recover.

Ef#: C

fiE L.
In a hardware RAID setup, FortiAnalyzer supports hot swapping, which allows you to replace a failed disk without shutting down
the device. The RAID controller will automatically rebuild the array using the new disk, mnimizing downtime and maintaining data

mtegriy.

B #122

Refer to the exhibit.

insent Rate vi Receive Rate - Last 1 Howr

vttamed Lo Rate 42000

‘What does the data point at 12:20 indicate?

A. The log insert lag time is increasing.

B. The performance of FortiAnalyzer is below the baseline.
C. The sqlplugind service is caught up with new logs.

D. FortiAnalyzer is using its cache to avoid dropping logs.

H
R

: C

HR #123
A play book contains five tasks in total. An administrator executed the playbook and four out of five tasks finished successfully, but
one task failed. What will be the status of the playbook after its execution?

¢ A. Ruming

e B. Upstream failed
e C. Success

e D. Failed

Ef#: D
fEERL:



Playbook jobs that include one or more failed tasks are labeled as Failed in Playbook Monitor. FortiAnalyzer 7.0 Study Guide
page No: 247 Playbook jobs that include one or more failed tasks are labeled as Failed in Playbook Monitor. A failed status,
however, does not mean that all tasks failed. Some individual actions may have been completed successfully.

B #124
Refer to the exhibit.

FortiAnalyzer packet capture on Wireshark

M snterpeat.lperp

Fle ot Vew Go Captwe Zashze Statstics Telephony Wieeless Tooks Mep
am 9 RBResEsETLEZEQQQD
Audpdstporte=SB4 T E——— ]
INo. Time Source Destination Protocol  Length Source Port  Destination Port Info
1319.114194 10.0.1.200 10.0.1.210 Syslog 1003 22486 514 €O £\0001020\017\ 0039006 \004FGVMO10000064692Local - FortiGateroot\0024\00
1329.114245 10.0.1.200 10.0.1.210 Syslog 1115 22486 514 OO £\020\020\017\ 003Q\aBed ) \OOIFGVMO10000064692L 0cal -Fort iGateroot \0024\0025\
133 9.114311 10.0.1.200 10.0.1.210 Syslog 1135 22486 514 Q0 £\002\020\017\ 004\b\b\re1\004 PI0R0064692L 0cal -FortiGateroot\0027\002\(
134 10.0013.. 10.0.1.200 10.0.1.210 Syslog 871 7262 514 ©90560001020\004\ 0029\t @@ 1304 R7764615FWroot \0014\0014\002\017\0
13511.1086.. 10.0.1.200 10.0.1.210 Syslog 872 22486 514 ©0$8\000\020\017\ 003\0013834 04 4692Local -FortiGateroot\002@\
142 15.0058.. 10.0.1.200 10.0.1.210 Syslog 572 7262 514 ©038\0001020\004\ 001 FGUMD100000776461SFuroot \0014\001€\ 0001000
143 16.1088.. 10.0.1.200 10.0.1.210 Syslog 555 22486 514 QO036\000\020 1 bFGVMO10000064692L0cal -Fort iGateroot \002\017
150 20.0103.. 10.0.1.200 10.0.1.210 Syslog 639 7262 514 QO03a\000\0 \ 002\0 J\nFGVMO100000776461SFiroot \0014\0014\0014\001
151 20.0574.. 10.0.1.200 10.0.1.210 Syslog 332 7262 514 10011020 \000@e@ ) \017FGVMI10000077646 1 SFiroot \eee@@\024date=202
152 20.0575.. 10.0.1.200 10.0.1.210 Syslog 907 7262 514 \028\ 33\a\032e97\017FGVMO100000776461SFHroot \0034\0039@ \024dat
153 20.0576.. 10.0.1.200 10.0.1.210 Syslog 1025 7262 514 \000\020',004\ 0039\ 0068 ) \017FGVMO100000776461SFiroot 0034\ 00299 \024dat
154 20.0576.. 10.0.1.200 10.0.1.210 Syslog 648 7262 @\000\020\004\ 00201005 \004e€)\017FGVMO100000776461SFHroot \0024\0029@\024d
1 10011020004\ 0009\ 000 ) \017FGVMO100000776461SFiroot \00OP@ \024date~202
1 QO @\b\020\004\00 19\002\003e49 )\017FGVMO1000007 7646 1SFHroot \002\0034\024date=]

1
155 20.0577.. 10.0.1.200 10.0.1.210 Syslog 317 7262 1
156 20.0577.. 10.0.1.200 10.90.1.210 Syslog 55!
<
Frame 131: 1003 bytes on wire (8024 bits), 1%3§m§pptm 24 bits)
09:01500), DSkt

Ethernet II, Src: Fortinet_09:01:00 (00:09s0f : 08 VWware_a9:73:0f (00:0c:29:29:73:0f)

Internet Protocol Version 4, Se@b 10 @n4:209 pi’a%ﬁn.m
v User Datagram Protocol, Src Portyg22488 Dst'vf!rt'?“
Source Port: 22486

30 31 30 30 30 30 30 36
6¢ 2d 46 6f 72 74 69 47
92 02 2f 02 2f 2 14 64
2d 30 32 2d 30 35 20 74
30 3a 31 32 20 65 76 65

34 36 39 32 4c 6f 63 61
61 74 65 72 6f 6f 74 02
61 74 65 3d 32 30 32 34
69 6d 6! 31 32
6e 74 1 Belid

Destination Port: 514
Length: 969
< \
00 Oc 29 a9 73 of 00 09 ©f 099 00 08 00 45 00 )'s E
03 dd fe 51 00 00 40 11 61 25 0a 00 01 8 0a 00 Q@ ax
01 d2 57 d6 02 02 03 ¢9 a1 55 ec cf 20 40 00 10 W U@
0f 04 00 03 03 86 06 f0 65 c1 4a 04 46 47 56 4d e ) -FGW

01000006 4692Loca
1-FortiG ateroot
// d ate=2024

RTIEIET

The capture displayed was taken on a FortiAnalyzer.
Why is a single IP address shown as the source for all logs received?

Ef#:

C

et
In a Fortinet Security Fabric, logs from downstream devices can be sent to FortiAnalyzer through the root FortiGate. This is why all
the logs have the same source IP address (the root FortiGate). The root FortiGate aggregates and forwards the logs fromall
downstream devices, so the source IP in the log capture will appear to be from the root FortiGate itself, even though the logs

originate from multiple devices within the fabric.

B #125
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A. The logs belong to devices that are part of a high availability (HA) cluster.
B. FortiAnalyzer is using the device MAC addresses to differentiate their logs.
C. FortiAnalyzer is receiving logs from the root FortiGate of a Security Fabric.
D. The device sending logs has two VDOM s in the same ADOM.
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