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CompTIA Linux+ Certification Exam Sample Questions (Q59-Q64):
NEW QUESTION # 59 
A Linux administrator changed a systemd configuration. However, the change was not applied after the service was restarted. Which
of the following commands is required to apply the change?

A. systemctl daemon-reload
B. systemctl import-environment
C. systemctl enable
D. systemctl restart
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Answer: A

Explanation:
When making changes to systemd configuration files (such as unit files), the systemctl daemon- reload command must be run to
reload the systemd manager configuration. systemctl enable only enables a service to start at boot but does not apply configuration
changes immediately.
systemctl restart restarts a specific service but does not reload the systemd daemon itself. The missing option appears to be an
unrelated or incorrect command.

NEW QUESTION # 60 
An administrator added the port 2222 for the SSH server on myhost and restarted the SSH server. The administrator noticed issues
during the startup of the service. Given the following outputs:
Which of the following commands will fix the issue?

A. semanage port -a -t ssh_port_t -p tcp 2222
B. chcon system_u:object_r:ssh_home_t /etc/ssh/*
C. firewall-cmd -- zone=public -- add-port=2222/tcp
D. iptables -A INPUT -p tcp -- dport 2222 -j ACCEPT

Answer: A

Explanation:
Explanation
The correct answer is A. semanage port -a -t ssh_port_t -p tcp 2222
This command will allow the SSH server to bind to port 2222 by adding it to the SELinux policy. The semanage command is a utility
for managing SELinux policies. The port subcommand is used to manage network port definitions. The -a option is used to add a
new record, the -t option is used to specify the SELinux type, the -p option is used to specify the protocol, and the tcp 2222
argument is used to specify the port number. The ssh_port_t type is the default type for SSH ports in SELinux.
The other options are incorrect because:
B: chcon system_u:object_r:ssh_home_t /etc/ssh/*
This command will change the SELinux context of all files under /etc/ssh/ to system_u:object_r:ssh_home_t, which is not correct.
The ssh_home_t type is used for user home directories that are accessed by SSH, not for SSH configuration files. The correct type
for SSH configuration files is sshd_config_t.
C: iptables -A INPUT -p tcp --dport 2222 -j ACCEPT
This command will add a rule to the iptables firewall to accept incoming TCP connections on port 2222.
However, this is not enough to fix the issue, as SELinux will still block the SSH server from binding to that port. Moreover, iptables
may not be the default firewall service on some Linux distributions, such as Fedora or CentOS, which use firewalld instead.
D: firewall-cmd --zone=public --add-port=2222/tcp
This command will add a rule to the firewalld firewall to allow incoming TCP connections on port 2222 in the public zone. However,
this is not enough to fix the issue, as SELinux will still block the SSH server from binding to that port. Moreover, firewalld may not
be installed or enabled on some Linux distributions, such as Ubuntu or Debian, which use iptables instead.
References:
How to configure SSH to use a non-standard port with SELinux set to enforcing Change SSH Port on CentOS/RHEL/Fedora With
SELinux Enforcing How to change SSH port when SELinux policy is enabled

NEW QUESTION # 61 
While inspecting a recently compromised Linux system, the administrator identified a number of processes that should not have been
running:
Which of the following commands should the administrator use to terminate all of the identified processes?

A. kill -9 "upload*.sh"
B. pkill -9 -f "upload*.sh"
C. killall -9 -upload*.sh"
D. skill -9 "upload*.sh"

Answer: B

Explanation:
The pkill -9 -f "upload*.sh" command will terminate all of the identified processes. This command will send a SIGKILL signal (-9) to



all processes whose full command line matches the pattern "upload*.sh" (-f). This signal will force the processes to terminate
immediately without giving them a chance to clean up or save their state. The kill -9 "upload*.sh" command is invalid, as kill requires
a process ID (PID), not a pattern. The killall -9 "upload*.sh" command is incorrect, as killall requires an exact process name, not a
pattern. The skill
-9 "upload*.sh" command is incorrect, as skill requires a username or a session ID (SID), not a pattern. References: CompTIA
Linux+ (XK0-005) Certification Study Guide, Chapter 15: Managing Memory and Process Execution, page 470.

NEW QUESTION # 62 
A technician just fixed a few issues in some code and is ready to deploy the code into production. Which of the following steps
should the technician take next?

A. Perform a git pull to update the local copy of the code.
B. Create a git pull request to merge into main.
C. Perform a git clone to pull main down.
D. Create a new branch using git checkout.

Answer: B

Explanation:
After fixing issues in the code, the next step is to merge these changes into the main branch. This is typically done by creating a pull
request78.
Reference:
7(https://zeet.co/blog/deploy-to-production)
8(https://stackoverflow.com/questions/11833511/git-deploy-to-production)

NEW QUESTION # 63 
A new drive was recently added to a Linux system. Using the environment and tokens provided, complete the following tasks:
* Create an appropriate device label.
* Format and create an ext4 file system on the new partition.
The current working directory is /.

Answer:

Explanation:
Explanation
To create an appropriate device label, format and create an ext4 file system on the new partition, you can use the following
commands:
To create a GPT (GUID Partition Table) label on the new drive /dev/sdc, you can use the parted command with the -s option (for
script mode), the device name (/dev/sdc), the mklabel command, and the label type (gpt). The command is:
parted -s /dev/sdc mklabel gpt
To create a primary partition of 10 GB on the new drive /dev/sdc, you can use the parted command with the -s option, the device
name (/dev/sdc), the mkpart command, the partition type (primary), the file system type (ext4), and the start and end points of the
partition (1 and 10G). The command is:
parted -s /dev/sdc mkpart primary ext4 1 10G
To format and create an ext4 file system on the new partition /dev/sdc1, you can use the mkfs command with the file system type
(ext4) and the device name (/dev/sdc1). The command is:
mkfs.ext4 /dev/sdc1
You can verify that the new partition and file system have been created by using the lsblk command, which will list all block devices
and their properties.

NEW QUESTION # 64
......
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