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A company stores its processed data in an S3 bucket. The company has a strict data access policy. The company uses [AM roles
to grant teams within the company different levels of access to the S3 bucket.

The company wants to receive notifications when a user violates the data access policy. Each notification must include the username
of the user who violated the policy.

‘Which solution will meet these requirements?

¢ A. Use Amazon CloudWatch metrics to gather object-level metrics. Set up CloudWatch alarms.

¢ B. Use AWS Config rules to detect violations of the data access policy. Set up conmpliance alarms.

e (. Use AWS CloudTrail to track object-level events for the S3 bucket. Forward events to Amazon CloudWatch to set up
CloudWatch alarns.

¢ D. Use Amazon S3 server access logs to monitor access to the bucket. Forward the access logs to an Amazon CloudWatch
log group. Use metric filters on the log group to set up CloudWatch alarms.

Ef#: C
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AWS CloudTrail provides detailed logging of AWS API calls, including object-level events for Amazon S3. You can configure
CloudTrail to track data events for the S3 bucket, which will log each access to the objects in the bucket, including the username of
the TAM entity (user or role) that accessed the data. By forwarding these CloudTrail events to Amazon CloudWatch, you can set up
alarms to trigger notifications when policy violations are detected, and include the violating user's identity.

AWS Config is primarily designed for monitoring resource configurations, not for tracking real- time access events like data access
violations. It does not directly provide information about which user accessed the S3 objects.

CloudWatch metrics can monitor S3 storage or request metrics, but it does not provide detailed logging of object-level access,
including the username of the violator. You need CloudTrail to get detailed event mformation.

While S3 server access logs can track access to objects, they lack real-time processing and do not provide the same level of detail
as CloudTrail.

Additionally, processing access logs with CloudWatch metric filters adds more complexity compared to using CloudTrail, which is
designed for this use case.
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A company uses a variety of AWS and third-party data stores. The company wants to consolidate all the data into a central data
warehouse to perform analytics. Users need fast response times for analytics queries.

The company uses Amazon QuickSight in direct query mode to visualize the data. Users normally run queries during a few hours
each day with unpredictable spikes.

Which solution will meet these requirements with the LEAST operational overhead?

A. Use Amazon Redshift provisioned clusters to load all the data into Amazon Redshift managed storage (RMS).
B. Use Amazon Athena to load all the data into Amazon S3 in Apache Parquet format.

C. Use Amazon Redshift Serverless to load all the data into Amazon Redshift managed storage (RMS).

D. Use Amazon Aurora PostgreSQL to load all the data into Aurora.

IEf#: C
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Amazon Redshift Serverless is ideal for this scenario as it provides a fully managed, serverless data warehouse solution with high
performance for analytics queries. Key reasons why it meets the requirements with the least operational overhead:

Serverless Configuration: Redshift Serverless automatically scales capacity based on query demand, making it well-suited for
unpredictable spikes in usage without requiring manual adjustments.

Managed Storage (RMS): Loading data into Amazon Redshift managed storage provides optimized storage for analytics and
integrates with Amazon QuickSight for fast query performance in direct query mode.

Cost-Effective and Low Management: Since the data warehouse is only actively used for a few hours daily, Redshift Serverless
provides a cost- effective option by scaling resources dynamically, which eliminates the need to manage and pay for idle
mffastructure.
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A company manages an Amazon Redshift data warehouse. The data warehouse is in a public subnet inside a custom VPC. A
security group allows only traffic from within itself. An ACL is open to all traffic.

The company wants to generate several visualizations in Amazon QuickSight for an upcoming sales event. The company will run
QuickSight Enterprise edition in a second AWS account inside a public subnet within a second custom VPC. The new public subnet
has a security group that allows outbound traffic to the existing Redshift cluster.

A data engineer needs to establish connections between Amazon Redshift and QuickSight.

QuickSight must refresh dashboards by querying the Redshift cluster.

Which solution will meet these requirements?

e A. Assign Elastic IP addresses to the QuickSight visualizations. Configure the QuickSight security group to allow inbound
traffic on the Redshift port fiom the Elastic IP addresses.

e B. Configure the Redshift security group to allow nbound traffic on the Redshift port from the QuickSight security group.

e C. Create a QuickSight gateway endpoint in the Redshift VPC. Attach an endpoint policy to the gateway endpoint to ensure
only specific QuickSight accounts can use the endpoint.

¢ D. Confirm that the CIDR ranges of the Redshift VPC and the QuickSight VPC are the same. If CIDR ranges are different,
reconfigure one CIDR range to match the other. Establish network peering between the VPCs.

IEf#: B

R

Because your Redshift cluster is publicly accessible in its VPC and QuickSight runs in a separate VPC and account, you simply need
to allow QuickSight's outbound connections through the Redshift security group. By adding an inbound rule on the Redshift SG that
permits traffic on port

5439 (or your cluster's port) from the QuickSight security group, QuickSight can refresh dashboards without any additional
nfrastructure changes.
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A company has a data warehouse in Amazon Redshift. To comply with security regulations, the company needs to log and store all
user activities and connection activities for the data warehouse.

‘Which solution will meet these requirements?

e A Create an Amazon Aurora MySQL database. Enable logging for the Amazon Redshift cluster.
Write the logs to a table in the Aurora MySQL database.
e B. Create an Amazon Elastic Block Store (Amazon EBS) volume. Enable logging for the Amazon Redshift cluster. Write the



logs to the EBS volume.

e C. Create an Amazon S3 bucket. Enable logging for the Amazon Redshift cluster. Specify the S3 bucket in the logging
configuration to store the logs.

¢ D. Create an Amazon Elastic File System (Amazon EFS) file system. Enable logging for the Amazon Redshift cluster. Write
logs to the EFS file system.

Ef: C
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Amazon Redshift provides an option to log and store all user activities and connection activities for compliance and auditing
purposes. Configuring logging to an Amazon S3 bucket is the recommended approach because:

Amazon S3 is cost-effective, scalable, and durable for storing large volumes of logs over time.

Amazon Redshift natively supports logging to S3, allowing user and connection logs to be easily enabled and stored directly in the
specified S3 bucket.

Storing logs in S3 meets compliance needs and provides an efficient way to manage, archive, and retrieve logs for security reviews
or audits.
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A company runs a data platform on AWS. The data platformuses AWS Glue to provide a data catalog and to perform processing.
The company notices quality issues in the data.

The company needs to implement data quality validations. The validations must include rules for known issues. The validations must
have the ability to automatically detect unexpected data quality issues.

‘Which solution will meet these requirements with the LEAST operation overhead?

A. Use AWS Glue jobs to implement data quality validations that use SQL statements.

B. Use AWS Glue jobs to implement data quality rules that use open source data quality frameworks.

C. Use AWS Glue DataBrew to profile the data. Configure data quality rules based on the data quality results from the
profiling,

D. Use AWS Glue jobs to implement AWS Glue Data Quality validations that include anomaly detection.

iFf@E: D
"

AWS Glue Data Quality provides native, managed data quality rules with built-in anomaly detection, allowing validation of known
issues while automatically identifying unexpected data quality problems with minimal operational effort.
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