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GIAC Web Application Penetration Tester GWAPT Sample Questions (Q92-
Q97):
NEW QUESTION # 92 
Which type of Cross-Site Scripting (XSS) attack occurs when malicious input is stored on the target server?

A. Persistent XSS
B. Reflected XSS
C. DOM-based XSS
D. Blind XSS

Answer: A

NEW QUESTION # 93 
While reviewing a web application, you find a comment field vulnerable to stored XSS. How should this be remediated?

A. Increase the session timeout
B. Use HTTPS for communication
C. Sanitize all input and encode it before rendering in the browser
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D. Block all user inputs

Answer: C

NEW QUESTION # 94 
What is the primary goal of a SQL injection attack?

A. To manipulate URL parameters
B. To encrypt database records
C. To inject malicious scripts into a web page
D. To bypass authentication mechanisms and access sensitive data

Answer: D

NEW QUESTION # 95 
You have identified that a web server discloses its software version in HTTP headers. What is the next logical step?

A. Conduct a DoS attack against the server
B. Search for vulnerabilities associated with the disclosed software version
C. Perform brute-force attacks on user accounts
D. Ignore the information

Answer: B

NEW QUESTION # 96 
A web application does not log users out after a period of inactivity. What is the best way to address this issue?

A. Disable user sessions altogether
B. Implement automatic session timeout policies
C. Require re-authentication every minute
D. Allow unlimited session durations for trusted users

Answer: B

NEW QUESTION # 97
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