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HH #116
Youneed to meet the Microsoft Sentinel requirements for App1. What should you configure for App1?

A. an API connection
B. an connector

C. a trigger

D. authorization

EfE: B

AR :

In Microsoft Sentinel, data from applications, security solutions, and services is ingested through data connectors. To integrate Appl
with Sentinel and meet its monitoring or data ingestion requirements, you must configure a connector.

Microsoft Sentinel documentation specifies:

"Data connectors provide the integration point between Microsoft Sentinel and other data sources, including Microsoft services,
third-party solutions, and custom applications." Connectors manage authentication, data formats, and continuous ingestion of logs or
alerts into Sentinel's Log Analytics workspace.

Other options:

* API connection - supports Logic Apps but not direct Sentinel ingestion.

* Trigger - used for playbooks or autormation, not data ingestion.

* Authorization - a setting used within connectors or playbooks, not configured separately.

# Correct configuration for App1: a connector

HE #117

You recently deployed Azure Sentinel.

You discover that the default Fusion rule does not generate any alerts. You verify that the rule is enabled.
You need to ensure that the Fusion rule can generate alerts.

‘What should you do?

A. Add a hunting bookmark.

B. Create a new machine learning analytics rule.
C. Disable, and then enable the rule.

D. Add data connectors

IEf#: D

TR

The built-in Fusion correlation rule in Microsoft Sentinel generates incidents only when it has sufficient telemetry from connected
sources (e.g., Microsoft 365 Defender products, Azure AD sign-in logs, Cloud App, etc.). Ifno relevant data connectors are
connected or sending data, Fusion will remain silent even if the rule is enabled. Connecting and authorizing the required data
connectors provides the multi-signal input Fusion needs to produce incidents.

H #118
You have the following SQL query.


https://www.mogiexam.com/SC-200-exam.html

HME #119

You are informed of a new common vulnerabilities and exposures (CVE) vulnerability that affects your environment.

You need to use Microsoft Defender Security Center to request remediation from the team responsible for the afected systens if
there is a documented active exploit available.

‘Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.



Actions

From Device Inventory, search for the CVE.

Open the Threat Protection report.

From Threat & Vulnerability Management, select
Weaknesses, and search for the CVE.

From Advanced hunting, search for cvexdinthe
DeviceTvmSoftwareInventoryVulnerabilitites
table.

Create the remediation request.

=Meerosoft

Actions

From Device Inventory, search for the CVE.

Open the Threat Protection report.

From Threat & Vulnerability Management, select
Weaknesses, and search for the CVE.

From Advanced hunting, search for cve1d inthe
DeviceTvmSoftwareInventoryVulnerabilitites

table.

Create the remediation request.

Answer Area

QO

T

[
, Select Security recommendations.

From Threat & Vulnerability Management, select
Weaknesses, and search for the CVE.

©




Actions Answer Area

l From Threat & Vulnerability Management, select
| Weaknesses, and search for the CVE.

From Device Inventory, search for the CVE.

i =~
Open the Threat Protection report | Select Security recommendations.

[
| Credte the remediation request.

From Threat & Vulnerability Management, select
Weaknesses, and search for the CVE. | @

From Advanced hunting, search for cve1d inthe @
DeviceTvmSoftwareInventoryvVulnerabiditites
table

Create the remediation request.

| Select Security recommendations.

According to official Microsoft Defender Vulnerability Management (TVM) documentation, when a new CVE is announced,
analysts can use Microsoft 365 Defender Security Center to investigate exposure and nitiate remediation workflows. The proper
sequence to handle such a case is:

* From Threat & Vulnerability Management (TVM), select Weaknesses and search for the CVE.In Microsoft 365 Defender, all
known vulnerabilities are cataloged under the Weaknesses tab. Searching for the CVE there allows security teams to determine
whether any managed assets are affected and to view metadata such as severity, exploitability, and exposure score.

* Select Security recommendations.Once the CVE is located, associated Security recommendations appear. These
recommendations include actionable steps like "Update software" or "Remove vulnerable version." Each recommendation aggregates
affected devices, user exposure, and related CVEs.

* Create the remediation request. From the recommendation, analysts can create a remediation request directly in the Defender
portal. This task is automatically assigned to the appropriate remediation group or IT operations team, with a due date and priority
based on the risk assessment.

This workflow minimizes administrative effort, ensures alignment with the principle of least privilege, and leverages Defender's built-in
Threat & Vulnerability Management (TVM) automation to move from detection to remediation efficiently.

# Final Sequence:

(1) From Threat & Vulnerability Management # Weaknesses

(2) Select # Security recommendations

(3) Create # Remediation request

B #120

You have a Microsoft Sentinel workspace.

You enable User and Entity Behavior Analytics (UFBA) by using Audit logs and Signin logs. The following entities are detected in
the Azure AD tenant:

* App name: Appl

* [P address: 192.168.1.2

* Computer name: Devicel

* Used client app: Microsoft Edge

* Email address: user1@company.com

* Sign-in URL: https://www.company.com

Which entities can be mvestigated by using UEBA?

A. IP address only

B. app name, computer name, [P address, email address, and used client app only
C. used client app and app name only

D. IP address and email address only

IEf#: D



Microsoft Sentinel UEBA (User and Entity Behavior Analytics) focuses on users and hosts (devices) and enriches data with
contextual nformation.

‘When enabling UEBA with Audit logs and Signin logs, the only entities supported for investigation are:

* User accounts (email addresses)

* Hosts or devices (including IP addresses)

Other values like App name, Used client app, and Sign-in URL are attributes in log data but not tracked entities n UEBA
investigations.

B #121
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