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Identity and Access Management (IAM): This domain validates skills of security architects implementing
granular access controls, emphasizing JAM policy creation, compartment organization, and dynamic group
configuration. It covers identity domain management, network source restrictions, and tag-based access
mechanisis to enforce least-privilege principles across OCI resources

FE 2

Compute: This section measures skills of cloud architects responsible for designing scalable and resilient
mfrastructure, covering compute instance configuration, autoscaling policies, and OS management. It
evaluates understanding of OCI compute image options, infrastructure maintenance processes, and
strategies for optimizing instance performance across availability domains.

FE3

Networking: Targeting network architects designing secure cloud architectures, this domain focuses on
Virtual Cloud Network (VCN) implementation, including subnet design, IP address management, and
routing through gateways (NAT, service, internet). It assesses expertise in VPN

FastConnect deployment, DNS configuration, load balancer setup, and advanced tools like Network Path
Analyzer for troubleshooting latency or connectivity issues.
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¢ Storage: Designed for storage admmnistrators managing enterprise data solutions, this section tests
proficiency in deploying Block

e Fie

FE4 ¢ Object Storage with lifecycle management, cross-region replication, and tiered storage strategies. It

includes configuring volume groups, snapshots, versioning, and security controls while analyzing storage

performance metrics and cost optimization techniques.
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FIRE #29
‘Which TWO statements about the Oracle Cloud Infrastructure (OCI) File Storage Service are accurate?

A. File systenms use Oracle-managed keys by default.

B. Customers can encrypt data in their file system using their own Vault encryption key.
C. Customers can encrypt the communication to a mount target via export options.

D. Communication with file systems in a mount target is encrypted via HTTPS.

Z%X: AB
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Oracle Cloud Infrastructure (OCI) File Storage Service offers robust encryption capabilities to ensure data security.

B . Customer-Managed Encryption: Customers can choose to encrypt their data using their own keys stored in the OCI Vault
service. This gives customers control over their encryption keys and enhances data security.

D . Oracle-Managed Encryption: By default, all data stored in OCI File Storage is encrypted using Oracle-managed keys. This
ensures that data is encrypted at rest without requiring any action from the custorer.

Incorrect Statements:

A . Communication is not encrypted via HTTPS when accessing file systems; instead, encryption in transit is typically managed via
NFS over TLS.

C . Encryption of communication to a mount target is handled via network configurations, not through export options.
Reference:

Oracle Cloud Infrastructure Documentation: File Storage Encryption

iR #30
‘Which statement is true about instance configurations and instance pools in OCI?

A. You can only delete an instance configuration if it is not associated with any instance pool.
B. You can delete an instance configuration if it is associated with an instance pool.

C. You cannot reuse the same instance configuration for multiple mstance pools.

D. An instance pool can have multiple instance configurations associated with it.

ER: A
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Why is the OCI Inter-Region Latency dashboard useful for optimizing data transfer and backup strategies?

A. Tt provides real-time data specific to your tenancy's workloads.

B. It's designed for troubleshooting latency issues within your specific applications.
C. It focuses solely on latency within your own tenancy.

D. It offers a current and historical view of latency snapshots.

ZEX: D
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The OCI Inter-Region Latency dashboard is useful for optimizing data transfer and backup strategies because it provides both
current and historical views of latency snapshots between OCI regions. This information helps you understand the network
performance between regions over time, allowing you to optimize the placement of resources and data transfer operations.
Optimization Use: By analyzing latency data, you can make informed decisions on where to store backups and how to efficiently
transfer data across regions, potentially reducing costs and improving performance.

Reference:

Oracle Cloud Infrastructure Documentation: Inter-Region Latency Dashboard

i R #32
‘Which compute capacity type would you select to meet these requirements?

A. Capacity reservation
B. Dedicated host

C. Preemptible capacity
D. On-demand capacity
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On-demand capacity is the compute capacity type in Oracle Cloud Infrastructure (OCI) that allows you to provision and use
compute instances whenever needed, without any long-term commitment. This flexibility is ideal for various workloads, including
development, testing, and production environments, where immediate availability and scalability are crucial.

Key Points:

On-Demand Capacity: On-demand compute instances provide users with the flexibility to spin up instances as required and only pay
for the time the instances are running. This model is most suitable for workloads with unpredictable usage patterns or short-term
requirements.

Flexibility and Scalability: With on-demand capacity, you can quickly scale your resources up or down based on your application's
needs, ensuring that you only pay for the resources you actually use.

No Commitment: Unlike reserved capacity, on-demand capacity does not require any long-term commitment or upfront payment,
making it an attractive option for organizations looking to avoid capital expenditures.

Reference:

Oracle Cloud Infrastructure Documentation: OCI Compute Pricing

Oracle Cloud Infrastructure Documentation: Compute Instance Lifecycle

Explanation of Incorrect Options:

A . Capacity reservation: This option allows you to reserve capacity in advance, ensuring that resources are available when needed.
It's ideal for predictable workloads but may not be as cost-effective for fluctuating demands.

B . Preemptible capacity: Preemptible instances are a lower-cost option where instances can be terminated by OCI if resources are
needed elsewhere. This is suitable for non-critical workloads that can tolerate interruptions.

D . Dedicated host: Dedicated hosts provide physical servers for your exclusive use, offering isolation and predictable performance.
This option is more suitable for workloads requiring dedicated resources or conpliance needs.

Thus, Option C: On-demand capacity is the correct choice for most general-purpose workloads needing flexibility and immediate
availability without long-term commitment.

FIRE #33
How would you allow access to FSS for a DB System with read-only permissions?

e A Create an NFS export option that allows READ ONLY access.
e B. Modify the security list to allow stateless ingress rules.
e (. Create an instance principal for the DB System.



¢ D. Modify the security list to allow stateful ingress rules.
BR: A
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To allow access to Oracle Cloud Infrastructure (OCI) File Storage Service (FSS) for a Database (DB) System with read-only
permissions, you should create an NFS export option that specifiess READ ONLY access.

NFS Export Options: These options define the access permissions (read/write or read-only) for clients connecting to the file system
By setting the export option to READ ONLY, you ensure that the DB System can only read from the FSS and cannot modify or
delete files.

Reference:

Oracle Cloud Infrastructure Documentation: File Storage Service Export Options
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