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Microsoft MS-102 Exam Syllabus Topics:

Topic Details

¢ Manage security and threats by using Microsoft Defender XDR: This topic discusses how to use Microsoft
Defender portal to manage security reports and alerts. It also focuses on usage of Microsoft Defender for

Topic 1 Office 365 to implement and manage email and collaboration protection. Lastly, it discusses the usage of

Microsoft Defender for Endpoint for the implementation and management of endpoint protection.
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¢ Manage compliance by using Microsoft Purview: Implementation of Microsoft Purview information
protection and data lifecycle management is discussed in this topic. Moreover, questions about

Topic 2
o implementing Microsoft Purview data loss prevention (DLP) also appear.

¢ Inplement and manage Microsoft Entra identity and access: In this topic, questions about Microsoft Entra
tenant appear. Moreover, it delves into implementation and management of authentication and secure

Topic 3
access.

¢ Deploy and manage a Microsoft 365 tenant: Management of roles in Microsoft 365 and management of
users and groups are discussion points of this topic. It also focuses on implementing and managing a

Topic 4 .
Microsoft 365 tenant.
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Microsoft 365 Administrator Sample Questions (Q555-Q560):

NEW QUESTION # 555

You have a Microsoft 365 ES subscription and an Azire AD tenant named contoso.com

All users have computers that run Windows 11, are joined to contoso.com, and are protected by using BitLocker Drive Encryption
(BitLocker).

You plan to create a user named Adminl that will perform following tasks:

* View BitLocker recovery keys.

* Configure the usage location for the users in contoso.com.

You need to assign roles to Adminl to meet the requirements. The solution must use the principle of least privilege. Which two roles
should you assign? To answer, select the appropriate roles in the answer area.

NOTE: Each correct selection is worth one point

Answer Area

Devices

[ ] Cloud Device Administrator ()

|_] Desktop Analytics Administrator ()

[ ] Intune Administrator (7 )

[ ] Printer Administrator (i)

[ ] Printer Technician (7

[_] Windows 365 Administrator (i)

Global
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[ ] Global Administrator ()

Identity

[ ] Application Administrator (1)

[ ]-Application Developer (i)

:[_-E Authentication Administrator ()

E] Cloud Application Administrator @

[ ] Conditional Access Administrator ()

E] Domain Name Administrator ()

[ ] External Identity Provider Administrator (i)

D Guest Inviter ()

[ ] Helpdesk Administrator ()

[ ] Hybrid Identity Administrator ()

[ ] License Administrator ()

[ ] Password Administrator ()

Answer:

Explanation:

Answer Area

Devices

[ ] Cloud Device Administrator ()

|:| Desktop Analytics Administrator @

[ ] Intune Administrator (i)

[ ] Printer Administrator (i)

[:] Printer Technician (1)




[:] Windows 365 Administrator (D

Global

[ ] Global Administrator (7

Identity
[ ] Application AdminiStsator (i)

[ ] Applicatigh Developer (i)

[ ] Authentication Administrator (i)

D ‘Cloud Application Administrator @

[ ] Conditional Access Administrator (i)

|:| Domain Name Administrator (i)

[ ] External Identity Provider Administrator (7 )

[] Guestinviter (i)

[ ] Helpdesk Administrator (i)

R R R e =t

[ ] Hybrid Identity Administrator (7))

{[_] License Administrator (i)

[ ] Password Administrator ()

=M\ icrosoft

Explanation
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NEW QUESTION # 556
You have a Microsoft 365 subscription that contains the alerts shown in the following table.

Devices

Cloud Device Admimistrator (L)

Desktop Analytics Administrator (O

Intune Administrator (0

Printer Administrator (O

Printer Technician (0

[ pive wowicin ©
C

Windows 365 Administrator (©

Global

l_ Global Administrator (1)

identity

’__1 Application Administrator (O

l Application Developer (O

[ Authentication Administrator

| Cloud Application Administrator O

onditional Access Administrator

[: Domain Name Administrator (O

] external dentity Prowider Admunistrator () |

__ Guest Imater (L

C

Hybrid Identity Administrator (L

License Administrator ()

Password Administrator (0

[
|
i
’ Helpdesk Administrator (U
|
|

Severity | |/ Status®

nt

Category

Alert1

Medium

Active

Gomment1

Threat management

Alert2

Low

Resolved- & Comment2
4L

Other

‘Which properties of the alerts can you modify?

Answer: D

Explanation:
Reference:

A. Status, Severity, and Comment only
B. Status only
C. Status and Severity only

D. Status and Comment only

E. Status, Severity, Comment and Category

httpsv/docs.microsoft.conven-us/microsoft-365/security/defender-endpoint/update-alert?view=0365-worldwide#




NEW QUESTION # 557

You have a Microsoft 365 subscription.

You need to identify all users that have an Enterprise Mobility + Security plan, and then provide a list of the users in the CSV format.

‘Which settings should you use in the Microsoft 365 admin center, and which option should you select? To answer, select the

appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
Answer Area H JF

m@:iMlcro .

*

| Billing 3
| Bilks bents

F products

: LE users

\o_{ Show history list
’\ IL"."_"?“.’. 2pps and services with thes subscription

Answer:

Explanation:

Licenses
Billing accounts
Bills & paypiepts

e NILCLOSOF Loscripton

Explanation:
Answer Area
| .Microsoft Settings: | Licenses i
Option:" Export users b
NEW QUESTION # 558

Your network contains an Active Directory domain and an Azure AD tenant.

You implement directory synchronization for all 10.000 users in the organization.

You automate the creation of 100 new user accounts.

You need to ensure that the new user accounts synchronize to Azure AD as quickly as possible.
‘Which command should you run? To answer, select the appropriate options in the answer area.

Answer Area
Stagt-ADSyRcSyncCycle "PolicyTyre  IDeta v ]
Start-ADSyncSyncCycle - AT
f::éiz?ggiig::&ﬂicrosoft
Answer:

Explanation:



Answer Area <

S
gl Deita
Tinitial
Invoke-ADSyncRunProfile Full
Explanation:
Answer Area Microsoft
Start-ADSyncSyncCycle ¥  -PolicyType Delta -
NEW QUESTION # 559
HOTSPOT

Your network contains an on-premises Active Directory domain and a Microsoft 365 subscription.
The domain contains the users shown in the following table.

Member of

In'e; gahizational unit (OU)

Group1 QA
Group?Z2 OuU1
The domain contains the groups shown in the following table.
Name |['‘Meémber of | - In'OU
Group1 | Nong Sales
Groypg\h Group1 | OU1 j

You are deploying Azzre AD Connect.
You configure Domain and OU filtering as shown in the following exhibit.

& Micros

ft Azure Active Directory ¢

Domain and OU filtering

If you change the OU-filtering configuration for a grven directory, the next sync cycle will automaticaily

perform full import on the dwrectory.
°

Adatum.com

Connect Dwectones

Sync all domains and OUs

Sync selected domains and OUs

-

] Adatum.com

Builtn

1 Computers
Development
Domaun Controliers
FormgnSecuntyPrincapals
Infrastaucture

‘A |
Lostandfound

| Managed Senace Accounts
Managers
V)rketmg

| OU1

Program Data
Sales

System

Users

Previous

You configure Filter users and devices as shown in the following exhibit.




‘ Microsoft Azure Active Direc 1oty Connect

Filter users and devices

For a palot -:lur;;-i;-_,mrr! specty a group contamng your users and oewoes that wall be synchromnized Mested

groups are not supported and will be ignored

| T . Synchronze all users and dewces
|

| 1eNna | * Synchionze -,eln";'lt-do

-
Adatum.com {Ch=-'—ro~-u’ W #5001 OC = Adatum DC =co

For each of the following statements, select Yes if the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.

Answer Area

Statements

User1 syncs to Azure AD.

User2 syncs to Azure AD.

Group2 syncs to Azure AD.

Yes No

Answer:

Explanation:



Answer Area

ldser1 syncs to Azyre AD. E:;:E .
User2 syncs taAzure AD.

Group2 syncs to Azure AD.

Statements Yes No

Explanation

Answer Area

Statements

User1 syncs to Azure AD.

User2 syncs to Azure AD;

Group2 syncs 18 27 {d AD.

NEW QUESTION # 560
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