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NEW QUESTION # 15
What is a key artifact to investigate when analyzing malware infections?
Response:

A. Timestamps of file creation
B. Registry modifications

C. Changes to file permissions
D. User login attenpts

Answer: B

NEW QUESTION # 16
‘Which of the following describes the principle of least privilege?
Response:

A. Applying encryption to all data at rest

B. Allowing users full access to all systerms and data

C. Segmenting the network into multiple subnetworks

D. Granting users the mmnimum level of access necessary to perform their duties

Answer: D

NEW QUESTION # 17
Which tool is commonly used by attackers to create and send phishing emails?
Response:

A. Nmap

B. Metasploit

C. Wireshark

D. Social-Engineer Tookkit (SET)

Answer: D

NEW QUESTION # 18
Which command would you use to map a network drive?
Response:

A. net config
B. net map
C. net use
D. net share

Answer: C

NEW QUESTION # 19

What are typical components of Linux architecture?
(Choose 3)

Response:

A. Shell

B. Device manager

C. Desktop environment
D. Kernel

E. File system

Answer: A,D,E



NEW QUESTION # 20
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