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exam.
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NEW QUESTION # 11 
As part of your ICS security program development, you are tasked with implementing role-based access controls (RBAC) and
defining roles for different job functions. Which of the following are best practices when implementing RBAC in an ICS
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environment?
(Select all that apply)
Response:

A. Allowing all users to have full administrative access
B. Assigning permissions based on job function
C. Regularly reviewing and updating access control lists
D. Granting access on a need-to-know basis

Answer: B,C,D

NEW QUESTION # 12 
In an ICS environment, what is the Recovery Time Objective (RTO) used to define?
Response:

A. The amount of data loss that is acceptable after an incident
B. The time needed to detect an incident
C. The average time between system maintenance
D. The maximum acceptable amount of time to restore a system after an incident

Answer: D

NEW QUESTION # 13 
An attacker crafts an email that will send a user to the following site if they click a link in the message. What else is necessary for this
type of attack to work?

A. The attacker must obtain a session cookie from an authorized HMI user
B. The user clicking the link must be an administrator on the network
C. The attacker must enclose the URL parameter with <script> tags to run the code
D. The user must be authenticated to the HMI interface before clicking the link

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
The URL indicates a command to disconnect a sensor on an HMI interface, likely part of a Cross-Site Request Forgery (CSRF) or
similar web-based attack.
For such an attack to succeed, the user must be authenticated to the HMI interface before clicking the link (C), so that the request is
executed with valid session privileges.
(A) Obtaining a session cookie would help but is not strictly necessary if the user is already authenticated.
(B) User administrative rights may not be necessary depending on HMI design, but authentication is essential.
(D) URL parameters generally don't require script tags unless exploiting Cross-Site Scripting (XSS).
GICSP emphasizes authentication and session management as critical controls to mitigate web-based attacks on ICS interfaces.
Reference:
GICSP Official Study Guide, Domain: ICS Security Operations & Incident Response OWASP Top 10 Web Application Risks
(Referenced in GICSP) GICSP Training on Web Security in ICS

NEW QUESTION # 14 
What is the main role of an HMI (Human-Machine Interface) in an ICS?
Response:

A. To perform deep packet inspection on network traffic
B. To provide remote access to field devices
C. To allow operators to monitor and control physical processes
D. To manage business logistics



Answer: C

NEW QUESTION # 15 
What is the primary benefit of using threat intelligence in ICS environments?
Response:

A. Increased network speed
B. Improved user experience
C. Reduced data storage costs
D. Ability to predict and prevent potential attacks

Answer: D

NEW QUESTION # 16
......
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when you have internet access and spare time for study. To study and pass the certification exam on the first attempt, our GIAC
GICSP Practice Test software is your best option. You will go through GIAC GICSP exams and will see for yourself the difference
in your preparation.
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