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¢ Analytics and Monitoring; This section of the exam measures the skills of Security Analysts and emphasizes
the monitoring and reporting aspects of FortiSASE. Candidates are expected to configure dashboards,
logging settings, and analyze reports for user traffic and security issues. Additionally, they must use

bEY 71 FortiSASE logs to identify potential threats and provide insights into incidents or abnormal behavior. The

focus is on leveraging analytics for operational visibility and strengthening the organization’s security

posture.
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¢ SASE Architecture and Components: This section of the exam measures the skills of Network Engineers
and introduces the fundamentals of SASE within enterprise environments. Candidates are expected to
understand the SASE architecture, identify FortiSASE components, and build deployment cases for real-
world scenarios. The content emphasizes how SASE can be integrated into a hybrid network, showcasing
secure design principles and the use of FortiSASE capabilities to support business and security objectives.

fEY 72

¢ SASE Deployment: This section of the exam measures the knowledge of Implementation Consultants and
focuses on the practical aspects of deploying FortiSASE. Candidates will explore user onboarding
methods, configuration of administration settings, and the application of security posture checks with
hEY 73 compliance rules. The exam also includes key functions such as SIA, SSA, and SPA, alongside the design
of security profiles that perform effective content inspection. By combining these tasks, learners
demonstrate readiness to roll out secure and scalable deployments.

¢ Advanced FortiSASE Solutions: This section of the exam measures the expertise of Solution Architects
and validates the ability to work with advanced FortiSASE features. It covers deployment of SD-WAN
using FortiSASE, implementation of Zero Trust Network Access (ZTNA), and the overall role of
ey 74 FortiSASE in optimizing enterprise connectivity. The section highlights how these advanced solutions
improve flexibility, enforce zero-trust principles, and extend security controls across distributed networks
and cloud systemns.
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Refer to the exhibits.
Network diagram
FertiClient ’1:8’:‘13#1‘?1':)%?4 :t?r:::fla'tni:::ce Server
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Non-Compliant-SPA i FortiSASE-Non-Cempliant All Private Access Traffic © peny All VPN Users
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A FortiSASE administrator has configured FortiSASE as a spoke to a FortiGate hub. The tunnel is up to the FortiGate hub.
However, the remote FortiClient is not able to access the web server hosted behind the FortiGate hub.

Based on the exhibits, what is the reason for the access failure?

A. The hub is not advertising the required routes.
B. The server subnet BGP route was not received on FortiSASE.

D. The hub firewall policy does not include the FortiClient address range.
EfE: D

C. A private access policy has denied the traffic because of failed compliance

Refer to the exhibits.
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Jumpbox and Windows-AD are endpoints from the same remote location. Jumpbox can access the internet through FortiSASE,
while Windows-AD can no longer access the internet.
Based on the information in the exhibits, which reason explains the outage on Windows-AD?



A. The remote VPN user on Windows-AD no longer matches any VPN policy.

B. Windows-AD is excluded from FortiSASE management.

C. The device posture for Windows-AD has changed.

D. The FortiClient version installed on Windows AD does not match the expected version on FortiSASE.

EfE: C

fiE 2

The Windows-AD endpoint now has both "FortiSASE-Compliant" and "FortiSASE-Non-Conpliant" tags due to failing the antivirus
software check. As a result, the Secure Internet Access Policy matches the "Non- Conpliant” rule, which is set to Deny, causing the
device to lose mternet access.

Z#16
Refer to the exhibits.
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Antivirus is installed on a Windows 10 endpoint, but the windows application firewall is stopping it from running.
‘What will the endpoint security posture check be?

A. FortiClient will tag the endpoint as FortiSASE-Non-Compliant.

B. FortiClient will be unmanaged from FortiSASE due to failed compliance.

C. FortiClient will prompt the user to enable antivirus.
D. FortiClient will trigger network lockdown on the endpoint.

Ef: A

fiE L.

Although the antivirus is installed, it is not ruming due to the Windows application firewall blocking it.
According to the FortiSASE-Non-Compliant rule, antivirus software must be both installed and running.
Since this condition fails, FortiClient assigns the FortiSASE-Non-Compliant tag to the endpoint.

A #17
Which two deployment methods are used to connect a FortiExtender as a FortiSASE LAN extension? (Choose two.)

A. Enable Control and Provisioning Wireless Access Points (CAPWAP) access on the FortiSASE portal.
B. Configure an IPsec tunnel on FortiSASE to connect to FortiExtender.

C. Enter the FortiSASE domain name in the FortiExtender GUI as a static discovery server

D. Comnect FortiExtender to FortiSASE using FortiZTP



IE%: C\ D
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There are two deployment methods used to connect a FortiExtender as a FortiSASE LAN extension:

Connect FortiExtender to FortiSASE using FortiZZTP:

FortiZero Touch Provisioning (FortiZTP) simplifies the deployment process by allowing FortiExtender to automatically connect and
configure itself with FortiSASE.

This method requires minimal manual configuration, making it efficient for large-scale deployments.

Enter the FortiSASE domain name in the FortiExtender GUI as a static discovery server:

Manually configuring the FortiSASE domain name in the FortiExtender GUI allows the extender to discover and connect to the
FortiSASE mnfrastructure.

This static discovery method ensures that FortiExtender can establish a connection with FortiSASE using the provided domain name.
FortiOS 7.2 Administration Guide: Details on FortiExtender deployment methods and configurations.

FortiSASE 23.2 Documentation: Explains how to connect and configure FortiExtender with FortiSASE using FortiZTP and static
discovery.

HM #18
When accessing the FortiSASE portal for the first time, an administrator must select data center locations for which three FortiSASE
components? (Choose three.)

A. Logging
B. Authentication

C. SD-WAN hub
D. Points of presence
E. Endpoint management

iFf#: A. D. E

BRI :

When accessing the FortiSASE portal for the first time, an administrator must select data center locations for the following
FortiSASE components:

Endpoint Management:

The data center location for endpoint management ensures that endpoint data and policies are managed and stored within the chosen
geographical region.

Points of Presence (PoPs):

Points of Presence (PoPs) are the locations where FortiSASE services are delivered to users. Selecting PoP locations ensures
optimal performance and connectivity for users based on their geographical distribution.

Logging:

The data center location for logging determines where log data is stored and managed. This is crucial for compliance and regulatory
requirenents, as well as for efficient log analysis and reporting,

FortiOS 7.2 Admmnistration Guide: Details on initial setup and configuration steps for FortiSASE.

FortiSASE 23.2 Documentation: Explains the importance of selecting data center locations for various FortiSASE components.
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