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CWNP CWNA-109 Exam Syllabus Topics:

Topic Details
¢ WLAN Protocols and Devices: It focuses on terminology related to the 802.11 MAC and PHY, the
Topic 1 purpose of the three main 802.11 frame types, MAC frame format, and 802.11 channel access methods.

¢ RF Validation and WLAN remediation: This topic covers RF interference, WLAN performance, the basic
Topic 2 features of validation tools, and common wireless issues.

¢ Radio Frequency (RF) Technologies: This topic explains the basic features and behavior of RF. It also
discusses applying the basic concepts of RF mathematics and measurement. Lastly, the topic covers RF

Topic 3
ope signal characteristics and the functionality of RF antennas.
e WLAN Regulations and Standards: The topic discusses the roles of WLAN and networking industry
Topic 4 organizations. It also addresses the concepts of various Physical Layer (PHY) solutions, spread spectrum

technologies, and 802.11 WLAN finctional concepts.

CWNP Wireless Network Administrator (CWNA) Sample Questions (Q25-
Q30):

NEW QUESTION # 25
During a post-implementation survey, you have detected a non-802.11 wireless device transmitting in the area used by handheld
802.11g scanners. What is the most important factor in determining the impact of this non-802.11 device?

A. Airtime utilization
B. Protocols utilized

C. Receive sensitivity
D. Channel occupied

Answer: A

Explanation:

Airtime Utilization is a per-channel statistic that defines what percentage of the channel is currently being used, and what percentage
is therefore free. Airtime usage can come from: Data traffic to and from client devices. Interference from WiFi and non- WiFi
sources. Management overhead from APs and client devices.https//wyebot.comv2019/06/06/understanding-airtime-utilization/

NEW QUESTION # 26
A string of characters and digits is entered into an AP and a client STA for WPA2 security. The string is 8 characters long. What is
this string called?

A. PSK

B. MSK

C. WEP key
D. Passphrase

Answer: D

Explanation:

The string of characters and digits that is entered into an AP and a client STA for WPA2 security and is 8 characters long is called a
passphrase. A passphrase is a human-readable text that is used to generate a Pre- Shared Key (PSK) for WPA2-Personal security.
A passphrase can be between 8 and 63 characters long and can include any ASCII character. The PSK is a 256-bit key that is
derived from the passphrase using a hashing algorithm called PBKDF2. The PSK is used to encrypt and decrypt the data frames
between the AP and the client STA. A MSK is a Master Session Key that is generated by an authentication server for WPA2-
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Enterprise security. A WEP key is a 40-bit or 104-bit key that is used for Wired Equivalent Privacy (WEP) security, which is
deprecated and insecure. A PSK is not a string of characters and digits, but a binary key. References: [CWNP Certified Wireless
Network Administrator Official Study Guide: Exam CWNA-

109], page 303; [CWNA: Certified Wireless Network Administrator Official Study Guide: Exam CWNA-

109], page 293.

NEW QUESTION # 27
You are troubleshooting a WLAN problem and you suspect hidden node as the cause. What should you look for in a protocol

analyzer?

¢ A Frames transmitted from the AP without acknowledgement
¢ B. Frames with the retry bit set to O
¢ (. Retransmitted frames from multiple STAs with higher retry counts than other STAs Frames with the HN bit set to 1

Answer: C

Explanation:

The CWNA Official Study Guide (CWNA-109), Chapter 8: Troubleshooting and Spectrum Analysis, explains that hidden node
problens occur when two or more client stations cannot hear each other but can both communicate with the same access point. This
leads to collisions at the AP because the clients transmit simultaneously without sensing each other's signals.

"Hidden node problens can often be identified in a protocol analyzer by observing excessive retransmissions from specific client
stations. These retransmissions occur because the station's frames are not acknowledged due to collisions caused by other stations
that the transmitter cannot hear."

- CWNA-108 Study Guide, Chapter 8, Hidden Node Problem Analysis, p. 393-395 Therefore, when analyzing for a hidden node
issue, you will typically observe:

* Retransmitted frames from multiple STAs.

* Higher retry counts for affected stations compared to others.

Hence, the correct answer is C. Retransmitted frames from nuiltiple STAs with higher retry counts than other STAs.

NEW QUESTION # 28

You administer a small WLAN with nine access point. As a small business, you do not ruma RADIUS server and use WPA2-
Personal for security. Recently, you changed the passphrase for WPA2-personal in all Aps and clients. Several users are now
reporting the nability to connect to the network at time and it is constrained to one area of the building. When using scanner, you see
that the AP covering that area is online

A. The AP that covers the problem area requires a firmware update
B. The AP that covers the problem area has failed

C. The clients are improperly configured

D. The AP that covers the problem area is improperly configured

Answer: C

Explanation:

This is because the passphrase for WPA2-Personal is case-sensitive and must match exactly on both the AP and the client. Ifthe
passphrase is entered incorrectly on the client, the client will not be able to authenticate with the AP and connect to the network. The
AP that covers the problem area is not likely to require a firmware update, fail, or be improperly configured, as it is online and works
with other clients that have the correct passphrase. To troubleshoot this issue, you can check the passphrase settings on the clients
and make sure they matchwith the AP. You can also try to reconnect the clients to the network or reboot them if necessary. For
more information on how to configure WPA2-Personal on your router

NEW QUESTION # 29
‘When considering data rates available in HT and VHT PHY devices, in addition to the modulation, coding, channel width, and
spatial strearrs, what impacts the data rate according to the MCS tables?

e A guard interval
¢ B. Frequency band in use
e C. Antenna Height



e D, client drivers
Answer: A

Explanation:

The guard interval is a short period of time inserted between the symbols of an OFDM signal to prevent inter-symbol interference
and improve the robustness of the transmission]. The guard interval can have different values depending on the 802.11 standard and
the configuration of the device. For example, 802.1 1n supports two guard intervals: 800 ns (normal) and 400 ns (short)2. 802.11ac
supports the same guard intervals as 802.1 In, plus an optional 200 ns guard interval for 80 MHz and 160 MHz channels3.
802.11ax supports three guard intervals: 800 ns, 1600 ns, and 3200 ns4.

The guard interval affects the data rate because it determines the duration of each symbol. A shorter guard interval means more
symbols can be transmitted in a given time, resulting in a higher data rate. However, a shorter guard interval also means less
protection against inter-symbol interference, which may degrade the signal quality and increase the error rate. Therefore, there is a
trade-off between data rate and reliability when choosing the guard interval.

The MCS tables for HT and VHT PHY devices show the data rates for different combinations of modulation, coding, channel
width, spatial streams, and guard intervals. For example, for a VHT device using MCS 9 with QAM-256 modulation, 5/6 coding
rate, 80 MHz channel width, and one spatial stream, the data rate is 433.3 Mbps with a normal guard interval (800 ns) and 486.7
Mbps with a short guard interval (400 ns)2. Therefore, the guard interval impacts the data rate according to the MCS tables.

NEW QUESTION # 30

For one thing, the most advanced operation system in our company which can assure you the fastest delivery speed on our CWNA-
109 exam questions, and your personal information will be encrypted automatically by our operation system. For another thing, with
our CWNA-109 actual exam, you can just feel free to practice the questions in our training materials on all kinds of electronic
devices. In addition, under the help of our CWNA-109 Exam Questions, the pass rate among our customers has reached as high as
98% to 100%. We are look forward to become your learning partner in the near future.
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