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Fortinet FCP - Azure Cloud Security 7.4 Administrator Sample Questions
(Q28-Q33):
NEW QUESTION # 28 
When you deploy a single FortiGate VM using the available template from the Azure Marketplace, several other resources are also
created.
Which two resources, among others, are created during the process? (Choose two.)

A. Two virtual NICs
B. One new route table
C. One NSG for each interface
D. One VM Scale set

Answer: A,C

Explanation:
Two virtual NICs - The FortiGate Azure Marketplace template deploys the VM with at least two network interfaces: one for the
external/public interface and one for the internal/private interface.
One NSG for each interface - The deployment creates separate Network Security Groups (NSGs) attached to each NIC to control
inbound and outbound traffic as per Fortinet's best practices.

NEW QUESTION # 29 
You deployed a FortiGate active-active with ELB/ILB solution using the template from Azure Marketplace.
What is the purpose of the inbound NAT rules configured in the external load balancer in this deployment?

A. To filter inbound traffic before it reaches the FortiGate instances
B. To forward the health probes to both FortiGate VMs
C. To allow administrative access to the FortiGate VMs
D. To load balance the incoming traffic between both FortiGate VMs

Answer: C

Explanation:
In anactive-active FortiGate ELB/ILB deployment, theinbound NAT rulesconfigured on theexternal load balancerare used toallow
administrative access (e.g., HTTPS, SSH)to the individual FortiGate VMs. Since the public IP is associated with the load balancer,
NAT rules are required tomap specific ports to backend FortiGate instancesfor management access.

NEW QUESTION # 30 
Refer to the exhibits.



A high availability (HA) active-active FortiGate with Elastic Load Balancing (ELB) and Internal Load Balancing (ILB) was deployed
with a default setup to filter traffic to a Linux server running Apache server.
Ports 80 and 22 are open on the Linux server, and on FortiGate a VIP and firewall policy are configured to allow traffic through
ports 80 and 22. Traffic on port 80 is successful, but traffic on port 22 is not detected by FortiGate.
What configuration changes could you perform to allow SSH traffic?

A. Add a new Azure load balancing rule
B. Include the Linux server in the back-end pool options
C. Add a new Inbound NAT rule
D. Configure a customized port under the Frontend IP configuration

Answer: C

Explanation:
Sinceport 80 traffic is reaching the FortiGate(as shown in the sniffer output) butport 22 traffic is not, the issue liesbefore the
FortiGate, at theAzure Load Balancer level. Azure Load Balancers require anInbound NAT ruleto forward specific ports (like SSH
on port 22) to a specific backend VM. Creating a newInbound NAT rule for port 22will allow SSH traffic to be properly routed to
the FortiGate VM.

NEW QUESTION # 31 
Refer to the exhibit.



A high availability, active-active FortiGate with Elastic Load Balancing (ELB) and Internal Load Balancing (ILB) was deployed in
your Azure environment.
Which tools can you use to configure synchronization? (Choose two.)

A. Heartbeat interfaces
B. FortiManager
C. Software-defined network (SDN) Fabric Connector
D. Autoscale
E. FortiGate Clustering Protocol (FGCP)

Answer: A,E

Explanation:
In aFortiGate active-active HA deployment in Azure, synchronization between instances is achieved using:
FortiGate Clustering Protocol (FGCP)- This is the primary protocol used to synchronize configuration and session information
between HA peers.



Heartbeat interfaces- These interfaces are specifically configured to exchange HA state and sync data between the FortiGate VMs,
ensuring cluster consistency.

NEW QUESTION # 32 
Your organization is in the process of optimizing its Azure network architecture and wants to dynamically manage and exchange
routing information between its virtual networks and on-premises networks.
Which Azure service would help to provide a centralized point for efficient route management and dynamic routing?

A. Azure ExpressRoute
B. Azure VPN Gateway



C. Azure Route Server
D. Azure Virtual WAN

Answer: C

Explanation:
Azure Route Serverenables dynamic route exchange using BGP between your Azure virtual network and network virtual appliances
(NVAs) or on-premises networks. It provides acentralized and scalable solution for route management, allowing seamless
integration of routing updates without manual configuration changes.

NEW QUESTION # 33
......
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