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Palo Alto Networks System Engineer - Cortex Professional Sample Questions

(Q118-Q123):

NEW QUESTION # 118
If'you have a playbook task that errors out. where could you see the output of the task?

A. War Room of the incident
B. /var/log/messages

C. Demisto Audit log

D. Playbook Editor
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Answer: A

NEW QUESTION # 119
Given the integration configuration and error in the screenshot what is the cause of the problem?

A. incorrect appliance port

B. incorrect instance name

C. incorrect Username and Password
D. incorrect server URL

Answer: C

NEW QUESTION # 120

Cortex XSOAR has extracted a malicious IP address nvolved in command-and-control traffic.

What is the best method to automatically block this IP from communicating with endpoints without requiring a configuration change
on the firewall?

A. Create a NetOps ticket requesting a configuration change to the firewall to block the IP.

B. Add the IP address to an external dynamic list used by the firewall.

C. Block the IP address by creating a deny rule in the firewall.

D. Add the IP address to a threat intelligence management malicious IP list to elevate priority of future alerts.

Answer: D

Explanation:
Reference: httpsz/xsoar.pan.dev/docs/reference/playbooks/block-ip---generic-v3

NEW QUESTION # 121
How many use cases should a POC success criteria document include?

A. 3 or more
B. no more than 2

C.only1
D. no more than 5

Answer: B

NEW QUESTION # 122
How can the required log ingestion license be determined when sizing a Cortex XSIAM deployment?

A. Ask the customer for average log ingestion estimates from their existing SIEM.
B. Use the Cortex Data Lake Calculator to estimate the volume of third-party logs.
C. Ask the customer to provide average daily alert volume.

D. Count the number of correlation sources and multiply by desired retention days.

Answer: A

Explanation:

To determine the required log ingestion license when sizing a Cortex XSIAM deployment, it's most effective to ask the customer for
average log ingestion estimates from their existing SIEM. This provides a clear understanding of the data volume to be ingested,
helping to accurately determme the necessary licensing,

NEW QUESTION # 123
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