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Phishing is a type of information security incident that falls under the category of cracker/hacker attacks.

Phishing is a form of fraud that uses deceptive emails or other messages to trick recipients into revealing sensitive information, such
as passwords, credit card numbers, bank account details, etc. Phishing emails often impersonate legitimate organizations or
individuals and create a sense of urgency or curiosity to lure the victins into clicking on malicious links, opening malicious
attachments or providing personal information.

Phishing is a common and serious threat to information security, as it can lead to identity theft, financial loss, data breach, malware
infection or other damages. ISO/IEC 27001:2022 requires the organization to implement awareness and training prograns to make
users aware of the risks of social engineering attacks, such as phishing, and how to avoid them (see clause A.7.2.2). References:
CQI & IRCA Certified ISO/IEC

270012022 Lead Auditor Training Course, ISO/IEC 27001:2022 Information technology - Security techniques - Information
security management systens - Requirements, What is Phishing?
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A checklist is a tool that helps auditors to collect and verify information relevant to the audit objectives and scope. It can provide the
following advantages:

Ensuring relevant audit trails are followed: A checklist can help auditors to identify and trace the sources of evidence that support the
conformity or nonconformity of the audited criteria. It can also help auditors to avoid missing or overlooking any important aspects
of the audit.

Ensuring the audit plan is implemented: A checklist can help auditors to follow and fulfil the audit plan, which describes the
arrangements and details of the audit, such as the objectives, scope, criteria, schedule, roles, and responsibilities. It can also help
auditors to manage their time and resources effectively and efficiently.

The other options are not advantages of using a checklist, but rather:

Using the same checklist for every audit without review: This is a disadvantage of using a checklist, as it can lead to a rigid and
meffective audit approach. A checklist should be tailored and adapted to each specific audit, taking into account the context, risks,
and changes of the auditee and the audit criteria. A checklist should also be reviewed and updated periodically to ensure its validity
and relevance.

Restricting interviews to nominated parties: This is a disadvantage of using a checklist, as it can limit the scope and depth of the audit.
A checklist should not prevent auditors from interviewing other relevant parties or sources of information that may provide valuable
evidence or insights for the audit. A checklist should be used as a guide, not as a constraint.

Reducing audit duration: This is not necessarily an advantage of using a checklist, as it depends on various factors, such as the
complexity, size, and maturity of the auditee's ISMS, the availability and quality of evidence, the competence and experience of the
auditors, and the level of cooperation and commumnication between the auditors and the auditee. A checklist may help reduce audit
duration by improving efficiency and organization, but it may also increase audit duration by requiring more evidence or verification.
Not varying from the checklist when necessary: This is a disadvantage of using a checklist, as it can result in a superficial or
mcomplete audit. A checklist should not prevent auditors from exploring or investigating any issues or concerns that arise during the
audt, even if they are not included in the checklist. A checklist should be used as a support, not as a substitute.

Reference:

ISO/IEC 27001:2022 Lead Auditor (Information Security Management Systens) objectives and content from Quality.org and
PECB ISO 190112018 Guidelines for auditing management systems [Section 6.2.2]
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Reference:

ISO/IEC 27001:2022 Information technology - Security techniques - Information security management systems - Requirements
ISO/IEC 27003:2022 Information technology - Security techniques - Information security management systems - Guidance Assess |
Definition of Assess by Merriam- Webster Regular | Definition of Regular by Merriam Webster Suitability | Definition of Suitability
by Merriam Webster
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According to ISO 27001:2022 clause 8.1.4, the organisation shall ensure that externally provided processes, products or services
that are relevant to the information security management system are controlled. This includes implementing appropriate contractual
requirenents related to information security with external providers, such as customers who send ICT equipment for reclamation]2
In this case, the organisation offers ICT reclamation services, which involves processing customer ICT equipment that may contain
sensitive or confidential information. The organisation should have a process in place to ensure that the customer ICT equipment is
handled securely and in accordance with the customer's information security requirements. The process should include steps such as
verifying the customer's identity and authorisation, checking the mventory and condition of the equipment, removing or destroying any
labels or stickers that contain information about the equipment or the customer, wiping or erasing any data stored on the equipment,
and documenting the actions taken and the results achieved12 The fact that the auditor noticed two servers on a bench with stickers
that reveal the server's name, IP address and admin password indicates that the process for dealing with incoming shipments relating
to customer IT security is not effective or not followed. This could pose a risk of unauthorised access, disclosure, or modification of
the customer's information or systems. Therefore, the auditor should note the audit finding and check the process for dealing with
incoming shipments relating to customer IT security, and determine whether there is a nonconformity with clause 8.1.4 of ISO
27001:202212 The other actions are not appropriate for the following reasons:

* A. Asking the ICT Manager to record an information security incident and initiate the information security incident management
process is not appropriate because this is not an information security incident that affects the organisation's own information or
systems. An information security incident is defined as a single or a series of unwanted or unexpected information security events that
have a significant probability of compromising business operations and threatening information security12 In this case, the information
security event affects the customer's mformation or systems, not the organisation's. Therefore, the organisation should follow the
process for dealing with incoming shipments relating to customer IT security, not the process for information security incident
management.

* C. Recording what the auditor has seen in the audit findings, but taking no further action is not appropriate because this would not
address the root cause or the impact of the issue. The auditor has a responsibility to verify the effectiveness and compliance of the
organisation's information security management system, and to report any nonconformities or opportunities for improvement12
Therefore, the auditor should check the process for dealing with incoming shipments relating to customer IT security, and determine
whether there is a nonconformity with clause 8.1.4 of ISO 27001:2022.

* D. Raising a nonconformity against control 5.31 Legal, statutory, regulatory and contractual requirements is not appropriate
because this control is not relevant to the issue. Control 5.31 requires the organisation to identify and comply with the legal,
statutory, regulatory and contractual requirements that are applicable to the information security management system!2 In this case,



the issue is not about the organisation's compliance with the legal, statutory, regulatory and contractual requirements, but about the
organisation's control of the externally provided processes, products or services that are relevant to the information security
management system Therefore, the auditor should check the process for dealing with incoming shipments relating to customer IT
security, and determine whether there is a nonconformity with clause 8.1.4 of ISO 27001:22022.

* E. Raising a nonconformity against control 8.20 'network security' (networks and network devices shall be secured, managed and
controlled to protect information in systems and applications) is not appropriate because this control is not relevant to the issue.
Control 8.20 requires the organisation to secure, manage and control its own networks and network devices to protect the
information in its systems and applications12 In this case, the issue is not about the organisation's network security, but about the
organisation's control of the externally provided processes, products or services that are relevant to the information security
management system Therefore, the auditor should check the process for dealing with incoming shipments relating to customer IT
security, and determine whether there is a nonconformity with clause 8.1.4 of ISO 27001:22022.

* F. Asking the auditee to remove the labels, then carry on with the audit is not appropriate because this would not address the root
cause or the impact of the issue. The auditor should not interfere with the auditee's operations or suggest corrective actions during
the audit, as this would compromise the auditor's objectivity and impartialityl 2 The auditor should check the process for dealing with
incoming shipments relating to customer IT security, and determine whether there is a nonconformity with clause

8.1.4 of ISO 27001:2022.

References:

1: ISO/IEC 27001:2022 Lead Auditor (Information Security Management Systens) Course by CQI and IRCA Certified Training 1
2:ISO/IEC 27001 Lead Auditor Training Course by PECB 2
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Comprehensive and Detailed In-Depth

A preventive control is a security measure implemented to prevent security incidents or risks from occurring, It proactively protects
mformation systerms and mitigates potential threats.

A . Using an application that prioritized orders based on its prior knowledge - This is an operational enhancement but not a security
control. It improves efficiency but does not directly prevent security breaches or risks.

B. Signing a confidentiality agreement - This is a preventive control because it ensures that sensitive business information remains
protected fromunauthorized disclosure before transitioning to an outsourced service provider. It mitigates the risk of intellectual
property theft or data misuse by legally binding the parties to confidentiality.

C . Expanding the capacity of the in-house data center - This is a corrective or operational control, as it addresses the issue of
nsufficient infrastructure but does not prevent security-related threats.
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