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Palo Alto Networks Security Service Edge Engineer Sample Questions (Q53-
Q58):

NEW QUESTION # 53
What will cause a connector to fail to establish a connection with the cloud gateway during the deployment of a new ZTNA
Comnnector in a data center?

A. There is a misconfiguration in the DNS settings on the connector.
B. There is a high latency in the network connection.

C. The connector is using a dynamic IP address.

D. The connector is deployed behind a double NAT.

Answer: D

Explanation:

AZTNA Connectorrequires astable and direct connectionto thecloud gateway. When the connector is deployed behind adouble
NAT (Network Address Translation), it can cause issues withreachability and session establishmentbecause the cloud gateway may
not be able to properly identify and commumicate with the connector. Double NAT can interfere withsecure tunneling, IP address
resolution, and authentication mechanisirs, leading toconnection failures. To resolve this, the connector should be placed ina
network segment witha single NAT or a public [P assignment.

NEW QUESTION # 54

An engineer has configured IPSec tunnels for two remote network locations; however, users are experiencing intermittent
connectivity issues across the tunnels.

‘What action will allow the engineer to receive notifications when the IPSec tunnels are down or experiencing instability?

A. Create a tunnel log notification rule to alert on specified remote network IPSec tunnel conditions.

B. Set up the operational health dashboard to email alerts for remote Network IPSec tunnel issues.

C. Create a new notification profile specifying conditions for remote network IPSec tunnels.

D. Select the IPSec tunnel monitoring and notifications checkbox when configuring the remote network IPSec tunnels.

Answer: C

Explanation:

InPrisma Access, configuring anotification profileallows engineers to receive alerts when IPSec tunnels experience downtime or
instability. By definingspecific conditions for remote network IPSec tunnels, the notification profile ensures that the engineer is
proactively mformed abouttunnel failures, flapping, or degraded performance. This approach enables timely troubleshooting and
minimizes disruptions for users relying on the IPSec tunnels.

NEW QUESTION # 55

An engineer has configured a Web Security rule that restricts access to certain web applications for a specific user group. During
testing, the rule does not take effect as expected, and the users can still access blocked web applications.

What is a reason for this issue?

A. The rule was created at a lower level in the rule hierarchy, giving priority to a higher-level rule.
B. The rule was created in the wrong scope, affecting only GlobalProtect users instead of all users.
C. The rule was created at a higher level in the rule hierarchy, giving priority to a lower-level rule.
D. The rule was created with improper threat management settings.

Answer: A

Explanation:

Prisma Access applies security rules in a hierarchical order, where rules at higher levels take precedence over those at lower levels.
If'a more permissive rule is placed higher in the hierarchy, it may allow traffic before the restrictive Web Security rule is evaluated.
To resolve this, the engineer shouldreorder the rules to ensure the restrictive Web Security rule is positioned higher in the hierarchyso
it is applied before any broader or conflicting rules.



NEW QUESTION # 56
How can a senior engineer use Strata Cloud Manager (SCM) to ensure that junior engineers are able to create compliant policies
while preventing the creation of policies that may result in security gaps?

¢ A Use security checks under posture settings and set the action to "deny" for all checks that do not meet the conmpliance
standards.

¢ B. Run a Best Practice Assessment (BPA) at regular intervals and manually revert any policies not meeting company
compliance standards.

¢ (. Configure an auto tagging rule in SCM to trigger a Security policy review workflow based on a security rule tag, then
instruct junior engineers to use this tag for all new Security policies.

¢ D. Configure role-based access controls (RBACs) for all junior engineers to limit them to creating policies in a disabled state,
manually review the policies, and enable them using a senior engineer role.

Answer: A

Explanation:

By usingsecurity checks under posture settingsinStrata Cloud Manager (SCM), the senior engineer can enforcepolicy compliance
standardsbyautomatically denyingany security policy that does notalign with best practices. This ensures that junior engineers can
create policies while preventing configurations that might introduce security gaps. This proactive approachelimnates manual
oversightand enforces compliance at the time of policy creation, reducing risk and ensuring consistent security enforcement.

NEW QUESTION # 57

An engineer has configured a new Remote Networks connection using BGP for route advertisements. The IPSec tunnel has been
established, but the BGP peer is not up.

Which two elements must the engineer validate to solve the issue? (Choose two.)

A. Secret

B. Advertise Default Route Checkbox
C. Peer AS Number

D. MRAI Timers

Answer: A,C

Explanation:

TheBGP peernot coming up despite anestablished IPSec tunnelindicates a potentiaBGP configuration issue.

* Secret- [fIMDS5 authenticationis configured for BGP, both Prisma Access and theCustomer Premises Equipment (CPE)must have
thesame secret (authentication key). A mismatch will prevent BGP from establishing a session.

* Peer AS Number- TheAutonomous System (AS) numberof the BGP peer must match what is expected on both sides of the
connection. Ifthe AS number is incorrect, the BGP session will fail to establish.

By verifying these elements, the engineer can troubleshoot and establish a successfulBGP peering session over thelPSec tunnel.

NEW QUESTION # 58
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