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2 #152

You have a new Microsoft 365 tenart.

Youneed to ensure that custom trainable classifiers can be created in the tenant.
To which role should you be assigned to perform the configuration?

A. Security administrator

B. Compliance administrator
C. Security operator

D. Global admmistrator

HE: B

3.
httpsz/docs.microsoft.conven-us/microsoft-365/compliance/classifier-get-started-with?view=0365- worldwide
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You enable archive mailboxes for all the users at your company.
The Default MRM Policy is shown in the MRM exhibit.

Default MRM Policy:— Microsoft

This policy contains the following retention tags

1 Month Delete

1 Week Delete

1 Year Delete

5 Year Delete

6 Month Delete

Default 2 year move to archive

Junk Email

Never Delete

Personal 1 year move to archive
Personal 5 year move to archive
Personal never move to archive

Recoverable items 14 days move to archive

A Microsoft 365 retention label policy is shown in the Label Policy exhibit.



Exchange Label Policy

Status
Enabled (Pending)

Policy name
Exchange Label Policy

Description
Label policy for Exchange

Applies to content in these locations

“éhafigEéhail

Settings

Publish labels for your users
« 10 Year — Do not Delete

+ 2 Year Delete

Preservation lock
No

You need to identify the following:

How many years until an email is archived?

‘What should you modify to change the retention period for archiving?

‘What should you identify? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.




By default, email is: v

Deleted after two years

Deleted after one month

Retained in the mailbox for 10 years

Moved to the archive mailbox after two years

To change the retention

period for archiving, modify: v
The Default MRM Policy
The Exchange Label Policy

'ITHe propertiés af the archive mailbox

By default, emailiis.— ..  ~ ~ £+ v

Deleted after two years

Deleted after one month

Retained in the mailbox for 10 years

Moved to the archive mailbox after two years

To change the retention
period for archiving, modify: v
The Default MRM Policy

The Exchange Label Policy
The properties of the archive mailbox

Reference:
httpsz//docs.microsoft.com/en-us/microsoft- 365/compliance/retention?view—=0365-worldwide#the- principles-of-retention-or-what-
takes-precedence

AE #154
You need to recommend a solution that meets the compliance requirements for Dropbox.
‘What should you recommend?

A. Create a DLP policy that applies to devices.

B. Create a retention label that enforces the item deletion settings.

C. Edit an existing retention label that enforces the item deletion settings.
D. Create a DLP policy that applies to Cloud App Security.

Hg: D

Y.

Reference:

https:/docs.microsoft.com/en-us/microsoft- 365/compliance/dlp-use-policies-non-microsoft-cloud-apps?
view=0365-worldwide

Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and three branch offices in Seattle, Boston, and
Johannesburg,

Microsoft 365 Environment

Contoso has a Microsoft 365 FS tenant I he tenant contains the administrative user accounts shown in the following table.



Adrﬂ- Secunty operator
_MﬁM 14 m administrator
Users store data In the following locations:

* SharePoint sites

* OneDrive accounts

* Exchange email

* Exchange public folders

* Teans chats

* Teams channel messages

When users in the research department create documents, they must add a 10-dig>t project code to each document. Project codes
that start with the digits 999 are confidential.

SharePoint Online Environment

Contoso has four Microsoft SharePoint Online sites named Site1. Site2. Site3. and Site4.

Site2 contains the files shown in the following table.

gL ) ”'Il _|| |!., T e e T o TP T
ez .y

Name: T ol SWEF T codes in the file

Sile3 stores documents related to the company's projects. The documents are organized In a folder hierarchy based on the project.
Slte4 has the following two retention policies applied:

* Name: SitetK etentionPolicy!

* Locations to apply the policy: Site4

* Delete iters older than2 years

* Delete content based on: When itens were created

* Name: Site4RetentionPolicy2

* Locations to apply the policy. Sile4

* Retain iterrs for a specific period: 4 years

* Start the retention period based on: When items were created
* At the end of the retention period: Do nothing

HEE #155
You have a Microsoft OneDrive for Business folder that contains the files shown i the following table.

Type '] ‘Number of files
Jpg 50
docx 300
xt 50
Zip 20

In Microsoft Cloud App Security, you create a file policy to automatically apply a classification.
What is the effect of applying the policy?

A. The policy will apply to only the .docx and .txt files. The policy will classify the files within 24 hours.
B. The policy will apply to only the .docx files. The policy will classify only 100 files daily.

C. The policy will apply to all the files. The policy will classify only 100 files daily.

D. The policy will apply to only the .docx and .txt files. The policy will classify the files immediately.

: B

X

o2
02 m



Reference:
httpsz//docs.microsoft.com/en-us/cloud-app-security/azip- integration
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Hotspot Question

You are implementing Microsoft Office 365 Message Encryption (OME) for a Microsoft 365 tenant named contoso.com
You need to meet the following requirements:

- Allemail to a domain named fabrikam com must be encrypted

automatically.

- Encrypted emails must expire seven days after they are sent.

‘What should you configure for each requirement? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Answer Area

All email to a domain named fabrikam.com

must be encrypted automatically: 5 4

A data connector in the Microsoft 365 compliance center

A data loss prevention (DLP) policy inthé Microsoft 365 compliance center
A mail flow, connectorin the_E;cc-ha?\gTe admin center

A mail flow rulé inthe Exchange admin center

Encrypted emails must expire Seven days
after they are sent:

A custom branding template in Microsoft Exchange Online PowerShell

®
M I C ro S o ft A label policy in the Microsoft 365 compliance center

A mail flow rule in the Exchange admin center
A sensitive info type in the Microsoft 365 compliance center

Y-

M.
Answer Area

All email to a domain named fabrikam.com
must be encrypted automatically: v

A data connector in the Microsoft 365 compliance center

A mail flow connector in the Exchange admin center

Wﬁe{n&ﬁﬁiﬂmﬁ '
Encrypted emails must expire seven days

after they are’sent: v

A custom branding template in Microsoft Exchange Online PowerShell

A label policy in the Microsoft 365 compliance center

M i C ro S Cyfltl flow rule in the Exchange admin center

A sefisitive info type in the Microsoft 365 compliance center

Explanation:

A Mail Flow Rule

https7/docs.microsoft.conven-us/microsoft-365/compliance/define-mail- flow-rules-to-encrypt- email?view=0365-worldwide
Custom Branding Template

httpsv/docs.microsoft.conven-us/microsoft-365/compliance/ome-advanced- expiration?view=0365-worldwide
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