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Linux Foundation Certified Kubernetes Administrator (CKA) Program
Exam Sample Questions (Q13-Q18):

NEW QUESTION # 13
Create a busybox pod and add "sleep 3600" command

Answer:

Explanation:
kubectl run busybox --image=busybox --restart=Never -- /bi/sh -¢ "sleep 3600"

NEW QUESTION # 14

You have a two-tier application with a frontend service 'frontend-svc' exposing a Node.js application running in pods labeled 'app:
frontend', and a backend service 'backend-svc' exposing a Python application running in pods labeled 'app: backend'. The frontend
pods need to communicate with the backend pods through a service. Design a Kubernetes network setup that allows the frontend
pods to access the backend service, ensuring that the backend service is reachable only by the frontend service and not directly from
outside the cluster.

Answer:

Explanation:

See the solution below with Step by Step Explanation.
Explanation:

Solution (Step by Step) :

1. Create a Service for the Backend:

- Define a Service for the backend pods:
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api‘u’ersi.ca:l-u! UXx
kind: Service
metadata:

name: backend-svc

spec:

selector:
app: backend

ports:

- pratocol: TCP
port: 80
targetPort: 8080

type: ClusterIP

- This Service creates a ClusterlP service, accessible only within the cluster. The 'targetPort' specifies the port exposed by the

metadata:

name: frontend-svc
spec:

selector:

app: frootend
ports:

- protocol: TCP
port: 80
targetPort: 3600

type: LoadBalancer

- This Service creates a LoadBalancer service, accessible from outside the cluster. 3. Configure NetworkPolicy for the Frontend
Service: - Define a NetworkPolicy that allows traffic from the 'frontend-svc' to the 'backend-svc':

apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:
name: frontend-to-backend
spec:
podSelector:
matchlLabels:
app: frontend
ingress:
- from:
- podSelector:
matchlabels:
app: frontend-svc
egress: 'j LINUX
- to: FOUNDATION
- podSelector:
matchlLabels:
app: backend

- This NetworkPolicy allows ingress traffic from the 'frontend-svc' and egress traffic to the 'backend-svc'. 4. Apply the
Configurations: - Apply the YAML files using 'kubectl apply -fbackend-sve.yaml' , 'kubectl apply - f frontend-sve.yamr , and
kubectl apply -f frontend-to-backend.yan. 5. Verification: - Check the status of the services: 'kubectl get services' - Check the
network policy status: 'kubectl get networkpolicies' Now, the frontend pods can communicate with the backend service through the



'backend-svc' service. External clients can access the frontend application through the 'frontend-svc' service. The backend service is
not accessible directly from outside the cluster due to the NetworkPolicy restricting traffic from external sources. ]

NEW QUESTION # 15
Create a Pod nginx and specify a CPU request and a CPU limit of 0.5 and 1 respectively.

e A.// create a yml file
kubectl run nginx-pod --image=nginx --restart=Never --dry-run -
0 yaml > nginx-pod.yml
// add the resources section and create
vim nginx-pod.yaml
apiVersion: vl
kind: Pod
metadata:
labels:
Tun: nginx
name: nginx
spec:
containers:
- image: nginx
name: nginx
resources:
requests:
cpu: '"0.5"
limits:
cpu: "1"
restartPolicy: Always
kubectl apply -fnginx-pod.yaml
// verify
kubectl top pod

e B.// create a ym file
kubectl run nginx-pod --image=nginx --restart=Never --dry-run -
0 yaml > nginx-pod.yml
// add the resources section and create
vim nginx-pod.yaml
apiVersion: vl
kind: Pod
metadata:
labels:
run; nginx
name: nginx
spec:
containers:
- image: ngmx
name: nginx
resources:
requests:
cpu: "0.4"
limts:
cpu:"1"
restartPolicy: Always
kubectl apply -f nginx-pod.yaml
/] verity
kubectl top pod

Answer: A

NEW QUESTION # 16



Create a redis pod, and have it use a non-persistent storage
Note: In exam, you will have access to kubernetes.io site,
Refer : httpsz/kubernetes.io/docs/tasks/configure-pod-container/configurevolume-storage/

e A apiVersion: vl
kind: Pod
metadata:
name: redis
spec:
containers:
- name: redis
image: redis
volumeMounts:
- name: redis-storage
mountPath: /data/redis
ports:
- containerPort: 6379
volumes:
- name: redis-storage
emptyDir: {}

e B. apiVersion: vl
kind: Pod
metadata:
name: redis
spec:
containers:
- name: redis
image: redis
volumeMounts:
- contamerPort: 6379
volumes:
- name: redis-storage
emptyDir: {}

Answer: A

NEW QUESTION # 17
You are setting up a new Kubernetes cluster with a highly sensitive application that requires access control at the pod level. Explain
how you can use NetworkPolicy to restrict access to pods within your cluster.

Answer:

Explanation:

See the solution below with Step by Step Explanation.

Explanation:

Solution (Step by Step) :

1 . Create a NetworkPolicy Resource: Define a "NetworkPolicy' resource usinga YAML file. The

"NetworkPolicy resource will contain the rules for network traffic access to the pods. You can use 'kubectl create -f
networkpolicy.yan' to create the NetworkPolicy resource.



apiversion: networking.kss.1o/vl
kind: NetworkPolicy
metadata:
name: sensitive-app-access
spec:
podSelector:
matchLabels:
app: sensitive-app
ingress:
- from:
- podSelector:
matchlLabels:
app: trusted-service
egress:
- to:
- ipBlock:
cidr: 10.0.0.0/16

2. Set 'podSelectoo: Use the podSelector' field to identify the pods that will be affected by the policy. In this exanple, we are
targeting pods with the label 'app: sensitive-app'. 3. Define 'ingress' and 'egress' Rules: Use the "ingress' and 'egress' sections to
define the rules for incoming and outgoing traffic. 'ingress': This section specifies which pods or services are allowed to send traffic to
the pods targeted by the "NetworkPolicy'. Here, we are allowing traffic from pods labeled app: trusted-service'. 'egress': This section
specifies which destinations the pods targeted by the NetworkPolicy are allowed to send traffic to. In this example, we are allowing
egress traffic to the IP address range 10.0.0.0/16. 4. Implement the "NetworkPolicy': Apply the YAML file using 'kubectl apply -
networkpolicy.yaml'. Once applied, the NetworkPolicy will be enforced, blocking any traffic that does not meet the specified rules.

NEW QUESTION # 18
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