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GIAC Certified Incident Handler Sample Questions (Q142-Q147):

NEW QUESTION # 142
Which of the following is a technique of using a modem to automatically scan a list of telephone numbers, usually
dialing every number in a local area code to search for computers, Bulletin board systems, and fax machines?

A. War driving
B. Warkitting

C. Wardialing
D. Demon dialing

Answer: C

NEW QUESTION # 143
‘Which of the following actions is performed by the netcat command given below?
nc 55555 < fetc/passwd
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A. Tt resets the /etc/passwd file to the UDP port 55555.

B. It fills the incoming connections to /etc/passwd file.

C. It changes the /etc/passwd file when connected to the UDP port 55555.
D. It grabs the /etc/passwd file when connected to UDP port 55555.

Answer: D

NEW QUESTION # 144
Which of'the following types of attacks is targeting a Web server with multiple compromised computers that are simultaneously
sending hundreds of FIN packets with spoofed IP source IP addresses?

A. Evasion attack
B. Insertion attack
C. Dictionary attack
D. DDoS attack

Answer: D

NEW QUESTION # 145

Jason, a Malicious Hacker, is a student of Baker university. He wants to perform remote hacking on the server of DataSoft Inc. to
hone his hacking skills. The company has a Windows-based network. Jason successfully enters the target system remotely by using
the advantage of vulnerability. He places a Trojan to maintain future access and then disconnects the remote session. The employees
of the company complain to Mark, who works as a Professional Ethical Hacker for DataSoft Inc., that some computers are very
slow. Mark diagnoses the network and finds that some irrelevant log files and signs of Trojans are present on the computers. He
suspects that a malicious hacker has accessed the network. Mark takes the help from Forensic Investigators and catches Jason.
Which of the following mistakes made by Jason helped the Forensic Investigators catch him?

A. Jason did not perform covering tracks.

B. Jason did not perform foot printing.

C. Jason did not perform a vulnerability assessment.
D. Jason did not perform OS fingerprinting,

E. Jason did not perform port scanning,

Answer: A

Explanation:
Section: Volume A
Explanation/Reference:

NEW QUESTION # 146

Adam works as a Security Analyst for Umbrella Inc. CEO of the company ordered him to implement two- factor authentication for
the employees to access their networks. He has told him that he would like to use some type of hardware device in tandem with a
security or identifying pin number. Adam decides to implement smart cards but they are not cost effective.

Which of the following types of hardware devices will Adamuse to implement two-factor authentication?

A. Security token

B. Biometric device

C. One Time Password
D. Proximity cards

Answer: A

NEW QUESTION # 147
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