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FH 1

¢ InfinBand Configuration, Optimization, Security, and Troubleshooting: This section of the exam measures

the skills of Data Center Network Administrators and covers the configuration and operational
maintenance of NVIDIA InfiniBand switches. It includes setting up InfiniBand fabrics for multi-tenant
environments, managing subnet configurations, testing connectivity, and using UFM to troubleshoot and
analyze issues. It also focuses on validating rail-optimized topologies for optimal network performance.

FH 2

Al Network Architecture: This section of the exam measures the skills of Al Infrastructure Architects and
covers the ability to distinguish between Al factory and Al data center architectures. It includes
understanding how Ethernet and InfiniBand differ in performance and application, and identifying the right
storage options based on speed, scalability, and cost to fit Al networking needs.

=M 3

Spectrum-X Configuration, Optimization, Security, and Troubleshooting: This section of the exam
measures the skills of Network Performance Engineers and covers configuring, managing, and securing
NVIDIA Spectrum-X switches. It includes setting performance baselines, resolving performance issues,
and using diagnostic tools such as CloudAl benchmark, NCCL, and NetQ. It also emphasizes leveraging
DPUs for network acceleration and using monitoring tools like Grafana and SNMP for telemetry analysis.

%| &l NVIDIA-Certified Professional NCP-AIN & MEZE A (Q41-Q46):

HEE #41

You are implementing a mutlti-tenant environment on your Spectrum-X switches for different departments in your organization. You
need to ensure that eachdepartment's network traffic is isolated and secure.
Which Spectrum-X security feature would be most effective in creating isolated network environments for each department?

HE: B

ME:

A. Tmplement Access Control Lists (ACLs)

B. Configure Virtual Routing and Forwarding (VRF)
C. Enable Link Layer Discovery Protocol (LLDP)
D. Set UP Port Mirroring

Virtual Routing and Forwarding (VRF)is the most effective method to achievenetwork segmentation and isolationin a multi-tenant

environment.

From theNVIDIA Cumulus Linux Documentation - VRF Section:

"VREF allows multiple instances of routing tables to coexist within the same switch, effectively isolating traffic between tenants or
departments." Each department can:

* Operate in its own VRF domain

* Have independent routing tables

* Maintain strict separation of Layer 3 paths

Incorrect Options:

* A (Port Mirroring)- Used for traffic monitoring, not isolation.

* C (ACLs)- Usetul for fine-grained filtering, but not scalable tenant isolation.
* D (LLDP)- Used for neighbor discovery, not security or isolation.
Reference: Cunmulus Linux - VRF Support on Spectrum Switches

EE #42

Which of the following NCCL environment variables enable SHARP aggregation with NCCL when using the NCCL-SHARP

plugin?

Pick the 2 correct responses below



A. NCCLSPECTRUM ENABLE=1
B. NCCL_ALGO=ColNet

C.NCCL COLLNET ENABLE=]
D. NCCL SHARP AUTOINIT

: CD

Y.

To enable SHARP (Scalable Hierarchical Aggregation and Reduction Protocol) aggregation using theNCCL- SHARP plugin, the
following two environment variables are required:

* NCCL COLLNET ENABLE~1

Enables NCCL's support for CollNet (Collective Network) operations, including SHARP.

* NCCL_SHARP_ AUTOINIT=1

Automatically initializes the SHARP plugin when available, activating SHARP-based collectives.

From theNVIDIA NCCL User Guide - SHARP Plugin Section:

"NCCL_COLLNET ENABLE must be set to enable collective network acceleration features."
"NCCL_SHARP_AUTOINIT enables automatic SHARP plugin integration at NCCL runtime." Incorrect Options:
* B. NCCL_ALGO=ColNet- This variable controls the algorithm used for collectives but does not enable SHARP.
* C. NCCLSPECTRUM _ENABLE- This is not a documented NCCL variable.

Reference: NCCL SHARP Plugin Guide & NCCL User Guide - Environment Variables Section

.|
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HE #43

A financial services company is planning to implement an Al infrastructure to support real-time fraud detection and risk assessment.
They need a solution that can handle both training and inference workloads while maintaining data privacy and security.

‘Which NVIDIA reference architecture component would be most appropriate to address the data privacy and security concerns in
this Al networking setup?

A. NVIDIA BlueField DPUs

B. NVIDIA Spectrum switches

C. NVIDIA CUDA-X Al libraries
D. NVIDIA Magnum IO

e, A

M.

NVIDIA BlueField Data Processing Units (DPUs)are integral to securing Al infrastructures, especially in environments requiring
stringent data privacy and security measures. BlueField DPUs offload and accelerate critical infrastructure tasks such as encryption,
firewall enforcement, and intrusion detection, thereby isolating sensitive data paths from potential threats.

In the context of Al workloads, BlueField DPUs enable secure and efficient data movement between GPUs and storage systens,
ensuring that sensitive information, like financial data, is protected during both training and inference processes. Their integration into
NVIDIA's reference architectures provides a hardware root of trust, essential for maintaining data integrity and compliance with
security standards.

Reference:NVIDIA BlueField Networking Platform

A2 #44
You suspect there might be connectivity issues in your InfiniBand fabric and need to performa comprehensive check. Which tool
should you use to run a full fabric diagnostic and generate a report?

A. bdiagnet

B. taping

C. ibnetdiscover
D. perfquery

HE: A

Y.

The ibdiagnet utility is a fndamental tool for InfiniBand fabric discovery, error detection, and diagnostics. It provides comprehensive
reports on the fabric's health, including error reporting, switch and Host Channel Adapter (HCA) configuration dumps, various
counters reported by the switches and HCAs, and parameters of devices such as switch fans, power supply units, cables, and PCI



lanes. Additionally, ibdiagnet performs validation for Unicast Routing, Adaptive Routing, and Multicast Routing to ensure correctness
and a credit- loop-fiee routing environment.

Reference Extracts from NVIDIA Documentation:

* "The ibdiagnet utility is one of the basic tools for InfiniBand fabric discovery, error detection and diagnostic. The output files of the
ibdiagnet include error reporting, switch and HCA configuration dumps, various counters reported by the switches and the HCAs."
* "bdiagnet also performs Unicast Routing, Adaptive Routing and Multicast Routing validation for correctness and credit-loop fiee

routing,"

HEE #45

You are deploying a Kubernetes cluster for Al workloads using NVIDIA Spectrum+X switches. You need to autormate the
deployment and management of networking components in this environment.

‘Which NVIDIA tool is specifically designed to automate the deployment and management of networking components in a
Kubernetes cluster with Spectrum-X switches?

A. Network Operator
B. Container Runtime
C. Mellanox OFED
D. GPU Operator

HE: A

MY

TheNVIDIA Network Operatoris designed to simplify and automate the deployment and management of networking components in
Kubernetes clusters, particularly those utilizing NVIDIA Spectrum+X switches. It manages the installation and configuration of
necessary drivers, plugins, and other networking resources to enable features like RDMA and GPUDirect RDMA, which are
essential for high-performance Al workloads.

By leveraging Kubernetes Custom Resource Definitions (CRDs) and the Operator Framework, the Network Operator ensures that
networking components are consistently and correctly configured across the cluster, reducing manual intervention and potential

configuration errors.
ReferenceNVIDIA Network Operator Documentation
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