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HP Aruba Certified Network Security Associate Exam Sample Questions
(Q16-Q21):

NEW QUESTION # 16
What is an example or phishing?

A. An attacker checks a user's password by using trying millions of potential passwords.

B. An attacker sends TCP messages to many different ports to discover which ports are open.

C. Anattacker sends emails posing as a service team member to get users to disclose their passwords.
D. An attacker lures clients to connect to a software-based AP that is using a legitimate SSID.

Answer: C

Explanation:

Phishing is a type of social engineering attack where an attacker impersonates a trusted entity to deceive people into providing
sensitive information, such as passwords or credit card numbers. An example of phishing is when an attacker sends emails posing as
a service team member or a legitimate organization with the intention of getting users to disclose their passwords or other confidential
mformation. These emails often contain links to fake websites that look remarkably similar to legitimate ones, tricking users into
entering their details.References:

Cybersecurity guidelines on identifying and preventing phishing attacks.

NEW QUESTION # 17

A company has Aruba Mobility Controllers (MCs), Aruba campus APs, and ArubaOS-Switches. The company plans to use
ClearPass Policy Manager (CPPM) to classify endpoints by type. This company is using only CPPM and no other ClearPass
solutions.

The ClearPass admins tell you that they want to use HTTP User-Agent strings to help classify endpoints.

‘What should you do as a part of configuring the ArubaOS-Switches to support this requirement?

A. Configure CPPM as the sFlow collector, and make sure that sFlow is enabled on edge ports.

B. Create a device fingerprinting policy that includes HTTP, and apply the policy to edge ports.

C. Create remote mirrors that collect traffic on edge ports, and mirror it to CPPM's IP address.

D. Connect the switches to CPPM's span ports, and set up mirroring of HTTP traffic on the switches.

Answer: A

Explanation:

ArubaOS-Switches can use sFlow technology to sample network traffic and send the samples to a collector, such as ClearPass
Policy Manager (CPPM), for analysis. sFlow can be configured to capture various types of traffic, including HTTP, which typically
contains User-Agent strings that can be used for device fingerprinting and classification.

To support the requirement for using HTTP User-Agent strings to classify endpoints, the switches would need to be configured to
send sFlow sanples containing HTTP traffic to CPPM. CPPM would then analyze these samples and use the User-Agent strings to
classify the devices.

Therefore, the correct action to configure ArubaOS-Switches would involve:

Configuring CPPM as the sFlow collector on the switches.

Enabling sFlow on the edge ports that connect to endpoints.

This approach allows the network traffic to be analyzed by CPPM without requiring any additional mirroring or redirection of traffic,
which would be resource-intensive and potentially disruptive to network performance.

NEW QUESTION # 18
From which solution can ClearPass Policy Manager (CPPM) receive detailed information about client device type OS and status?

A. ClearPass Onboard

B. ClearPass Guest

C. ClearPass Access Tracker
D. ClearPass OnGuard

Answer: D

Explanation:



ClearPass Policy Manager (CPPM) can receive detailed information about client device type, OS, and status from ClearPass
OnGuard. ClearPass OnGuard is part of the ClearPass suite and provides posture assessment and endpoint health checks. It gathers
detailed information on the status and security posture of devices trying to connect to the network, such as whether antivirus
software is up to date, which operating system is running, and other details that characterize the device's compliance with the
network's security policies.

Aruba ClearPass product documentation that details the capabilities of ClearPass OnGuard.
Network security resources that describe endpoint health checks and the importance of device posture assessment for access
control.

NEW QUESTION # 19
What is a use case for implementing RadSec instead of RADIUS?

A. A organization wants to strengthen the encryption used to protect RADIUS commumications without increasing complexity.
B. A school district wants to protect messages sent between RADIUS clients and servers over an untrusted network.

C. A university wants to protect communications between the students' devices and the network access server.

D. A corporation wants to implement EAP-TLS to authenticate wireless users at their main office.

Answer: B

Explanation:

RadSec (RADIUS over TLS) is a protocol for transporting RADIUS messages over TLS-encrypted TCP/IP networks. The
primary use case for implementing RadSec instead of traditional RADIUS is to protect RADIUS commumications, particularly when
those messages must travel across an untrusted network, such as the internet. RadSec provides confidentiality, integrity, and
authentication for RADIUS traffic between clients and servers which may not be within a single secure network. In the case ofa
school district that wants to ensure the security of messages sent between RADIUS clients and servers over potentially insecure
networks, RadSec would be the appropriate choice.

NEW QUESTION # 20
Refer to the exhibit.
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Device A is establishing an HTTPS session with the Arubapedia web sue using Chrome. The Arubapedia web server sends the
certificate shown in the exhibit What does the browser do as part of vacating the web server certificate?

A. Tt uses the private key in the DigiCert SHA2 Secure Server CA to check the certificate's signature.

B. It uses the public key in the DigCen SHA2 Secure Server CA certificate to check the certificate's signature.
C. It uses the public key in the DigCert root CA certificate to check the certificate signature

D. It uses the private key in the Arubapedia web site's certificate to check that certificate's signature

Answer: B



Explanation:

‘When a browser, like Chrome, is validating a web server's certificate, it uses the public key in the certificate's signing authority to
verify the certificate's digital signature. In the case of the exhibit, the browser would use the public key in the DigiCert SHA2 Secure
Server CA certificate to check the signature of the Arubapedia web server's certificate. This process ensures that the certificate was
indeed issued by the claimed Certificate Authority (CA) and has not been tampered with.

References:

Browser security documentation and SSL/TLS standards that explain the certificate validation process.

Cybersecurity educational resources that cover the principles of public key infrastructure (PKI) and certificate validation.

NEW QUESTION # 21
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