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CompTIA Linux+ Certification Exam Sample Questions (Q24-Q29):

NEW QUESTION # 24
An average of one out of three users in a company cannot reach the company website. A Linux administrator determines that one of
the three website servers is down. The administrator inspects the DNS configuration for the website and notices the following entry:

Which of the following accurately explains the issue?

e A. The DNS configuration is missing corresponding AAAA records and PTR records, and this is causing clients to fail the
hostname translation.

e B. DNS returns all three records in a different order each time, and the browser typically uses the first address in the DNS
response.

e C. One of'the DNS records has not been signed with a DNSSEC-supported key, and this is causing some web browsers to
reject the DNS response.
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e D. The administrator has incorrectly configured the DN'S server to be an iterative resolver instead of an authoritative resolver.
Answer: B

Explanation:

With multiple A records, DNS performs simple round-robin ordering and returns the records in a different sequence on each query.
Most clients try the first address returned-so when the downed server's IP appears first (about one in three times), those users
cannot connect.

NEW QUESTION # 25
While hardening a system, an administrator runs a port scan with Nmap, which returned the following output:

# nmap 104.21.75.76

Starting Nmap 7.80 ( https://nmap.org ) at 2024-07-09 18:09 UTC
Nmap scan report for 104.21.75.76

Host is up (0.00087s latency).

Not shown: 996 closed ports

PORT STATE SERVICE

23/tcp open telnet

80/tcp open http

443/tcp open https

8080/tcp open http-proxy

Nmap done: 1 IP adfie€ss (1 host up) scanned” Iy 4.98 ‘seconds

Which of'the following is the best way to address this security issue?

A. Closing port 80 on the network switch to block traffic

B. Disabling and removing the Telnet service on the server

C. Configuring a firewall to block traffic on port 23 on the server

D. Changing the systems admnistrator's password to prevent unauthorized access

Answer: B

Explanation:

Port 23/tcp indicates Telnet, which is insecure because it transmits data in plaintext. The best hardening approach is to disable and
remove the Telnet service entirely, elimmating the vulnerability rather than just blocking it at the firewall. Secure alternatives like SSH
should be used instead.

NEW QUESTION # 26
Which of the following Ansible components contains a list of hosts and host groups?

A. Playbook
B. Fact

C. Collection
D. Inventory

Answer: D

Explanation:
In Ansible, the inventory defines the list of managed nodes (hosts) and groups of hosts. It is the source fiom which Ansible knows
what systens to configure or manage.

NEW QUESTION # 27
Which of the following most accurately describes a webhook?



A. A means to transmit sensitive information between systems
B. An HTTP-based callback function

C. An SNMP-based API for network device monitoring

D. An authentication method for web-server communication

Answer: B

Explanation:
A webhook is an HTTP-based callback that allows one system to send real-time data or notifications to another system when an
event occurs.

NEW QUESTION # 28
Which of the following passwords is the most complex?

A. H3saldt01d

B. HeSaidShetold
C. H3s@1dSh3t0|d
D. he$@IDS$heTold

Answer: C

Explanation:
This password is the most complex because it uses uppercase and lowercase letters, numbers, and multiple special characters,
making it significantly harder to guess or brute-force compared to the others.

NEW QUESTION # 29
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