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iR #301
In a large enterprise, which of The following is the MOST effective way to understand the business activities associated with the
enterprise's information architecture?

¢ A. Reviewing IT design with business process managers
¢ B. Reviewing business strategy with senior management
¢ C. Aligning business objectives to organizational strategy
¢ D. Mapping business processes within a framework

ER: A

F /8 #302

An enterprise recently approved a bring your own device (BYOD) policy. The IT steering committee has directed IT management
to develop a commumication plan to disseminate information regarding the associated technical risks. Which of the following is
MOST important to include i this commumication plan?
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A. Disciplinary actions for violation of the BYOD policy
B. A link on the corporate intranet to the BYOD policy
C. Schedule and content for mandatory training

D. Potential exposures and impacts using common terms

EX: D

R A -

A communication plan is a docurment that outlines the objectives, strategies, tactics, and messages for communicating with a specific
audience. A communication plan for disseminating information regarding the technical risks of BYOD should include the following
elements12:

The purpose and goals of the communication

The target audience and their needs and preferences

The key messages and tone of the commumnication

The communication channels and methods

The roles and responsibilities of the commumnicators

The timeline and frequency of the commumication

The evaluation and feedback mechanisis

The most important element to include in this communication plan is the key messages, which should convey the potential exposures
and impacts of BYOD using common terms that the audience can understand. The key messages should explain what BYOD is,
why it is important, what are the benefits and challenges, what are the risks and threats, how to protect the devices and data, and
what are the best practices and policies. The key messages should also be consistent, clear, concise, relevant, and engaging12.

The other options are not as important as the key messages, as they are either supporting or secondary elements of the
communication plan. A link on the corporate intranet to the BYOD policy is a commumication channel, which is a means of delivering
the message, but not the message itself. A schedule and content for mandatory training is a communication tactic, which is a specific
action or activity to implement the strategy, but not the strategy itself. Disciplnary actions for violation of the BYOD policy is a
message detail, which is a specific piece of information to support the message, but not the message itself

/8 #303

When an enterprise is evaluating potential IT service vendors, which of the following BEST enables a clear understanding of the
vendor's capabilities that will be critical to the enterprise's strategy?

Due diligence process

¢ A. Benchmarking analysis results
¢ B. Historical service level agreements (SLAs)
e C. Independent audit results

ER: C

AR A«

A due diligence process is the best way to enable a clear understanding of the vendor’s capabilities that will be critical to the
enterprise’s strategy. A due diligence process is a systematic and comprehensive investigation and evaluation of the vendor's
background, reputation, performance, quality, reliability, security, compliance, and suitability for the enterprise's needs and
expectations. A due diligence process can help the enterprise:

Verify the vendor's clains and credentials, and validate the vendor’s references and testimonials Assess the vendor's financial
stability, legal status, and ethical standards Identify the vendor's strengths, weaknesses, opportunities, and threats Compare the
vendor's offerings, capabilities, and prices with other vendors and market benchmarks Determine the risks and benefits of engaging
with the vendor, and the mitigation and contingency plans Negotiate the terms and conditions of the contract, service level agreement
(SLA), and key performance indicators (KPIs) References:

According to the CGEIT Review Manual 2022, "Due diligence is a comprehensive appraisal of a business undertaken by a
prospective buyer or partner to establish its assets and liabilities and evaluate its commercial potential."l According to the ISACA
article on Third-Party Vendor Selection: If Done Right, It's a Win-Win2,

"Once you have identified which processes can be outsourced as well as their inherent risks, you can begin performing due diligence
on potential vendors. The level of due diligence should be tailored to the significance of the relationship as well as the potential risks it
poses." According to the Gartner article on How to Evaluate Technology Vendors in 4 Rigorous Steps|,

"Evaluating vendors requires detailed objectives, criteria, prioritization and monitoring. Here's help.

When it comes to choosing a vendor, enterprise tech buyer teans can easily become bogged down in the details and documentation
provided by sales tears."



R R #304
Which of the following would be the BEST way for an IT steering committee to monitor the adoption of a new enterprise IT

strategy?

A. Establish key performance indicators (KPIs).
B. Implement service level agreements (SLAs)
C. Establish key risk indicators (KRIs).

D. Schedule ongoing audit reviews.

BE&R: A

R -

The best way for an IT steering committee to monitor the adoption of a new enterprise IT strategy is to establish key performance
indicators (KPIs), because they are metrics that measure the progress and achieverment of the IT strategic objectives and goals, and
provide feedback and guidance for improvement. KPIs can help the IT steering committee to track and evaluate the performance
and outcomes of the IT function, and to ensure that the IT activities and resources are aligned with the business needs and
expectations12. KPIs can also help to commumicate and report the IT value delivery and innovation to the board and other
stakeholders12. References = ISACA, CGEIT Review Manual, 7th Edition, 2019, page

43-44.

R #305

An enterprise has an ongoing issue of corporate applications not delivering the expected benefits due to missing key finctionality. As
a result, many groups are using spreadsheets and databases instead of approved enterprise applications to store and manipulate
mformation. Which of the following will BEST improve the success rate of future IT initiatives?

A. Engage the business user community in acceptance testing Of acquired applications.
B. Engage stakeholders to identify and validate business requirements.

C. Prohibit the use of non-approved alternate software solutions.

D. Establish a process for risk and value management.

EX: B

BB «

Engaging stakeholders to identify and validate business requirements is the best way to improve the success rate of future IT
mnitiatives. Stakeholders are the individuals or groups who have an interest or influence in the IT initiatives, such as business users,
customers, managers, sponsors, etc. Engaging stakeholders can help:

* Understand the needs, expectations, and priorities of the stakeholders, and ensure that they are aligned with the business
objectives and strategy

* Define and document the business requirements that specify what the IT initiatives should deliver in terns of functionality, quality,
performance, and value

* Validate and verify that the business requirements are clear, complete, consistent, feasible, and testable

* Communicate and manage any changes or issues that may affect the business requirements or the IT initiatives Engaging
stakeholders to identify and validate business requirements can help avoid missing key functionality in the corporate applications, and
ensure that they meet the stakeholder's needs and expectations. This can also reduce the reliance on spreadsheets and databases as
alternative software solutions, and increase the user satisfaction and adoption of the enterprise applications.

The other options are not the best way to improve the success rate of future IT mitiatives. Engaging the business user community in
acceptance testing of acquired applications is a good practice, but it is not sufficient to ensure that the applications have the key
functionality that meets the business requirements.

Acceptance testing is done at the end of the IT mitiative lifecycle, after the applications have been developed or acquired. If the
business requirements were not properly identified and validated at the beginning of the IT mitiative lifecycle, acceptance testing may
reveal significant gaps or defects that may be costly or difficult to fix. Establishing a process for risk and value management is a useful
technique, but it does not directly address the issue of missing key functionality in the corporate applications. Risk and value
management involves identifying, assessing, prioritizing, and treating the risks and benefits associated with IT initiatives. However,
without clear and valid business requirements, risk and value management may not be effective or accurate.

Prohibiting the use of non-approved alternate software solutions is a restrictive measure, but it does not solve the problem of missing
key functionality in the corporate applications. Prohibiting the use of spreadsheets and databases may force the users to use the
enterprise applications, but it may also create dissatisfaction, frustration, or resistance among them. Moreover, it may prevent them
from performing their tasks efficiently or effectively if the enterprise applications do not meet their needs.

For more information on engaging stakeholders to identify and validate business requirements, you can refer to these web sources:

* Stakeholder Engagement - ISACA



* Business Requirements - ISACA
* Requirements Validation - ISACA
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