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e Routing; It covers implementing OSPF to route enterprise traffic and Border Gateway Protocol (BGP) to
FH 1 route enterprise traffic.

¢ System configuration: This topic discusses Fortinet Security Fabric and hardware acceleration.

FH 2 Furthermore, it delves into configuring various operation modes for an HA cluster.
¢ VPN: Inplementing IPsec VPN IKE version 2 is discussed in this topic. Additionally, it delves into
FH 3 implementing auto-discovery VPN (ADVPN) to enable on-demand VPN tunnels between sites.
= 4 ¢ Central management: The topic of Central management covers implementing central management.
o Security profiles: Using FortiManager as a local FortiGuard server is discussed in this topic. Moreover, it
=X 5 delves into configuring web filtering, application control, and the intrusion prevention system (IPS) in an
enterprise network.
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(Q11-Q16):

A2 #11
Refer to the exhibit.

The exhibit shows a prefix list configuration
What can you conclude from the above prefix-list configuration?

A. The prefix 10.10.10.0/24 will be permitted

B. The prefix 10.0.0.0/8 will be permitted

C. The prefixes 10.10.0/16 and 10.0.0.0/16 will be denied
D. The prefix 10.10.0.0/16 will be denied
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EE#12

Refer to the exhibit, which contains the partial interface configuration of two FortiGate devices.

e-A (portd) # show
interface

"root™
ip 10.1
allowa

vdom

]f'Uil—mdl enable

snmp-index

Which two concluswns can you draw from this conﬁguratlon‘7 (Choose two)

e A. The VRRP domain uses the physical MAC address of the primary FortiGate

snmp

show

enable

WalrFial-mac

vegrp 1
vrip 10.1.5.254
- priority 50

index




¢ B. By default FortiGate B is the primary virtual router
e (. 10.1.5.254 is the default gateway of the internal network
¢ D. On failover new primary device uses the same MAC address as the old primary
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The Virtual Router Redundancy Protocol (VRRP) configuration in the exhibit indicates that

10.1.5.254 is set as the virtual IP (VRIP), commonly serving as the default gateway for the internal network (A). With vrrp-virtual-
mac enabled, both FortiGates would use the same virtual MAC address, ensuring a seamless transition during failover (B). The
VRRP domain does not use the physical MAC address (C), and the priority settings indicate that FortiGate- A would be the primary
router by default due to its higher priority (D).

EE#13
Which two statements about the Security fabric are true? (Choose two.)

¢ A Only the root FortiGate sends logs to FortiAnalyzer

¢ B. Only FortiGate devices with configuration-sync receive and synchronize global CMDB objects that the toot FortiGate
sends

C. Only the root FortiGate collects network topology information and forwards it to FortiAnalyzer

D. FortiGate uses the FortiTelemetry protocol to commumicate with FortiAnatyzer.

4. B,C

ME.

In the Security Fabric, only the root FortiGate sends logs to FortiAnalyzer (B). Additionally, only FortiGate devices
withconfiguration-syncenabled receive and synchronize global Central Management Database (CMDB) objects that the root
FortiGate sends (C). FortiGate uses the FortiTelemetry protocol to communicate with other FortiGates, not FortiAnalyzer (A). The
last option (D) is incorrect as all FortiGates can collect and forward network topology nformation to FortiAnalyzer.

References:

* FortiOS Handbook - Security Fabric

A2 #14
Refer to the exhibit, which contains a partial configuration of the global system.

|-,

‘What can you conclude from the output?
e A setstrict-d
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