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Nokia 4A0-D01 Exam Syllabus Topics:

Topic Details

Topic 1 Module 5 – EDA (Event Driven Automation) Introduction

Topic 2

Nokia DC Fabric Solution: This section of the exam measures skills of a Data Center Network Engineer
and covers the architecture and benefits of modern Layer 3 data center networks. It includes an overview
of BGP-based routing, VXLAN and EVPN overlays for multi-tenant environments, and key features of
the SR Linux operating system. The section also explains how APIs are used for external configuration and
introduces the Fabric Services System's management capabilities.

Topic 3

SR Linux User and System Management: This section of the exam measures skills of a Network
Automation Specialist and includes managing user roles, TLS configurations for secure communication, and
automation features like Zero-Touch Provisioning (ZTP). It covers ZTP setup, configuration processes,
and common issues that may arise during deployment.
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Topic 4

SR Linux Configuration and Routing: This section of the exam measures skills of a Network Automation
Specialist and focuses on configuring and managing SR Linux systems. It examines the YANG-driven CLI,
JSON output, environment variables, and static and dynamic routing. Learners also explore BGP, ECMP,
IP-VRF, MAC-VRF, and the use of VXLAN with EVPN to implement both Layer 2 and Layer 3
overlays, including symmetric and asymmetric models.

Topic 5

SR Linux Logging, Monitoring, and Filtering: This section of the exam measures skills of a Data Center
Network Engineer and addresses how to implement logging, monitoring, and traffic filtering in SR Linux. It
explains log file usage, ACL types, CPM filtering, and packet capture filters. Configuration tasks involve
applying ACLs and monitoring network activity using capture tools.
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Nokia Data Center Fabric Fundamentals Exam Sample Questions (Q36-
Q41):
NEW QUESTION # 36 
Which of the following statements about Nokia's Fabric Services System is FALSE?

A. Cloud-native design enables easy integration with the customer's environment.
B. Digital sandbox provides notification of performance issues in the data center fabric.
C. Data center fabric configuration is represented as the fabric intent in a declarative YAML format.
D. Telemetry data is provided in a context that is relevant to the fabric intent.

Answer: B

Explanation:
The Digital Sandbox in Nokia's Fabric Services System is primarily used for simulation and validation of fabric intent, not for
providing notifications of performance issues.

NEW QUESTION # 37 
Which of the following statements about IP-VRFs in Nokia's SR Linux is FALSE?

A. Multiple servers can be connected to the same subnet in an IP-VRF.
B. An IP-VRF is a Layer 3 network instance.
C. The router maintains a distinct route table for each IP-VRF instance.
D. Packets in an IP-VRF are forwarded based on the destination IP address.

Answer: A

Explanation:
Multiple servers connected to the same subnet typically reside within the same Layer 2 domain or MAC-VRF. IP-VRFs operate at
Layer 3 and segment routing and forwarding by separate routing tables, so multiple servers on the same subnet are not a function of
IP-VRF.

NEW QUESTION # 38 
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Which of the following statements about Zero Touch Provisioning (ZTP) is FALSE?

A. The ZTP process relies on a DHCP server for an IP address.
B. The ZTP process downloads a provisioning script defined in the TLS profile.
C. The ZTP process is managed by the ZTP application in Nokia SR Linux.
D. ZTP allows a router to become operational in the network without any pre-provisioning.

Answer: B

Explanation:
The ZTP process downloads a provisioning script typically from a defined URL or server, not from a TLS profile. The TLS profile is
used for securing communications but does not define the provisioning script location.

NEW QUESTION # 39 
Which of the following statements about the IRB subinterface configuration in Nokia SR Linux is FALSE?

A. An IP address is configured under the IRB's subinterface.
B. One IRB subinterface is configured in a MAC-VRF network instance.
C. One IRB subinterface is configured for each interface within a MAC-VRF network instance.
D. An IRB subinterface is configured in an IP-VRF network instance.

Answer: C

Explanation:
In Nokia SR Linux, IRB subinterfaces are configured one per MAC-VRF network instance, not one for each interface within that
instance. Multiple IRB subinterfaces per interface are not typical.

NEW QUESTION # 40 
Which of the following statements about the MAC table shown in the exhibit output is FALSE?

A. The MAC address 00:25: BA:00:00:10 is learnt on more than one interface.
B. The MAC re-learning rate has exceeded the threshold within the specified time frame.
C. [interface ethernet-1/10 is configured with the MAC address 00:25:BA:00:00:10.
D. Mac-duplication detection is enabled in mac-vrf-1.

Answer: A

Explanation:
The MAC address 00:25:BA:00:00:10 is listed as "duplicate," but it appears only once associated with interface ethernet-1/10.
Therefore, it is not learned on more than one interface.

NEW QUESTION # 41
......
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