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Fortinet FCSS - Enterprise Firewall 7.6 Administrator Sample Questions
(Q45-Q50):

NEW QUESTION # 45
Refer to the exhibits. The exhibits show a network topology, a firewall policy, and an SSL/SSH inspection profile configuration.
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Firewall policy on FortiGate

DCFW # sh firewall policy 3

config firewall policy

edic 3

set {pame "ITo Linux Servers”®

set uuid bf77d59e-5513-51ef-147d-e35066c267e9
set srcincf "porctl”

set dstincf "porc3i”

ser action accept

set srcaddr "alll

set dsctaddr “2031.%."

set scHedule "always"

set service "ALL"

SeT uctm-status enable

set inspecticn-mode proxy

set ssl-ssh-profile "deep-inspection”™
ser ips-sensor "IPS Monitor®

set logrtraffic all

next

end




SSL/SSH inspection profile

Edit S n

Name

Comments  Read-only deep inspection
profile. 34/255

SSL Inspection Options

Enable SSL inspection of Multiple Clietiple Clients Connecting to Multiple Servers

Protecting SSL Server

Inspection method SSL Certificate Inspection JLETIHESIE [ il )]
CAcertificate 4 §% Fortinet_CA_SSL » & Download
Blocked certificates @ Allow m 5=, View Blocked Certificates
Untrusted SSL certificates B siocieighoré B View Trusted CAs List
Server certificate SNI check @ Strict  Disable

Enforce SSL cipher compliance e ]
Enforce SSL negotiation compliancg® Gl

RPC over HTTPS @ ]
MAPI over HTTPS >

Protocol Port Mapping

Inspect all ports O

HTTPS »
SMTPS © 455
POP3S © 995
IMAPS © 993
FTPS O %%
DNSoverTLS O

Why is FortiGate unable to detect HTTPS attacks on firewall policy ID 3 targeting the Linux server?

e A The administrator must enable HTTPS i the protocol port mapping of the deep- nspection SSL/SSH inspection profile.

¢ B. The admmistrator must enable SSL inspection of the SSL server and upload the certificate of the Linux server website to
the SSL/SSH inspection profile.

¢ (. The administrator must enable cipher suites in the SSI/SSH inspection profile to decrypt the message.

¢ D. The administrator must set the policy to inspection mode to analyze the HTTPS packets as expected.

Answer: B

Explanation:

The FortiGate SSI/SSH inspection profile is configured for Full SSL Inspection, which is necessary to analyze encrypted HTTPS
traffic. However, the firewall policy is protecting an SSL server (the Linux server hosting the website), and currently, the SSL/SSH
profile only applies to client-side SSL inspection.

To detect HTTPS-based attacks targeting the Linux server:

# FortiGate must act as an SSL intermediary to inspect encrypted traffic destined for the web server.

# The admmistrator must upload the SSL certificate of the Linux web server to FortiGate so that the server-side SSL inspection can



decrypt incoming HTTPS traffic before analyzing it.

NEW QUESTION # 46

Refer to the exhibit, which shows the VDOM section of a FortiGate device.
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An administrator discovers that webfilter stopped working in Corel and Core2 after a maintenance window.
‘Which two reasons could explain why webfilter stopped working? (Choose two.)

Answer: A,B

Explanation:

A. The root VDOM does not have access to any valid public FDN.
B. The root VDOM does not have a VDOM link to connect with the Corel and Core2 VDOM: .

C. The Corel and Core2 VDOMSs nuwst also be enabled as Management VDOMs to receive FortiGuard updates
D. The root VDOM does not have access to FortiManager in a closed network.

Since Corel and Core2 are not designated as management VDOMS, they rely on the root VDOM for connectivity to external
resources such as FortiGuard updates. If the root VDOM lacks a VDOM link to these VDOMS or cannot reach FortiGuard

services, security features like web filtering will stop working,

NEW QUESTION # 47

An administrator received a FortiAnalyzer alert that a 1 ## disk filled up in a day. Upon investigation, they found thousands of
unusual DNS log requests, such as JHCMQK .website.com, with no answers. They later discovered that DNS exfiltration was

occurring through both UDP and TLS.

How can the admmistrator prevent this data theft technique?

Answer: A

Explanation:

A. Use an IPS profile and DNS exfiltration-related signatures.
B. Create an inline-CASB to protect against DNS exfiltration.
C. Configure a File Filter profile to prevent DNS exfiltration.
D. Enable DNS Filter to protect against DNS exfiltration.



The excessive DNS log requests with random subdomains suggest a DNS exfiltration attack, where attackers encode and transmit
data via DNS queries. Since this technique can use both UDP and TLS (DoH - DNS over HTTPS), a comprehensive security
approach is needed.

Using an IPS profile with DNS exfiltration-specific signatures allows FortiGate to:

# Detect and block abnormal DNS query patterns often used in exfiltration.

# Inspect encrypted DNS (DoH, DoT) traffic if SSL inspection is enabled.

# Identify known exfiltration domains and techniques based on FortiGuard threat intelligence.

NEW QUESTION # 48
Refer to the exhibit, which contains a partial VPN configuration.

config vpn lpsec phasel-interface
edit tunnel

ser type dynamic

set interface "porcl™

set

set

set peertyre any

set net-device disable

set proposal a€slle-shaz56 aes256-shazs5é
set dpd on-3dle

set add-rdute enable ;

set psksecret fortinet F RTINE]T
next

end

‘What can you conclude from this VPN IPsec phase 1 configuration?

¢ A FortiGate will not add a route to its routing or forwarding information base when the dynamic tunnel is negotiated.

¢ B. This configuration is the best for networks with regular traffic intervals, providing a balance between connectivity assurance
and resource utilization.

¢ C. A separate interface is created for each dial-up tunnel, which can be slower and more resource intensive, especially in
large networks.

e D. Peer IDs are unencrypted and exposed, creating a security risk.

Answer: B

Explanation:

This IPsec Phase 1 configuration defines a dynamic VPN tunnel that can accept connections from muiltiple peers. The settings
chosen here suggest a configuration optimized for networks with intermittent traffic patterns while ensuring resources are used
efficiently.

Key configurations and their impact:

# set type dynamic # This allows multiple peers to establish connections dynamically without needing predefined [P addresses.

# set ike-version 2 # Uses IKEv2, which is more efficient and supports features like EAP authentication and reduced rekeying
overhead.

# set dpd on-idle # Dead Peer Detection (DPD) is triggered only when the tunnel is idle, reducing unnecessary keep-alive packets
and improving resource utilization.

# set add-route enable # FortiGate automatically adds the route to the routing table when the tunnel is established, ensuring
connectivity when needed.

# set proposal aes128-sha256 aes256-sha256 # Uses strong encryption and hashing algorithims, ensuring a secure connection.

# set keylife 28800 # Sets a longer key lifetime (8 hours), reducing the frequency of rekeying, which is beneficial for stable
connections.

Because DPD is set to on-idle, the tunnel will not constantly send keep-alive messages but will still ensure connectivity when traffic is
detected. This makes the configuration ideal for networks with regular but non- continuous traffic, balancing security and resource
efficiency.



NEW QUESTION # 49

The IT department discovered during the last network migration that all zero phase selectors in phase 2 IPsec configurations
impacted network operations.

What are two valid approaches to prevent this during future migrations? (Choose two.)

A. Configure an IPsec-aggregate to create redundancy between each firewall peer.

B. Use routing protocols to specify allowed subnets over the tunnel.

C. Clearly indicate to the VPN which segments will be encrypted in the phase two selectors.

D. Configure an IP address on the IPsec interface of each firewall to establish unique peer connections and avoid impacting
network operations.

Answer: B,C

Explanation:

Zero phase selectors in [Psec Phase 2 mean that no specific traffic selectors (subnets) are defined, allowing any traffic to be
encrypted through the VPN tunnel. This can cause unintended traffic forwarding issues and disrupt network operations.

To prevent this from happening during future migrations:

# Using routing protocols ensures that only specific subnets are advertised over the tunnel. Dynamic routing (such as OSPF or BGP)
helps define which networks should use the tunnel, preventing unintended traffic from being encrypted.

# Clearly defining phase 2 selectors avoids the problem of encrypting all traffic by explicitly stating the allowed source and
destination subnets. This prevents the tunnel from affecting unrelated network traffic.

NEW QUESTION # 50
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