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HE#15
Which of the following activities are responsibilities of top management?

A. Approving and ensuring the resources needed for the ISMS

B. Motivating employees to contribute to the effectiveness of the ISMS

C. Establishing appropriate conditions for people to contribute to the achievement of information security objectives
D. All of the above

IEf#: D

R -

ISO/IEC 27001:2022 places strong leadership obligations on top management. These include ensuring that the resources needed for
the ISMS are available, promoting continual improvement, supporting persons to contribute to the effectiveness of the ISMS, and
communicating the importance of effective information security management. Because all the listed activities are aligned with top
management responsibilities, the correct answer is D.

H #16
What does ISO/IEC 27001:2022 require for the control of documented information?

A. A consultancy to accurately perform documented information control

B. Appropriate protection, for example, against loss of confidentiality, improper use, or loss of integrity
C. Acquisition of a set of information security tools for effective documented information control

D. A person designated by top management with expertise to control documented information

Ef#: B

R -

ISO/IEC 27001:2022 requires documented information to be controlled so that it is adequately protected. The standard specifically
refers to protection from issues such as loss of confidentiality, improper use, and loss of integrity. It also requires documented
mformation to be available and suitable for use where and when needed.

The standard does not require a consultancy, specific tools, or a single designated expert to meet this requirement. Therefore, option
D s correct.

B #17
Annex A of ISO/IEC 27001:2022 consists of



A. Guidelines for risk management

B. None of the above

C. A comprehensive list of controls grouped by themes

D. Elements necessary for a good design and implementation of the ISMS

Ef: C

R

Annex A of ISO/IEC 2700122022 contains the reference set of information security controls used to support risk treatment
decisions. In the 2022 edition, these controls are organized into four themes: organizational, people, physical, and technological
controls. Annex A is not a set of [ISMS implementation steps and it is not a risk management guideline. Its role is to provide a
structured set of control objectives and controls that may be selected as part of risk treatment. Therefore, option B is the correct
answer.

HM #18
What details must be included in a Statement of Applicability?

A. A list of the risks applicable to the organization

B. Evidence of top management authorization of the controls

C. The nformation security policy

D. The necessary controls with justification for inclusion and exclusion

Ef#: D

A -

The Statement of Applicability is a documented result of the risk treatment process. It must include the necessary controls and
Justification for their inclusion, whether the controls are implemented, and justification for excluding controls from Annex A when they
are not applicable. It does not need to be a list of risks, proof of management authorization, or the policy itself. Therefore, option C
is correct.

B #19
What relevant factor must be considered in internal audit programmes?

A. Ensuring that audits are carried out at least twice during the first year of ISMS implementation
B. The importance of the processes concerned and the results of previous audits

C. The number of third-party suppliers involved in the area to be audited

D. Availability of the certification body auditors

IEf#: B

R

ISO/IEC 27001:2022 requires the organization to plan, establish, implement, and maintain an audit programme that takes into
consideration the importance of the processes concerned and the results of previous audits. This ensures that audit effort is focused
appropriately and that past issues are followed up effectively.

The standard does not prescribe a minimum of two audits in the first year, nor does it make certification body availability or supplier
count the defining factors. Therefore, option C is correct.
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