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HM #178
Which of'the following will help prevent improper session handling?

e A Ensure that certificates are valid and fail closed.

¢ B. Ensure that all UIWebView calls do not execute without proper input validation.
e C. Ensure JavaScript and plugin support is disabled.

¢ D. Ensure that tokens are sufficiently long, complex, and pseudo-random
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The best way to prevent improper session handling is to ensure that tokens are sufficiently long, complex, and pseudo-random
Session handling is a process of managing the state and interaction of a user with a web application or service. Session handling
typically mvolves creating, maintaining, and terminating a session, which is a temporary and unique identifier that links the user to the
web application or service. A session token is a value that is generated and assigned to the user when the user authenticates to the
web application or service, and it is used to track and validate the user's requests and responses. A session token is usually stored in
a cookie, a hidden field, or a URL parameter, and it is sent along with each request and response. Improper session handling is a
security risk that occurs when the session token is exposed, intercepted, guessed, or stolen by an attacker, who can then use it to
impersonate or hijack the user's session, and gain unauthorized access or privileges to the web application or service. To prevent
improper session handling, the session token should be sufficiently long, complex, and pseudo-random, meaning that it should have
enough length and entropy to resist brute-force or dictionary attacks, and it should be generated using a secure random number
generator that produces unpredictable and non-repeating values. Ensuring that all UTWebView calls do not execute without proper
mnput validation, ensuring JavaScript and plugin support is disabled, and ensuring that certificates are valid and fail closed are not the
best ways to prevent improper session handling, as they are not directly related to the session token generation or management, or
they may not be applicable or feasible in all scenarios. References:

* [Session Handling]

* [Session Management Cheat Sheet]

* [Improper Session Handling]
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A continuous information security monitoring program can BEST reduce risk through which of the following?

A. Logging both scheduled and unscheduled system changes

B. Collecting security events and correlating them to identify anomalies

C. Facilitating systemrwide visibility into the activities of critical user accounts
D. Encompassing people, process, and technology
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DRAG DROP

During the risk assessment phase of the project the CISO discovered that a college within the University is collecting Protected
Health Information (PHI) data via an application that was developed in-house. The college collecting this data is fully aware of the
regulations for Health Insurance Portability and Accountability Act (HIPAA) and is fully compliant.

What is the best approach for the CISO?

Below are the common phases to creating a Business Continuity/Disaster Recovery (BC/DR) plan. Drag the remaining BCADR

phases to the appropriate correspondmg location.
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Which of'the following types of technologies would be the MOST cost-effective method to provide a reactive control for protecting
personnel in public areas?

A. Hire a guard to protect the public area

B. Enclose the personnel entry area with polycarbonate plastic
C. Supply a duress alarm for personnel exposed to the public
D. Install mantraps at the building entrances
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HM#182
Which of the following algorithis is a stream cipher?

A.RC4
B. RC5
C.RC6
D.RC2
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RC2, RC4, RC5 and RC6 were developed by Ronal Rivest from RSA

Security.

In the RC family only RC4 is a stream cipher.

RC4 allows a variable key length.

RC2 works with 64-bit blocks and variable key lengths,

RCS5 has variable block sizes, key length and number of processing rounds.

RC6 was designed to fix a flaw in RCS.

Source: ANDRESS, Mandy, Exam Cram CISSP, Coriolis, 2001, Chapter 6: Cryptography
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