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A company's external application is protected by Salesforce through OAuth. The identity architect for the project needs to limit the
level of access to the data of the protected resource in a flexible way.

‘What should be done to improve security?

¢ A. Create customscopes and assign to the connected app.
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¢ B. Leverage external objects and data classification policies.
e C. Select "Admin approved users are pre-authorized" and assign specific profiles.
¢ D. Define a permission set that grants access to the app and assign to authorized users.

EfE: A
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Universal containers(UC) wants to integrate a third-party reward calculation system with salesforce to calculate rewards. Rewards
will be calculated on a schedule basis and update back into salesforce. The integration between Salesforce and the reward
calculation system needs to be secure. Which are the recommended best practices for using Oauth flows in this scenario? Choose 2
answers

A. Oauth Username-password flow
B. Oauth SAML bearer assertion flow
C. Oauthjwt bearer token flow

D. Oauth refresh token flow

IE%: B\ C
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Universal Containers is using OpenlD Connect to enable a connection from their new mobile app to its production Salesforce org.
‘What should be done to enable the retrieval of the access token status for the OpenlD Connect connection?

A. Enable cross-origin resource sharing (CORS) for the /services/oauth?/token endpoint.
B. Query using OpenID Connect discovery endpoint.

C. A Leverage OpenlD Connect Token Introspection.

D. Create a custom OAuth scope.

Ef#: C
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Universal Containers (UC) is building an authenticated Customer Community for its customers. UC does not want customer
credentials stored in Salesforce and is confident its customers would be willing to use their social media credentials to authenticate to
the community. Which two actions should an Architect recommend UC to take?

A. Create a Custom Apex Registration Handler to handle new and existing users.
B. Use Delegated Authentication to call the Twitter login API to authenticate users.
C. Configure SSO Settings For Facebook to serve as a SAML Identity Provider.
D. Configure an Authentication Provider for LinkedIn Social Media Accounts.

IEf#E: AL D
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Universal Containers (UC) implemented SSO to a third-party system for their Salesforce users to access the App Launcher. UC
enabled "User Provisioning” on the Connected App so that changes to user accounts can be synched between Salesforce and the
third party system. However, UC quickly notices that changes to user roles in Salesforce are not getting synched to the third-party
system What is the most likely reason for this behaviour?

A. Salesforce roles have more than three levels in the role hierarchy.

B. User Provisioning for Connected Apps does not support role sync.
C. The Approval queue for User Provisioning Requests is unmonitored.
D. Required operation(s) was not mapped in User Provisioning Settings.

IEf#: B
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