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Topic 1
Secure Internet Access (SIA) and Secure SaaS Access (SSA): This section focuses on implementing
security profiles for content inspection and deploying compliance rules to managed endpoints.

Topic 2
Analytics: This domain covers analyzing SD-WAN and FortiSASE logs to monitor traffic behavior, identify
security threats, and generate reports.

Topic 3
Rules and Routing: This section addresses configuring SD-WAN rules and routing policies to control and
direct traffic flow across different links.

Topic 4
SASE Deployment: This domain covers FortiSASE administration settings, user onboarding methods, and
integration with SD-WAN infrastructure.

Topic 5
Decentralized SD-WAN: This domain covers basic SD-WAN implementation including configuring
members, zones, and performance SLAs to monitor network quality.

Fortinet NSE 5 - FortiSASE and SD-WAN 7.6 Core Administrator Sample
Questions (Q13-Q18):
NEW QUESTION # 13 
An existing Fortinet SD-WAN customer who has recently deployed FortiSASE wants to have a comprehensive view of, and
combined reports for, both SD-WAN branches and remote users. How can the customer achieve this?

A. Forward the logs from the external SD-WAN FortiAnalyzer to FortiSASE.
B. Forward the logs from FortiSASE to the external FortiAnalyzer.
C. Forward the logs from FortiSASE to Fortinet SOCaaS.
D. Forward the logs from FortiGate to FortiSASE.

Answer: B

Explanation:
For customers with hybrid environments (on-premises SD-WAN branches and remote FortiSASE users), the FortiOS
7.6andFortiSASEcurriculum recommends centralized log aggregation for unified visibility.
* Centralized Reporting:The standard architectural best practice is toforward logs from FortiSASE to an external FortiAnalyzer
(Option C).
* Unified View:Since the customer's on-premises FortiGate SD-WAN branches are already sending logs to an existing
FortiAnalyzer, adding the FortiSASE log stream to that sameFortiAnalyzerallows for the creation ofcombined reports.
* Fabric Integration:This setup leverages theSecurity Fabric, enabling the FortiAnalyzer to provide a single pane of glass for
monitoring security events, application usage, and SD-WAN performance metrics across the entire distributed network.
Why other options are incorrect:
* Option A:SOCaaSis a managed service for threat monitoring, not a primary tool for an administrator to generate combined SD-
WAN/SASE operational reports.
* Option B:FortiSASE is not designed to act as a log collector or reporting hub for external on-premises FortiGates.
* Option D:Data flows from the source (FortiSASE) to the collector (FortiAnalyzer), not the other way around.

NEW QUESTION # 14 



An administrator is troubleshooting SD-WAN on FortiGate. A device behind branch1_fgt generates traffic to the 10.0.0.0/8
network. The administrator expects the traffic to match SD-WAN rule ID 1 and be routed over HUB1-VPN1. However, the traffic
is routed over HUB1-VPN3.
Based on the output shown in the exhibit, which two reasons, individually or together, could explain the observed behavior? (Choose
two.)

A. HUB1-VPN3 has a lower route priority value (higher priority) than HUB1-VPN1.
B. HUB1-VPN3 has a higher member configuration priority than HUB1-VPN1.
C. The traffic matches a regular policy route configured with HUB1-VPN3 as the outgoing device.
D. HUB1-VPN1 does not have a valid route to the destination.

Answer: A,D

Explanation:
According to theSD-WAN 7.6 Core Administratorcurriculum and the diagnostic outputs shown in the exhibit, the reason traffic is
steered toHUB1-VPN3instead of the expectedHUB1-VPN1(defined in SD-WAN rule ID 1) can be explained by two core routing
principles in FortiOS:
* Valid Route Requirement (Option A): In thediagnose sys sdwan service 4output (which corresponds to Rule ID 1), it shows the
rule has membersHUB1-VPN1,HUB1-VPN2, andHUB1-VPN3. A key principle of SD-WAN steering is that for a member to be
"selectable" by a rule, itmust have a valid route to the destinationin the routing table (RIB/FIB). If the routing table output (the third
section of the exhibit) shows a route to 10.0.0.0/8 viaHUB1-VPN3butnotthroughHUB1-VPN1, the SD-WAN engine will skip
HUB1-VPN1 entirely because it is considered a "non-reachable" path for that specific destination.
* Policy Route Precedence (Option D): In the FortiOS route lookup hierarchy,Regular Policy Routes (PBR)are evaluatedbeforeSD-
WAN rules. If an administrator has configured a traditional Policy Route (found underNetwork > Policy Routes) that matches traffic
destined for 10.0.0.0/8 and specifiesHUB1- VPN3as the outgoing interface, the FortiGate will forward the packet based on that
policy route and will never evaluate the SD-WAN rulesfor that session. This "bypass" occurs regardless of whether the SD- WAN
rule would have chosen a "better" link.
Why other options are incorrect:
* Option B: While member configuration priority (cfg_order) is a tie-breaker in some strategies, the SD- WAN rule logic is only
applied if the routing table allows it or if a higher-priority policy route doesn't intercept the traffic first.
* Option C: Lower route priority (which means higher preference in the RIB) affects theImplicit Rule (standard routing). However,
SD-WAN rules are designed tooverrideRIB priority for matching traffic.
If HUB1-VPN1 was a valid candidate and no Policy Route existed, the SD-WAN rule would typically ignore RIB priority to
enforce its own steering strategy.



NEW QUESTION # 15 
How is the Geofencing feature used in FortiSASE? (Choose one answer)

A. To encrypt data at rest on mobile devices in specific countries.
B. To monitor user behavior on websites and block non-work-related content from specific countries
C. To allow or block remote user connections to FortiSASE POPs from specific countries.
D. To restrict access to applications based on the time of day in specific countries.

Answer: C

NEW QUESTION # 16 
The IT team is wondering whether they will need to continue using MDM tools for future FortiClient upgrades.
What options are available for handling future FortiClient upgrades?

A. A newer FortiClient version will be auto-upgraded on demand.
B. FortiClient will need to be manually upgraded.
C. Enable the Endpoint Upgrade feature on the FortiSASE portal.
D. Perform onboarding for managed endpoint users with a newer FortiClient version.

Answer: C

Explanation:
According to theFortiSASE 7.6 Feature Administration Guideand the latest updates to theNSE 5 SASE curriculum, FortiSASE has
introduced native lifecycle management for FortiClient agents to reduce the operational burden on IT teams who previously relied
solely on third-party MDM (Mobile Device Management) or GPO (Group Policy Objects) for every update.
TheEndpoint Upgradefeature, found underSystem > Endpoint Upgradein the FortiSASE portal, allows administrators to perform the
following:
* Centralized Version Control: Administrators can see which versions are currently deployed and which "Recommended" versions
are available from FortiGuard.
* Scheduled Rollouts: You can choose to upgrade all endpoints or specific endpoint groups at a designated time, ensuring that
upgrades do not disrupt business operations.
* Status Monitoring: The portal provides a real-time dashboard showing the progress of the upgrade (e.
g.,Downloading,Installing,Reboot Pending, orSuccess).
* Manual vs. Managed: While MDM is still highly recommended for theinitial onboarding(the first time FortiClient is installed and
connected to the SASE cloud), all subsequent upgrades can be handled natively by the FortiSASE portal.
Why other options are incorrect:
* Option B: Manual upgrades are inefficient for large-scale deployments (~400 users in this scenario) and are not the intended
"feature-rich" solution provided by FortiSASE.
* Option C: "Onboarding" refers to the initial setup. Re-onboarding every time a version changes would be redundant and
counterproductive.
* Option D: While the system canmanagethe upgrade, it is not "auto-upgraded on demand" by the client itself without administrative
configuration in the portal. The administrator must still define the target version and schedule.

NEW QUESTION # 17 
A FortiGate device is in production. To optimize WAN link use and improve redundancy, you enable and configure SD-WAN.
What must you do as part of this configuration update process? (Choose one answer)

A. Disable the interface that you want to use as an SD-WAN member.
B. Replace references to interfaces used as SD-WAN members in the firewall policies.
C. Purchase and install the SD-WAN license, and reboot the FortiGate device.
D. Replace references to interfaces used as SD-WAN members in the routing configuration.

Answer: B

Explanation:
According to theSD-WAN 7.6 Core Administratorstudy guide and theFortiOS 7.6 Administration Guide, when you are migrating a
production FortiGate to use SD-WAN, the most critical step involves reconfiguring how traffic is permitted and routed.



* Reference Removal Requirement: Before an interface (such as wan1 or wan2) can be added as anSD- WAN member, it must be
"unreferenced" in most parts of the FortiGate configuration. Specifically, if an interface is currently being used in an activeFirewall
Policy, the system will prevent you from adding it to the SD-WAN bundle.
* Firewall Policy Migration (Option A): In a production environment, you mustreplace the references to the physical interfacesin
your firewall policies with the newSD-WAN virtual interface(or an SD- WAN Zone). For example, if your previous policy allowed
traffic from internal to wan1, you must update that policy so theOutgoing Interfaceis now SD-WAN. This allows the SD-WAN
engine to take over the traffic and apply its steering rules.
* Modern Tools: While this used to be a purely manual process, FortiOS 7.x includes anInterface Migration Wizard(found
underNetwork > Interfaces). This tool automates the "search and replace" function, moving all existing policy and routing references
from the physical port to the SD-WAN object to ensure minimal downtime.
Why other options are incorrect:
* Option B: While you do need to update your routing (e.g., creating a static route for 0.0.0.0/0 pointing to the SD-WAN interface),
the curriculum specifically emphasizes the replacement of references in firewall policiesas the primary administrative hurdle, as
policies are often more numerous and complex than the single static route required for SD-WAN.
* Option C: You donotneed to disable the interface. It must be up and configured, just removed from other configuration references
so it can be "absorbed" into the SD-WAN bundle.
* Option D: SD-WAN is abase featureof FortiOS and doesnot require a separate licenseor a reboot to enable.

NEW QUESTION # 18
......
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