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HR #144
Which attack is mitigated by using Bounce Verification?

A. eavesdropping
B. smurf

C. spoof

D. denial of service

IEf#: D

A -
Bounce Verification is a feature that mitigates denial of service attacks on Cisco ESA. A denial of service attack is an attempt to
overwhelm a system or network with excessive traffic or requests, rendering it unavailable or slow for legitimate users. Bounce
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Verification prevents Cisco ESA from accepting bounce messages that are not generated by it self or by trusted hosts, reducing the
load on the system and preventing backscatter spam.

References: User Guide for AsyncOS 15.0 for Cisco Secure Email Gateway , page 5-8.

Reference: httpsy//www.networkworld.convarticle/2305394/ironport-adds-bounce-back-verification- for-e- mail. html

HH #145
An engineer must provide differentiated email filtering to executives within the organization Which two actions must be taken to

accomplish this task? (Choose two)

A. Define the default mail policies for incoming or outgoing messages

B. Create content filters for actions to take on messages that contain specific data

C. Enable the content-scanning features you want to use with mail policies

D. Upload a csv file containing the email addresses for the users for whom you want to create mail policies.
E. Define an LDAP group query to specify users to whom the mail policy rules apply.

_EE%: B\ E

A :

* Define an LDAP group query to specify users to whom the mail policy rules apply. This way, you can create a custom group of
executive users and apply different mail policie s to thembased on their LDAP attributes[ 4 , p. 2].

* Create content filters for actions to take on messages that contain specific data. Content filters allow you to scan the message body
and attachments for keywords, phrases, or patterns that match your crit eria and perform actions such as quarantine, encrypt, or
drop the message[ 4, p. 7].

The other options are not valid because:

* C. Uploa ding a csv file containing the email addresses for the users for whom you want to create mail policies is not a supported
feature of Cisco Secure Email 1 .

* D. Enabling the content-scanning features you want to use with mail policies is not necessary, as content scanning is enabled by
default for all incoming and outgoing messages| 4 , p. 6].

* E. Defining the default mail policies for incomin g or outgoing messages is not sufficient, as default mail policies apply to all users
and do not allow for differentiation based on user groups[ 4 , p. 2].

B #146
An organization has a strict policy on URLs embedded in emails. The policy allows visibility into what the URL is but does not allow
the user to click it. Which action must be taken to meet the requirements of the security policy?

A. Defang the URL.

B. Redirect the URL to the Cisco security proxy
C. Enable the URL quarantine policy

D. Replace the URL with text

EfE: A

R

To meet the security policy of allowing visibility into what the URL is but not allowing the user to click it, the administrator must
defang the URL. This means that the URL will be modified in a way that it is still readable by humans but not clickable by browsers.
For exanple, http:/example.com could be defanged as hxxp:/example[. Jcom

References : [Cisco Secure Email Gateway Administrator Guide - Defanging URL s in Messages]

HH #147

A trusted partner of an organization recently experienced a new campaign that was leveraging JavaScript attachments to trick users
nto executing malware. As a result, they created a local policy to deny messages with JavaScript attachments. Which action should
the administrator of the organization take to ensure encrypted commumnications are delivered to the intended partner recipient?

A. Insert the X-PostX-Use-Script' header with a value of false to the encrypted messages

B. Create an outgoing content filter and add the Encrypt and Deliver Nov/ action with Use-Script option deselected
C. Create a new encryption profile and deselect the "Use-Script' envelope settings option.

D. Select JavaScript-free' option within the Cisco Secure Email Encryption Service Add-in



IEf: C

R :

According to the User Guide for Cisco Secure Email Encryption Service Add-In 1, the "Use-Script' option allows you to use
JavaScript in the encrypted message envelope. This option is enabled by default, but you can disable it if you want to send encrypted
messages to recipients who have security policies that block JavaScript attachments[2, p. 14].

The other options are not valid because:

A) Inserting the X-PostX-Use-Script header with a value of false to the encrypted messages is not a supported feature of the Cisco
Secure Email Encryption Service Add-inl.

B) Selecting JavaScript-free option within the Cisco Secure Email Encryption Service Add-in is not a valid option. The add-in does
not have such an optionl.

C) Creating an outgoing content filter and adding the Encrypt and Deliver Nov/ action with Use-Script option deselected is not
possible. The Encrypt and Deliver Nov/ action does not have a Use-Script option[2, p. 13].

M #148
‘When DKIM signing is configured, which DN record must be updated to load the DKIM public signing key?

A. MX record
B. AAAA record
C. PTR record
D. TXT record

Ef#: D

fERHL:
Explanation/Reference: https//www.cisco.conm/c/en/us/support/docs/security/email-security-appliance/213939-esa- configure-dkim-
signing html
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