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A security administrator is reviewing logs after a potential security incident. The administrator needs to find all requests that were
blocked by the Web Application Firewall (WAF). In the Virtual Service logs, what information should the administrator filter for to
isolate these specific events?

A. Filter for logs where the Response Code is 403.

B. Filter for logs that have a WAF section where the Action is Block.

C. Filter for logs that are flagged as Non-Significant.

D. Filter for logs where the Connection End Type is TCP_RESET FROM PROXY.
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R #49
A Security Administrator is migrating a legacy application to Avi. The application has a very old client base that may not support
modem cryptographic standards. The administrator's primary concern is ensuring maximum compatibility, even if it means sacrificing
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some performance.

Which certificate type should be chosen to ensure the widest range of client compatibility?
# Client Compatibility Report

- 95% of clients support TLS 1.2 with modern ciphers.

- 5% of clients are on legacy systens supporting only TLS 1.0 with

older RSA-based ciphers.

A. A certificate signed with a SHA-1 hash.
B. EC (Elliptic Curve)

C.RSA

D. A certificate with a 4096-bit key length.

Ef#: C
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An e-commerce application requires that once a user adds an item to their shopping cart, all subsequent requests from that user
during their session are sent to the same backend server.

Which Avi feature is designed to ensure this behavior?

# Application Requirement:

- User A comnects and is sent to Server 1.

- User A adds an item to their cart.

- User A's next request must go to Server 1.

- User B comnects and can be sent to any server.

A. Alerting Profile

B. Health Monitor

C. Persistence Profile

D. Load Balancing Algorithm
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‘Which approach will ensure traffic is only sent to a server when its connection to a back-end database is fully functional?

e A. Configure an HTTP Health Monitor to query a URI that returns a specific response only if a back-end database call is
successful

¢ B. Create a DataScript that performs a database lookup to the back-end database

¢ C. Configure an External Health Monitor that performs a database lookup to the back-end database

¢ D. Create a Virtual Service with the back-end database server as a pool member, and configure a TCP Health Monitor.
Then, reconfigure the web servers to communicate with the database via this Virtual Service

EfE: A

AR

Awi health monitors determine whether a pool server should receive traffic. For web applications, an HTTP or HTTPS health
monitor can send a request to a specific URI and validate the response body or status code.

VMware Avi documentation describes health monitor failures such as payload mismatch, where a server is marked down when the
expected response content is not returned. The most reliable design is to make the application expose a health-check URI that
perforns its own dependency validation, including a database query, and returns the expected response only when the application
and database path are finctional. This confirns the actual application dependency rather than merely checking TCP reachability or
the database independently. Therefore, the correct approach is to use an HTTP health monitor against a dependency-aware URIL.

HR #52

Which persistence type does not consume memory on the Service Engine?

e A, TLS Persistence
e B. HTTP Cookie Persistence
e C. App Cookie Persistence



e D. Client IP Persistence
1Ef#: B

fi .-

Avi supports several persistence methods, and some require persistence tables stored in Service Engine memory. Client TP
persistence uses a persistence table that maps client addresses to selected backend servers, which consumes Service Engine
memory. TLS persistence also relies on state associated with TLS session behavior. App Cookie Persistence depends on
application cookies and persistence handling that Avi must interpret or track. HTTP Cookie Persistence , however, is different
because Avi can insert or use a cookie value that identifies the selected server, allowing the client to carry the persistence information
in subsequent requests. This avoids maintaining the same kind of server-side persistence table in Service Engine memory.

Therefore, the persistence type that does not consume Service Engine memory is HTTP Cookie Persistence .
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