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Fortinet NSE 8 - Written Exam (NSE8 812) Sample Questions (Q58-Q63):

NEW QUESTION # 58
Which two methods are supported for importing user defined Lookup Table Data into the FortiSIEM? (Choose two.)

A. API
B. FTP
C. SCP
D. Report

Answer: A.B

Explanation:

User defined Lookup Table Data (LTD) is a feature that allows users to import custom data into FortiSIEM for correlation,
reporting, and analysis purposes. Users can create LTD files in CSV format and import them into FortiSIEM using two methods:
FTP or APL FTP is a file transfer protocol that allows users to upload LTD files to a designated folder on the FortiSIEM server.
API is an application programming interface that allows users to send HTTP requests to upload LTD files to FortiSIEM using
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RESTful web services. Reference: https://docs. fortinet.com/document/fortisieny6.4.0/administration- guide/ 1 9662/user-defined-
lookup-table-data

NEW QUESTION # 59
Which two statements are correct on a FortiGate using the FortiGuard Outbreak Protection Service (VOS)? (Choose two.)

A. The antivirus database queries FortiGuard with the hash of a scanned file

B. The AV engine scan must be enabled to use the FortiGuard VOS feature

C. The FortiGuard VOS can be used only with proxy-base policy inspections.

D. The hash signatures are obtained from the FortiGuard Global Threat Intelligence database.
E. If third-party AV database returns a match the scanned file is deemed to be malicious.

Answer: A,D

Explanation:

The FortiGuard Outbreak Prevention Service (VOS) is a feature that enhances the antivirus scanning capabilities of FortiGate by
querying FortiGuard with the hash of a scanned file that is not found in the local antivirus database. If the hash matches a signature in
the FortiGuard Global Threat Intelligence database, which contains information about known malware and zero-day threats, the file
is deemed to be malicious and blocked by FortiGate. The VOS feature can be used with both proxy-based and flow-based policy
inspections, and does not require the AV engine scan to be enabled. Reference:

https:/docs.fortinet.com/document/fortigate/6.2. 14/cookbook/968606/outbreak-prevention-service

NEW QUESTION # 60

Refer to the exhibits.

Exhibit A

Exhibit B

Exhibit C

A customrer is trying to set up a VPN with a FortiGate, but they do not have a backup of'the configuration. Output during a
troubleshooting session is shown in the exhibits A and B and a baseline VPN configuration is shown in Exhibit C Referring to the
exhibits, which configuration will restore VPN connectivity?

A
B.
C.
D.

Answer: B

Explanation:

The output in Exhibit A shows that the VPN tunnel is not established because the peer IP address is incorrect. The output in Exhibit
B shows that the peer IP address is 192.168.1.100, but the baseline VPN configuration in Exhibit C shows that the peer IP address
should be 192.168.1.101.

To restore VPN connectivity, you need to change the peer IP address in the VPN tunnel configuration to 192.168.1.101. The
correct configuration is shown below:

config vpn ipsec phasel-interface

edit "wan"

set peer-ip 192.168.1.101

set peer-id 192.168.1.101

set dhgrp 1

set auth-mode psk

set psk SECRET PSK

next

end

Option A is incorrect because it does not change the peer IP address. Option B is incorrect because it changes the peer IP address
to 192.168.1.100, which is the incorrect IP address. Option D is incorrect because it does not include the necessary configuration
for the VPN tunnel.



NEW QUESTION # 61

A retail customer with a FortiADC HA cluster load balancing five webservers in L7 Full NAT mode is receiving reports of users not
able to access their website during a sale event. But for clients that were able to connect, the website works fine.

CPU usage on the FortiADC and the web servers is low, application and database servers are still able to handle more traffic, and
the bandwidth utilization is under 30%.

Which two options can resolve this situation? (Choose two.)

A. Add a connection-pool to the FortiADC virtual server

B. Disable SSL between the FortiADC and the web servers

C. Add more web servers to the real server poof

D. Change the persistence rule to LB PERSIS SSL. SESSJD.

Answer: A,D

NEW QUESTION # 62
Refer to the exhibit.

A customer needs to create a multi-tier MCLAG set up with the topology as shown in the exhibit.
Al/A2

BI1/B2

Cl/C2

‘Which command snippet should be applied to i, to allow active/active links in this topology?

A.
B.
C.
D.

Answer: D

NEW QUESTION # 63
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