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Cisco Designing Cisco Security Infrastructure Sample Questions (Q65-Q70):

NEW QUESTION # 65
‘Which two approaches support secure communication in containerized microservices architectures? (Choose two.)

e A Shared service account credentials
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¢ B. Service Mesh with policy enforcement
e C. Mutual TLS between services
e D. Static NAT entries

Answer: B,C

Explanation:
Mutual TLS (mTLS) provides encrypted communication and mutual authentication between services. A service mesh enforces
centralized security policies and automates secure communication across microservices.

NEW QUESTION # 66

An IT company experienced the spread of malicious content between user endpoints, which impacted business critical resources.
The company wants to implement a solution to control communication between individual endpoints on the network. Which
approach achieves the goal?

A. posture
B. RADIUS
C. profiling
D. TrustSec

Answer: D

Explanation:

Cisco TrustSec enables software-defined segmentation by assigning Security Group Tags (SGTs) to endpoints and enforcing
commumnication policies. This allows granular control of traffic between individual endpoints, preventing the spread of malicious
content across the network.

NEW QUESTION # 67
How does a SOC leverage flow collectors?

A. Tt provides data for analysis in threat detection and response system

B. It performs load balancing capabilities across systems to optimize performance.
C. It performs data backup and recovery.

D. It provides real time content filtering.

Answer: A

Explanation:

A flow collector gathers metadata about network traffic (such as NetFlow or IPFIX), which SOC analysts use to analyze
communication patterns. This data is critical for threat detection and response, helping identify anomalies, lateral movement, or
potential attacks.

NEW QUESTION # 68
A global marketing firm, based in California with customers on every continent, suffered a data breach that exposed employee and
customer PII. Which regulations is the company in danger of violating?

A. GDPR

B. FedRanp

C. ISO SP800-53
D. ISO27001

Answer: A

Explanation:

Since the company serves customrers on every continent, including the European Union, exposing customer PII puts it at risk of
violating the General Data Protection Regulation (GDPR).

GDPR applies globally to any organization handling EU residents' personal data, regardless of where the company is based.



NEW QUESTION # 69

A manufacturing company experienced a security breach that resulted in sales data being compromised. An engineer participating in
the investigation must identify who logged into the sales system during the affected period. Which approach must be used to gather
the nformation?

A. PKI

B. AAA
C.NACM
D. SNMP

Answer: B

Explanation:

AAA (Authentication, Authorization, and Accounting) provides accounting logs that record who logged in, when, and from where.
During an investigation, these logs allow the security team to trace user logins to the sales system and identify who accessed it during
the breach period.

NEW QUESTION # 70
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