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GIAC GCIH Exam Syllabus Topics:

Topic Details
Incident Handling |- The candidate will demonstrate an understanding of what Incident Handling is, why it is important, an
and Digital understanding of the PICERL incident handling process, and industry best practices in Incident Handling and
Investigations Digital Investigations.
Drive-By Attacks |- The candidate will demonstrate an understanding of how to identify, defend against, and mitigate against
drive-by attacks in modern environments.
Physical Access |- The candidate will demonstrate an understanding of how to identify, defend against, and mitigate against
Attacks physical access attacks.
. - The candidate will demonstrate an understanding of how to identify, defend against, and mitigate against the
Metasploit .
use of Metasploit.
Domain Attacks |- The f:andldate wﬂl Qennnstra@ an understanding of how to identify, defend against, and mitigate against
Domain attacks in Windows environments.
Covering Tracks on|- The candidate will demonstrate an understanding of how to identify, defend against, and mitigate against
Hosts methods attackers use to remove evidence of compromise on hosts.
Endpoint Attacks |- The candidate will demonstrate an understanding of how to identify, defend against, and mitigate against
and Pivoting attacks against endpoints and attack pivoting.
Memory and . . . . .
Malware - The 'candldate.wﬂl dennnstre.lte an understanding of the steps necessary to pe@m basic nemory forensics,
Tnvestigations including collection and analysis of processes and network connections and basic malware analysis.
- The candidate will demonstrate an understanding of how to identify, defend against, and mitigate against
Web App Attacks 'Web Application Attacks.
. - The candidate will demonstrate an understanding of how to identify, defend against, and mitigate
SMB Scanning . . .
reconnaissance and scanning of SMB services.
Password Attacks |- The candidate will demonstrate a detailed understanding of the three methods of password cracking,
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Exam Questions in our website for your reference. Our GIAC exam torrent is the best partner for your exam preparation.

GIAC Certified Incident Handler Sample Questions (Q236-Q241):

NEW QUESTION # 236
Which of the following takes control of a session between a server and a client using TELNET, FTP, or any other non-
encrypted TCP/IP utility?

A. Session Hijacking
B. Trojan horse

C. Dictionary attack
D. Social Engineering

Answer: A

NEW QUESTION # 237

The IT administrator wants to implement a stronger security policy. What are the four most important security
priorities for PassGuide Software Systens Pvt. Ltd.?

(Click the Exhibit button on the toolbar to see the case study.)

A. Providing two-factor authentication.

B. Protecting employee data on portable computers.

C. Preventing denial-of-service attacks.

D. Providing secure communications between Washington and the headquarters office.
E. Providing secure communications between the overseas office and the headquarters.
F. Inplementing Certificate services on Texas office.

G. Preventing unauthorized network access.

H. Ensuring secure authentication.

Answer: B,E,GH

NEW QUESTION # 238

Adam has nstalled and configured his wireless network. He has enabled numerous security features such as changing the default
SSID, enabling WPA encryption, and enabling MAC filtering on his wireless router. Adam notices that when he uses his wireless
connection, the speed is sometimes 16 Mbps and sometimes it is only 8 Mbps or less. Adam connects to the management utility
wireless router and finds out that a machine with an unfamiliar name is connected through his wireless connection. Paul checks the
router’s logs and notices that the unfamiliar machine has the same MAC address as his laptop.

Which of the following attacks has been occurred on the wireless network of Adam?

A. NAT spoofing

B. DNS cache poisoning
C. MAC spoofing

D. ARP spoofing

Answer: C

Explanation:
Section: Volume A
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NEW QUESTION # 239
Which of'the following Linux rootkits allows an attacker to hide files, processes, and network connections?
Each correct answer represents a complete solution. Choose all that apply.

A. Phalanx2
B. Beastkit
C. Adore
D. Knark

Answer: C,D

Explanation:
Section: Volume C

NEW QUESTION # 240

Session splicing is an IDS evasion technique in which an attacker delivers data in multiple small-sized packets to the
target computer. Hence, it becomes very difficult for an IDS to detect the attack signatures of such attacks. Which of
the following tools can be used to perform session splicing attacks?

Each correct answer represents a complete solution. Choose all that apply.

A. Fragroute
B. Nessus
C.YAT.
D. Whisker

Answer: B,D

NEW QUESTION # 241

You will be cast in light of career acceptance and put individual ability to display. When you apply for a job you could have more
opportunities than others. What is more, there is no interminable cover charge for our GCIH practice engine priced with reasonable
prices for your information. Considering about all benefits mentioned above, you must have huge interest to our GCIH Study
Materials. You should take the look at our GCIH simulating questions right now.
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