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ECCouncil Certified Cybersecurity Technician Sample Questions (Q98-
Q103):
NEW QUESTION # 98 
Dany, a member of a forensic team, was actively involved in an online crime investigation process. Dany's main responsibilities
included providing legal advice on conducting the investigation and addressing legal issues involved in the forensic investigation
process. Identify the role played by Dany in the above scenario.

A. Incident analyzer
B. Expert witness
C. Attorney
D. Incident responder

Answer: C

Explanation:
Attorney is the role played by Dany in the above scenario. Attorney is a member of a forensic team who provides legal advice on
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conducting the investigation and addresses legal issues involved in the forensic investigation process. Attorney can help with obtaining
search warrants, preserving evidence, complying with laws and regulations, and presenting cases in court.

NEW QUESTION # 99 
You've been called in as a computer forensics investigator to handle a case involving a missing company laptop from the accounting
department, which contained sensitive financial data. The company suspects a potential data breach and wants to recover any
evidence from the missing device. What is your MOST important initial action regarding the digital evidence?

A. Turn on the laptop (if found) and search for deleted files.
B. Report the incident to law enforcement immediately.
C. Secure the scene where the laptop was last seen (if possible).
D. Interview company personnel to understand the missing laptop's usage.

Answer: C

Explanation:
In handling a case involving a missing laptop with sensitive financial data, the most important initial action regarding digital evidence is:
* Securing the Scene:
* Prevent Contamination: Secure the location where the laptop was last seen to prevent any further tampering or contamination of
potential evidence.
* Preservation: Ensure that any physical evidence related to the incident is preserved for further investigation.
* Subsequent Steps:
* Investigation: After securing the scene, proceed with interviewing personnel, reporting the incident to law enforcement, and
analyzing the laptop (if found) without turning it on to avoid altering any evidence.
References:
* Guidelines for handling digital evidence:NIST Digital Evidence
* Best practices in digital forensics: SANS Institute

NEW QUESTION # 100 
Ashton is working as a security specialist in SoftEight Tech. He was instructed by the management to strengthen the Internet access
policy. For this purpose, he implemented a type of Internet access policy that forbids everything and imposes strict restrictions on all
company computers, whether it is system or network usage.
Identify the type of Internet access policy implemented by Ashton in the above scenario.

A. Promiscuous policy
B. Paranoid policy
C. Permissive policy
D. Prudent policy

Answer: B

Explanation:
The correct answer is A, as it identifies the type of Internet access policy implemented by Ashton in the above scenario. An Internet
access policy is a set of rules and guidelines that defines how an organization's employees or members can use the Internet and what
types of websites or services they can access. There are different types of Internet access policies, such as:
Paranoid policy: This type of policy forbids everything and imposes strict restrictions on all company computers, whether it is system
or network usage. This policy is suitable for organizations that deal with highly sensitive or classified information and have a high level
of security and compliance requirements.
Prudent policy: This type of policy allows some things and blocks others and imposes moderate restrictions on company computers,
depending on the role and responsibility of the user. This policy is suitable for organizations that deal with confidential or proprietary
information and have a medium level of security and compliance requirements.
Permissive policy: This type of policy allows most things and blocks few and imposes minimal restrictions on company computers, as
long as the user does not violate any laws or regulations. This policy is suitable for organizations that deal with public or general
information and have a low level of security and compliance requirements.
Promiscuous policy: This type of policy allows everything and blocks nothing and imposes no restrictions on company computers,
regardless of the user's role or responsibility. This policy is suitable for organizations that have no security or compliance
requirements and trust their employees or members to use the Internet responsibly.
In the above scenario, Ashton implemented a paranoid policy that forbids everything and imposes strict restrictions on all company
computers, whether it is system or network usage. Option B is incorrect, as it does not identify the type of Internet access policy



implemented by Ashton in the above scenario. A prudent policy allows some things and blocks others and imposes moderate
restrictions on company computers, depending on the role and responsibility of the user. In the above scenario, Ashton did not
implement a prudent policy, but a paranoid policy. Option C is incorrect, as it does not identify the type of Internet access policy
implemented by Ashton in the above scenario. A permissive policy allows most things and blocks few and imposes minimal
restrictions on company computers, as long as the user does not violate any laws or regulations. In the above scenario, Ashton did
not implement a permissive policy, but a paranoid policy. Option D is incorrect, as it does not identify the type of Internet access
policy implemented by Ashton in the above scenario. A promiscuous policy allows everything and blocks nothing and imposes no
restrictions on company computers, regardless of the user's role or responsibility. In the above scenario, Ashton did not implement a
promiscuous policy, but a paranoid policy.

NEW QUESTION # 101 
Kaison. a forensic officer, was investigating a compromised system used for various online attacks. Kaison initiated the data
acquisition process and extracted the data from the systems DVD-ROM. Which of the following types of data did Kaison acquire in
the above scenario?

A. ARP cache
B. Archival media
C. Processor cache
D. Kernel statistics

Answer: B

Explanation:
Archival media is the type of data that Kaison acquired in the above scenario. Archival media is a type of data that is stored on
removable media such as DVD-ROMs, CD-ROMs, tapes, or flash drives. Archival media can be used to backup or transfer data
from one system to another. Archival media can be acquired using forensic tools that can read and copy the data from the media4.
References: Archival Media

NEW QUESTION # 102 
An organization divided its IT infrastructure into multiple departments to ensure secure connections for data access. To provide high-
speed data access, the administrator implemented a PAID level that broke data into sections and stored them across multiple drives.
The storage capacity of this RAID level was equal to the sum of disk capacities in the set. which of the following RAID levels was
implemented by the administrator in the above scenario?

A. RAID Level 3
B. RAID Level 5
C. RAID Level 0
D. RAID Level 1

Answer: C

Explanation:
RAID Level 0 is the RAID level that was implemented by the administrator in the above scenario. RAID Level 0 is also known as
striping, which breaks data into sections andstores them across multiple drives. RAID Level 0 provides high-speed data access and
increases performance, but it does not provide any redundancy or fault tolerance. The storage capacity of RAID Level 0 is equal to
the sum of disk capacities in the set3.
References: RAID Level 0

NEW QUESTION # 103
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