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Ping Identity PAP-001 Exam Syllabus Topics:

Topic Details

Topic 1

Policies and Rules: This section of the exam measures the skills of Security Administrators and focuses on
how PingAccess evaluates paths for applying policies and resources. It covers the role of different rule
types, their configuration, and the implementation of rule sets and rule set groups for consistent policy
enforcement.

Topic 2

General Configuration: This section of the exam measures skills of Security Administrators and introduces
the different object types within PingAccess such as applications, virtual hosts, and web sessions. It
explains managing application resource properties, creating web sessions, configuring identity mappings,
and navigating the administrative console effectively.

Topic 3

General Maintenance and File System: This section of the exam measures the skills of System Engineers
and addresses maintenance tasks such as license management, backups, configuration imports or exports,
auditing, and product upgrades. It also includes the purpose of log files and an overview of the PingAccess
file system structure with important configuration files.

Topic 4
Security: This section of the exam measures skills of Security Administrators and highlights how to manage
certificates and certificate groups. It covers the association of certificates with virtual hosts or listeners and
the use of administrator roles for authentication management.
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Topic 5

Integrations: This section of the exam measures skills of System Engineers and explains how PingAccess
integrates with token providers, OAuth and OpenID Connect configurations, and site authenticators. It also
includes the use of agents and securing web, API, and combined applications through appropriate
integration settings.
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Desktop Certified Professional - PingAccess (PAP-001) practice exam software also keeps track of the earlier attempted PAP-001
practice test so you can know mistakes and overcome them at each and every step. The Desktop PAP-001 Practice Exam software
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Ping Identity Certified Professional - PingAccess Sample Questions (Q21-
Q26):
NEW QUESTION # 21 
Which of the following is a processing rule?

A. Web Session Attribute
B. Cross-Origin Request
C. HTTP Request Parameter
D. HTTP Request Header

Answer: B

Explanation:
PingAccess rules are categorized intoAccess Control RulesandProcessing Rules.
* Processing Rulesmodify or add to HTTP requests and responses.
* Cross-Origin Request (CORS)is specifically listed as aProcessing Rule, because it modifies response headers to support cross-
origin requests.
Exact Extract:
"Processing rules apply to HTTP traffic, such as Cross-Origin Resource Sharing (CORS), header injection, or response
modification."
* Option A (Web Session Attribute)is an access control rule.
* Option B (Cross-Origin Request)is correct - this is a processing rule.
* Option C (HTTP Request Parameter)is an access control rule.
* Option D (HTTP Request Header)is an access control rule.
Reference:PingAccess Administration Guide -Rules Overview

NEW QUESTION # 22 
An application owner would like customized errors for rule violations within an application. Where is this configured?

A. Within the Rule definition
B. When combining Rules into Rule Sets
C. When assigning a Rule to a Resource
D. Within the Root Resource of the Application

Answer: D

Explanation:
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PingAccess allows administrators to configurecustom error pages or messagesat theRoot Resource levelof an application. This
ensures that when rule violations (e.g., authorization failures) occur, the application can display tailored error responses.
Exact Extract:
"Custom error handling for rule violations is configured within the Root Resource of an application."
* Option Ais incorrect - assigning a rule to a resource does not allow defining custom errors.
* Option Bis correct - the Root Resource is where administrators define custom error handling for the entire application.
* Option Cis incorrect - Rule Sets only combine rules; they do not handle error responses.
* Option Dis incorrect - individual rule definitions do not contain custom error configurations.
Reference:PingAccess Administration Guide -Configuring Application Resources and Error Handling

NEW QUESTION # 23 
An administrator is setting up a new PingAccess cluster with the following:
* Administrative node hostname: pa-admin.company.com
* Replica administrative node hostname: pa-admin2.company.com
Which two options in the certificate would be valid for the administrative node key pair? (Choose 2.)

A. Subject Alternative Names = pa-admin.company.com, pa-admin2.company.com
B. Subject = *.company.com
C. Issuer = pa-admin.company.com
D. Subject = pa-admin2.company.com
E. Subject = pa-admin.company.com

Answer: A,B

Explanation:
Exact Extract (from PingAccess documentation):
"The key pair that you create for theCONFIG QUERYlistener must include both the administrative node and the replica
administrative node. To make sure the replica administrative node is included, you can eitheruse a wildcard certificateordefine
subject alternative namesin the key pair that use the replica administrative node's DNS name." Why B and D are correct:
* *B. Subject = .company.com- A wildcard certificate for *.company.com is valid for both pa-admin.
company.com and pa-admin2.company.com, satisfying the documented requirement that the key pair include both hostnames for the
CONFIG QUERY listener.
* D. Subject Alternative Names = pa-admin.company.com, pa-admin2.company.com- Explicitly placing both DNS names in the
SAN extension also satisfies the requirement that the certificate cover both the administrative node and the replica administrative
node.
Why the other options are incorrect:
* A. Issuer = pa-admin.company.com- TheIssuerfield identifies the certificate authority (CA) that signed the certificate, not the
service hostname. Setting the issuer to a host value is not how X.509 server certificates are validated and would not meet the
hostname#matching requirement.
* C. Subject = pa-admin.company.com- While this covers the administrative node, itdoes not include the replica administrative
node. Without a wildcard or SAN entries, it fails the requirement that the key pair include both hostnames.
* E. Subject = pa-admin2.company.com- Similarly, this would only cover the replica administrative node andnotthe primary
administrative node, failing the requirement.
Reference:
Configuring replica administrative nodes(PingAccess User Interface Reference Guide) Configuring a PingAccess cluster(PingAccess
documentation) Certificates(PingAccess User Interface Reference Guide)

NEW QUESTION # 24 
Which element in thelog4j2.xmlfile must be modified to change the log level in PingAccess?

A. Logger
B. RollingFile
C. AsyncLogger
D. Appenders

Answer: A

Explanation:
In Log4j2, theLoggerelement controls the log level (INFO,DEBUG,ERROR, etc.) for specific packages or classes.



Exact Extract:
"To modify logging levels, edit the<Logger>element inlog4j2.xmland change the level attribute."
* Option A (AsyncLogger)is a performance optimization, not for changing levels.
* Option B (RollingFile)defines file rotation, not log levels.
* Option C (Logger)is correct - this is where log levels are defined.
* Option D (Appenders)define output destinations, not severity levels.
Reference:PingAccess Administration Guide -Log Configuration

NEW QUESTION # 25 
During a business review of an application, the administrator needs to change the Resource Authentication to anonymous. What are
the two effects of making this change to the resource? (Choose 2 answers.)

A. The resource requires no further authentication, and Processing rules still apply.
B. The resource requires no further authentication, and no rules will apply.
C. The resource requires no further authentication, and all Access Control rules still apply.
D. The resource requires no further authentication, and Identity Mappings still apply.
E. Requests to this resource are not logged, and Identity Mappings are applied.

Answer: A,D

Explanation:
When a resource is configured asanonymous, PingAccess does not challenge the user for authentication.
However, certain processing and identity propagation still occur.
Exact Extract:
"Anonymous resources do not require authentication. Identity mappings and request/response processing rules still apply."
* Option Ais incorrect because rules such as identity mappings and processing still apply.
* Option Bis correct - Identity Mappings can still forward attributes, even for anonymous access.
* Option Cis correct - Processing rules (e.g., request/response modifications) still apply.
* Option Dis incorrect - requestsarelogged; anonymous does not disable logging.
* Option Eis incorrect - access control rules (authorization) are not evaluated for anonymous resources.
Reference:PingAccess Administration Guide -Resource Authentication

NEW QUESTION # 26
......
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