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HH #25

Which two mechanisims are available to automate the creation of firewall policies in VMware vDefend?
(Choose two)

Response:

A. vRealize Automation integration

B. NSX Identity Store

C. RESTful API for policy configuration
D. ESXi command-line firewall editor
E. Manual CSV uploads to NSX Edge

EME: AL C

B #26
What is the difference between IDS and IPS modes in NSX?
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Response:

A. IDS only logs alerts; IPS actively blocks detected threats

B. IDS requires licensing; IPS does not

C. IDS supports only physical NIC traffic; IPS supports VM traffic
D. IDS encrypts network packets; IPS decrypts them

H
=

: A

B #27

Which three potential misconfigurations should be checked when troubleshooting Distributed Firewall enforcement failures?
(Choose three)

Response:

A. Incorrect security group membership

B. Disabled logging on Tier-0 Gateway

C. Overlapping NSX VLAN transport zones
D. Rule precedence and ordering issues

E. Service insertion or redirection failure

Eﬁ: A\ D\ E

HP #28
Which dashboard provides real-time visibility into firewall rule activity, service instance health, and security group membership?
Response:

A. NSX Manager Security Overview Dashboard
B. vSphere Performance Charts

C. ESXi Host Web Client

D. vSAN Health Monitoring Panel

EfE: A

B #29
Which feature of NTA/NDR assists with reducing false positives during threat detection?
Response:

A. Randomly sampling port scans across clusters

B. Disabling distributed firewall rules

C. Applying uniform logging across all workloads

D. Using contextual data such as application behavior and workload metadata

M
R

: D
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