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FEY 7 th B
¢ Industry Security Frameworks: This section of the exam measures the skills of Cybersecurity Governance
Professionals and introduces major industry frameworks such as NIST, CISA, and DISA. These

bEY 71 frameworks guide best practices and compliance in designing secure systems and managing cloud
environments responsibly.

¢ Visibility and Assurance: This section of the exam measures skills of Security Operations Center (SOC)

Analysts and focuses on monitoring, diagnostics, and compliance. It explains the Cisco XDR solution,
NEy 22 discusses visibility automation, and describes tools for traffic analysis and log management. The section also
mnvolves diagnosing application access issues, validating telemetry for behavior analysis, and verifying user
access with tools like firewall logs, Duo, and Cisco Secure Workload.
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FEY Z3

Integrated Architecture Use Cases: This section of the exam measures the skills of Cloud Solution
Architects and covers key capabilities within an integrated cloud security architecture. It focuses on
ensuring common identity across platforns, setting multicloud policies, integrating secure access service
edge (SASE), and implementing zero-trust network access models for more resilient cloud environments.

FEY 74

Cloud Security Architecture: This section of the exam measures the skills of Cloud Security Architects and
covers the findamental components of the Cisco Security Reference Architecture. It introduces the role of
threat intelligence in identifying and mitigating risks, the use of security operations tools for monitoring and
response, and the mechanisms of user and device protection. It also includes strategies for securing cloud
and on-premise networks, as well as safeguarding applications, workloads, and data across environments.

FEYZS

Threat Response: This section of the exam measures skills of Incident Response Engineers and focuses on
responding to threats through automation and data analysis. It covers how to act based on telemetry and
audit reports, manage user or application compromises, and implement response steps such as
containment, reporting, remediation, and reinstating services securely.

FEY Z6

SAFE Architectural Framework: This section of the exam measures skills of Security Architects and
explains the Cisco SAFE framework, a structured model for building secure networks. It emphasizes the
importance of aligning business goals with architectural decisions to enhance protection across the
enterprise.

Y 77

User and Device Security: This section of the exam measures skills of Identity and Access Management
Engineers and deals with authentication and access control for users and devices. It covers how to use
identity certificates, enforce multifactor authentication, define endpoint posture policies, and configure single
sign-on (SSO) and OIDC protocols. The section also includes the use of SAML to establish trust between
devices and applications.

FEY 78

SAFE Key Structure: This section of the exam measures skills of Network Security Designers and focuses
on the SAFE framework's key structural elements. It includes understanding ‘Places in the Network’—the
different network zones—and defining ‘Secure Domains’ to organize security policy implementation
effectively.
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B #93

‘Which method is used by a Cisco XDR solution to prioritize actions?

¢ A Updating antivirus signatures

¢ B. Monitoring endpoint activity

e C. Analyzing network traffic patterns

¢ D. Leveraging Al and machine learning

EM: D
W
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Cisco XDR (Extended Detection and Response) leverages artificial intelligence (Al) and machine learning (ML) to prioritize actions
based on the severity, context, and impact of detected threats. According to the Designing and Implementing Secure Cloud Access
for Users and Endpoints (SCAZT) documentation, Cisco XDR consolidates telemetry from endpoints, networks, cloud, email, and
identity sources and applies AI/ML models to reduce alert fatigue, correlate signals, and surface only the highest-risk threats for
response.

This intelligent correlation and prioritization mechanism enables security analysts to focus on critical incidents first, dramatically
reducing mean time to detect (MTTD) and mean time to respond (MTTR). Unlike static mechanisirs such as antivirus updates or
passive traffic inspection, Al-driven analytics enable Cisco XDR to make data-informed decisions across the entire attack surface.
Reference: Designing and Implementing Secure Cloud Access for Users and Endpoints (SCAZT), Section 6:

Threat Response, Pages 113-117

HMA #94
What is the primary purpose of implementing identity certificates for user and device authentication?

A. To monitor user activity

B. To track device locations

C. To ensure secure access to resources
D. To increase network speed

EfE: C

B #95
The role of a reverse proxy in cloud security includes:

A. Directly exposing application APIs to the public internet

B. Load balancing, SSL encryption, and protection from attacks
C. Smplifying the architecture by removing the need for WAF
D. Increasing the visibility of backend servers to external threats

iIFf@#: B

M #96
For a web application, configuring SAML authentication means:

A. Users need a different password for each service

B. Users can sign in once to access nmultiple applications without re-authenticating
C. The application can only be accessed through a specific device

D. The application will not support multifactor authentication

IEf#: B

HE#97
Cisco Secure Cloud Insights is designed to:

A. Focus only on physical data center assets

B. Reduce the effectiveness of cloud security posture management

C. Ignore cloud resources for simplified management

D. Provide visibility into cloud assets and their relationships for security purposes

iIEf@E: D
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